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Robustness —
the art of preparing for the unexpected
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Version 081128
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The exceptional

Data may have strange syntax or values
— we apply common data-parsing techniques

* An unexpected signal arrives
— we explicitly describe every conceivable transition
= No signal arrives
— we guard our protocols with timers
= Security issues
— authentication + logging + statistics
= Availability issues
— self tests
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Handling an error or exceptional situation

= The invalid situation is due to an inadequate user input

— then we know what caused it and the user should be notified
» |CU: The user is notified by an SMS

= The invalid situation is due to an internal error
— the reason is unclear, but the situation has become erroneous

— The correct recovery may be hard to specify, but we believe that
terminating the whole program is probably the last resort

= |CU: different responses:
— Try and send SMS to the user (if the appropriate user is known)
— Dump the call stack on console (syserr) (very low level)
— Terminate the session (and notify the session owner by an SMS)

0STS ANI
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|ICUcontroller’'s GenerateSession that Static ID

 mata imoariant ic D)

Data invariant is

should not
\already be used )
2o IEUcuntrullerJ @ GenerateSessiunJ \ /
Sms u,f* Generate session indexed by Static ID *f
csm, to_jcuproc, addld (sig. getFram( ),
W L2 GenerateSession
- —_—
@ GeneratorState zZ
T
«i_reates
— [C_l icuprocsio.getFrom()); ] CHH
o1
o
b
M
F* and give the Sms signal to the
. generated process *f
output(sig,csm. to_icuproc, csm);
PosFesult, InternalSignal
2 ot (g, o, to_icuproe, o5,

27-Nov-08
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Checking the data invariant

= Qur task is to check whether STAT-ID is already the ID of
another ICUprocess

= Here are the checking strategies:

— checking directly the data of the routing port
= simple, but on low (Java) level

— sending a probe signal and wait for its possible consequences
= more protocol needed, and possibly changing the forward() operation
= if the normal response is that a timer must expire, this will be slow

— recording which static ids are active (in the Archive)
= |ots of book-keeping, slower, overkill

= We go for the simple java-oriented solution this time

0STS ANI
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Error recovery for the static id re-use

* The cause of the static id re-use is most probably
because the user has sent two requests in quick
sequence

= We should respond by returning an error message to the
user
— This will imply fixing the composite structure

= Move to a final state

— In our service-oriented architecture, the service session is the
natural unit of recovery, i.e. canceling the current service session
IS often the best approach
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The robust ICUcontroller's GenerateSession

GenerateSession

= EenerateﬁessiunJ

F* Chiecking that the static id is not in use *f
boolean exists = false;
= for {inti=0;i < csm.to_icuproc.idlist, sizel); i++) {

if {sig.oetFromi). I={csm.to_i JddList.getiinng
Pk B o e ol Recovery message
¥

Data invariant is checked

static id in use

-,

exists = F¥ static id is in use! *f %
output (new Sms"rou already have a session running!”,sig.getFromm(),"2034 "), csm.smsout,csm);
A
[else]

q_]j * Generate session indexed by Static 1D */
csm. to_jcuproc, addidisig.aetFrom();

y

wireates
E@icuproc(sig.oetFrom();

OGTS dNI

W

F* and give the Sms signal to the
generated process *f
outpLt(sig, csm. to_icuproc, csm;

27-Nov-08 INF5150 — Unassailable IT-systems 7
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Modified Composite Structure

(€] IEUs?stemJ

aMsin : amsInputMediator = ARGS[0],ARGS[O]

i from_conkr
Fo_icuproc @ SkaticIDRouker
sl
Port and cantr ; ICUContraller
Connector added From,_dataproc icuprac : 1CUprocess [*]
smsout _
zZ
T
smsgut ko_dataproc
= FI'I e CH)'I
o1
(@]

SMSout ¢ SmsCutputMediator = ARGS[0], ARGS[0]

———

From_ichproc
™ 1
LT LI
to_cantr

dataproc @ Archive = ICUsysternMain, ARGS[0], ICUsystermiMain, ARGS[1]
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ICUcontroller: the exceptional

= Data may have strange syntax or values
— Now checking for static id already in use
= An unexpected signal arrives
— ICUcontroller handles Sms, PosResult and InternalSignal in all states
— We are going to look at unexpected signals for ICUprocess
= No signal arrives
— ICUcontroller does not have such waiting situations (?)
— we shall guard our protocols/services with timers (ICUprocess)
= Security issues
— authentication + logging + statistics
= Authentication is not needed to enter ICUcontroller
= we are going to check for registration in ICUprocess
= Avallability issues
— self tests
= We could use ICUcontroller to test availability of PATS (but don’t)
— we will consider this with the Archive

27-Nov-08 INF5150 — Unassailable IT-systems
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Explicit transitions please!

* Finite State Machines have a great advantage by being
finite!
— there is a finite set of transitions to execute
— we can make sure to cover them all

= UML State Machines also define default transitions

— where the signal is just discarded/consumed

— We believe that default transitions are a warning of design flaw
= Not all signals can be properly handled at any time

— We may defer a signal to a state where the signal can be dealt
with

0STS ANI
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CUprocess (as of ICUA)

as IEUprucessJ

carm and['_] ParsesSms

Repetition:
Checking that the

.\ is all right

[else]
&3 CornmandErrar

[csm.cormmand. equals kL )]

8 bl ML

[, cormmand. equals("hotpos|)

OGTS dNI

[csr.cornmand. equals(reg” )]

Then we shall look
at the individual

8 hotpaos:Hotpos

services

posfaled

w
J

PN
@ register:Reqister

27-Nov-08 INF5150 — Unassailable IT-systems 11
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ParseSms

Gl ParseEmsJ

ParseSms

T Studl konto oysteinh commmand parameters

Csm.parsedsms=sig,getMessage . split("y\s+"1;
o if {sm.parsedsms.lengths3) csm.command=csm.parsedsms[3]; else csm.command=null;
if (cem.parsedsrms.length=4) csm.paraml=csm.parsedsms[4]; else csrm.pararml=null;
csm.staticld=sig.getFromi();

.

= |f the Sms does not start with "Studl konto username” it will not come
to the program at all
— Still we may choose to check for it — due to running on FakePats
» |f there are more than 1 parameter, there is also an error
— at least for the set of services of ICU that we have up to now
= We should give user syntax error messages right away
— and not hide it by letting command be null

0STS ANI
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ParseSms robustified (1)

= csm.parsedsms=sig.getMessage().split("\\s+");

= /*check for existence of necessary prefix - very rudimentary */

= if (csm.parsedsms.length<=3)

» {output(new Sms("ICU: Syntax error - no command",sig.getFrom(),"2034"), csm.smsout,csm);
. csm.command = "IERROR";

=}

= else

» {csm.command=csm.parsedsms[3];

. [* check for only one parameter */

. if (csm.parsedsms.length>5)

. { output(new Sms("ICU: Too many parameters!”,sig.getFrom(),"2034"), csm.smsout,csm);
" csm.command = "IERROR";

OGTS dNI

-}

" else

. { if (csm.parsedsms.length>4) csm.paraml=csm.parsedsms[4]; else csm.paraml=null,
-}

=}

= csm.staticld=sig.getFrom();

27-Nov-08 INF5150 — Unassailable IT-systems 13
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ParseSms robustified (2)

o IEUprDcessJ

Sms
s and“"j Parse5ms

@2 CornrmandError

[zsmn.command. eq

T bl kML

als (kML )]

[carm. cormmand.equals{ "hotpos|

f8 hotpos:Hotpos

piosfalzd

)
|
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KML service

~

N

Problem2:

Effect of deferrin;

/.

V

Here Foundhick_Okand
AlsersGiven are deferred!

@ WaitPosition \l

AllzersGiven

Problem1:
Py KML n
KM File system errors
2 InitializekMLfile
Foundtick_Ck,
( 9 WaitMarelJsers L2 ReguestPosition
oy Foundick_okK
PosResult
- & WritekMLElerment

Problem4:

Qandling all signals?

W

)

27-Nov-08

2 WritekMLfile
ity AllUsersGivan

Problem5:

@andling all signals?

INF5150 — Unassailable IT-systems
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What if PosResult is los
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= 1: File writing problems
— currently error dumped on console, and proceed as if no problem
has arisen

= not adequate: if the initialization fails to write on the file, the session
should terminate, and double messages given (to console and user)

OGTS dNI

27-Nov-08 INF5150 — Unassailable IT-systems 16



UNIVERSITY
OF OSLO

1: File writing problems — New KML machine

i) [ Problem1:
? File system errors
&2 [nitializekMLfile

Oz L)

[Else]
3 output(new Getallsersicsm,staticId), csmn.to_dataproc, csm

v Foundrick_ 2k

( @ WaitMoreUsers 2 RequestPosition
| ot Foundiick_OK

y
;
0STS AN
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1: File writing problems (2)

— InitializeKMLﬁIeJ

InitializekMLFile

Low level java
exception handling

F* Initializing the KML fle *f
FH Mo write the file header *f
[* Strearn to write file *f

try

F* Open an output strearm *f
csm.fout = new FileOutputStrearn (csm.pararm 1+ kol
S Print file header */
csm.prstrm = new PrintStrearmiicsm, fout);
cam.prstrm.printn ("< ?xml version=4"1.01" encoding="4"UTF-8Y"7=");
- csm.prstrrn.pringn <kl xmins=" "http:/ fearth.google.comfkmlfz. 04" = ");
csm.prstron.println O < Folder=");

csm.prstrm.printn " <name=1CUS< fname = "1; Message on console
csm.prstrm.println " <opens 1< fopen:");
+ SMS to user

Z
=
a1
H
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F* Catches any error conditions */
catch (I0Exception &)

Systerm.err.println ("ICU'KML: Unable to write to file "+csm.paramd+"kml");
autput (few Sms( " TCUKML: file problerns on file "+csm.param 1+ kol carn.staticId, "2034 "), cerm. smsout, csm
csm.fileproblern = true;

I
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I. T
)

KML problems (2)

= 2: The deferring of FoundNick OK is motivated by
wanting to handle one positioning at the time

— but the effect is the need to handle many defers
= since the database produces users faster than PATS positions them
= actually the #defers are in the order of #users?
— and decreased efficiency due to this defer-handling and since
positioning requests may be done in parallel (possibly)

» put in fact sending too many positioning requests very quickly seems
to stress PATS such that sometimes requests are lost

— The optimal solution may be to introduce a little more protocol to
sequentialize such that the Archive is explicitly asked to give the
next user

= rather than giving all users in a stream of messages
= ... but we keep to the defer solution — to show in detail how defer is

27-Nov-08 INF5150 — Unassailable IT-systems 19
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ed Trace fro 0.0 at 2007-04 il O
Tahle View
Time| State Machine | Current State Input Transition Behaviour Mext State
0 [Mew ICUsystermn_Archived@4e224chd
0 MNew [CUsystern_ICUcontrollerg@4i...
1362 |ICUsysterm_Archive @4e224chd null Starttessage@4fd430chd Idle
3125 (ICUsystem_ICUcontrollerg406Mchd [hull GeneratorState
28541 ||cUsystern_ICUcantroller@4050chd | GeneratorState EE;’;L‘E;’;"?&%’?&E@&?@k;ggdg;sbtzmh R, SO0 GeneratorState
28872 |ICUsysterm_ICUprocess@ dadccha |null Idle
28872 |ICUsystem_ICUprocess@l dadecha |ldle Sms@3del8cha (Stud] kanto oysteinh KML,2034,91390800) i) aithlorelsers™kml
GetAllUsers@298accha (91300900) Output FoundMick_OK@2fe1 ccba (Mo91390900, 912380900, 91390900)
. Output FoundMick_OK@EZe7cicha (NOBRGS35499, BEEEE399, 91390900)
2032 |CLs ATV B pa 24D e OutputFoundNick_OK%SbadBcba (NoDA080809, 03080808, 91380000) | |
B o OutputAIIUSerSGiven@éaathba (913903007
29112 (ICUsystern_ICUcontroller@md 06fchd | GeneratorState Foundiick_OK@2fcl coba (Mo81380900, 91390800, 81380900)  [Output FoundMick OKg@2afcT ceba (Mo91390800, 91390900, 913904900)  |GeneratorState
29112 ICUsystem_|CUcontrollerg@4 06f0chd |GeneratorState Foundhick_OK@2ZerFcBeba (NoBEESEE99, 66688899, 913909003 | Output FoundMick _OKg@2e7clcba (NoG6GESE99, 66685599, 91390800)  |GeneratorState
29523 (ICUsysterm_ICUcontroller@4 06Mchd | GeneratorState FoundNick_OK@ahadacha (No09090908, 09090908, 91390900} | Output FoundNick_OK@3badfcha (Mo080a0909, 09080909, 81380a00)  |GeneratorState
30083 ICUsystern_|CUcontrollerg4 06f0chd |Generatorstate AllUzersGiven@3ad T 4cha (91390900) o Cutput Allsers Giveng@3ad T 4cha (913908000 GeneratorState |
30134 |ICUsystem_ICUprocessgl dadecha [WaithoraUsers"kl Foundhiic clccha (Mo U, HTS90500, 4T SH0Y00) tput FosRequest@bes0chd pPTETTENG itionkrnl
30204 [IGUsystern_ICUprocess@l dadecha WaitPosition*kml Foundhick_OKi@2erclcha (NoGERREE99, BAESEE9Y, 91390900) Saved
30204 ICUsystem_ICUprocess@l dadecha [WaitPosition®kml Foundhick_OK@3badBcha (No09030909, 090909049, 91390900) Saved
30204 ICUsystern_|CUprocess@ dadecha WaitPosition®kml AllUsersGiven@3adidchg (91390900 |y . aved
32176 ICUsystern_|CUcontrollerg4 06f0chd |GeneratorsState utput PosResult@31584chy ‘QMrState
32207 ICUsystem_ICUprocess@l dadecha WaitPosition kml PosResulti315684chd B Waithiorellsers*kml
32397 ICUsystem_ICUprocess@l dadecha [WaitMoreUsers®kml [Foundhlick_OK@2eFc8cha (NoBBEEE599, 666858599, 913908001 | Output PosRequest@s 3838cha itian*kml
32957 ICUsysterm_ICUprocess@l dadccha WaitPosition®kml Foundhick_CK@3badBcha (No09030908, 090809049, 91390900) [ 5aved \
32637 ICUsystern_|CUprocess@l dadecha WaitPosition®kml AllUsersGiven@3ad T4cha (91390900 \ Saved }
34380]ICUsystern_ICUcontrollerf406Mchd |Generatorstate PosResult@a4868chy Output PosResult@na4863chd “Ysanafinrstate
34430|ICUsystem_ICUprocess@l dadecha WaitPosition kml PosResultif54868chd I Waithiorellsers*kml
34670 G Usystern_|CUprocess@ dadecha WaithoreUsers®kml | Foundhlick_ OK@3badgcha (Mo09030909, 09030909, 81390900) | Output PosRequest@bcddochd /mﬁon"kml
24750(ICUsystem_ICUprocess@l dadecha [WaitPosgition*kml AllUsersGivenidad74cha (91390900) l Saved ‘
35872 |ICUsystern_ICUcontrollerggd 06fchd |GeneratorState PosResultié@y8ci8chy Output PosResult@r cBBeha GenerapltState
35902 |ICUsystem_ICUprocess@@l dadecha [WaitPositionkml PosResultié@y8cischy o rellsers*kml
35802 ICUsystem_ICUprocessi@ dadecha WaitMoreUserskml | AllUsersGiveni@3ad 7 4cha (81 390800) Output Sms@Ed1 74chd (null.kmlED1 04541 NG9562T 91390900,2034) FinalState
27-Nov-08 INF5150 — Unassailable IT-systems 20
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= 3: Even when using defer, we have no guarantee that the
PosRequest results in a corresponding PosResult
— We shall have to guard the PosResult by a timer

— What then to do if the guarding timer expires?
= Giving an SMS to the user for every non-positioned phone may be
too many SMSes

— and we could cut off after a small number of such messages (say 3)
» and then give a more general error message and terminate KML session

= We could try again to position the failed one (one retry)
— What if the timer has expired, recovery has been done, and then
the PosResult appears very late?

= In our case this will have a cascading effect of PosResult appearing
when it should not

— this actually becomes rather tricky! (will be covered later)

Z
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3: Including the timer in KML

§o KMLJ

Here Foundhick_Ck and
AlUsersGiven are deferred!

2 InitializekMLfile
[ela]
@ output{news Getallsers(csm,staticId), csm.to_dataproc, csml; ; —
Z
Ir ﬂ
" v Foundhick_ Ok : U1
2 W aitMorelsers @ RequestPosition 2 W aitPosition G
ot Foundhick_oK lp| csrn.posTimer stopTirmer (); o
|| csm.posTimer. start Timer ();
PosResult i
PoszReslt EneEg
— > v 2 WitekKMLElement . A
@@ IERR WML PosRedult
[ele]
@2 Positionagain

FAY™
[csrn. poshefore] \’)\
Problema3:

AllsersGiven
2 wWritekMLfile

oty Al sersGiven
v 22 GivelpPositioning
. What if PosResult is lost?
INF5150 — Unassailable IT-system
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3: Giving up positioning after one re-try

Gl EiveUansitiuningJ

Message on console
+ SMS to user

csm.poshefore=false; f* give up this user *f
F* Send message that positioning was too late®/
wuutputl{new Sms("ICL: positioning of "+csm.ustname+" too late",csm.staticld, "
2034™), csm.smsout, camm )
F* Give message on console as wel */
Systern.err.println"ICU: positioning of “+csm.usrharme+ " too late");

OGTS dNI
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Timer expires

* To give PATS one more chance with this user
— we need to define a variable to control re-positioning

= Having given up we must still cope with the PosResult
coming later

— This is more tricky than meets the eye since

= when positioning is given up there is normally several FoundNick OK
signals in the queue

= and a late PosResult will follow those, but

= that PosResult may come before any PosResult that is the result of
new PosRequests

— Thus, we must make sure that the PosResult is actually matched
with the right nickname

= We need to check the static id of the PosResult with that of the most
recent PosRequest

Z
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Checking the static id of the PosResult

@ writek:MLEIementJ

writek MLElement
 [* Position return parsing */ parsepos IS extended

3 5tring posreturn = sig.getPositioningResult(); .
csm.validpos = csm.parsepos(posreturm ); J \to f|nd STATlClD, too

REMEMEBER.: to chieck that the PosResult
is actually the response of the most
recent PosReguest (it may be a late

-=-==-=- PosResult). Check the staticld from the
PosResult positioning XML with the static
id of the rmost recent PosRequest.

[csrmvalidpos &8 cam,ustId.equals{cem. pos_staticId) ]

checking the received
position against
current request

S Write out one element on file */

cem.prstrm. printing” < Placermark:= " );
cam.prstrm.printin < name = "+csm.usmame+" < fname="7;
csm.prstern. printlng” < description:= "+csm.lastpos_time+" < fdescription=");
= csm.prstern.printng < Point = ";
cem.deccoords(); * make decimal coordinates */f
csm.prstern. printng < coordinates = "+csm. decxcoord+ ", "+csm, decyooord+", 0"
+ "< fooordinates=";
csm.prstern. printng < fPoint=";
cern.prstrrn. println g = fPlacermark = ";

should have been
_gquarded by try/catch
25
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KML problems (4 & 5)

= 4: Default transitions of WaitMoreUsers

— PosResult and Sms are not handled

= Sms cannot come to KML =>
— internal error, handled on enclosing level

» PosResult should (normally) not come =>
— internal sequencing error, give message on console and ignore signal

= 5: Default transitions of WaitPosition

— There are non-KML signals that should be covered (as Sms)
= we will cover that on enclosing level

Z
=
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4: PosResult recelved at WaitMoreUsers

g KMLJ @ I[ERR WMU PusResuItJ
ST ellek ML [ @2 Systerm. err. prindin CICL'EML: waitMorellsers, received PosResult"); ]
[el=2]
@ outputines Getallsersics @ —
zZ
T
-~ . v O]
2 WaitMorellsers G
Internal error and no S
obvious reason to
PosResLt = send Sms to user
— A
S IERR WML PosRedult
AlUsersGiven
2 WritekMLfile
ot AllsersGiven
Y
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4&5: Problems best solved on ICUprocess level

* The unexpected Sms signal
— Neither KML, Hotpos or Register cater for receiving Sms

— ...but they do not need to since Sms is always handled by
ICUcontroller by creating a new ICUprocess

= true, but will it always be that way?

= Covering the unexpected also makes the software more
robust for the future

* The normal situation being that Sms will not occur In
ICUprocess it may be handled on ICUprocess level

Z
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The modified ICUprocess

o IEUprucessJ

SERAR df._J ParseSms

@2 CornmandError

[zam. commatd eduals("TERROR "]

[z, cornrmand. equalk (kML) ]

[csrn.cormmand. equals("hotos" 1]

ekl ML [csm. cormmand.equals("reg")]

OGTS dNI

(,
-~

Smis

&3 JERR KML Srns

Internal error and no
obvious reason to
send Sms to user

8 hotpos:Hotpos

\I
stfaiIet{J& J

Sms

@2 IERR Hotpos Sms

e register:Register W

Sms

WU IERR Register Smsz
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The exceptional

Data may have strange syntax or values
— We have looked at data checks for ICUcontroller

* An unexpected signal arrives
— we explicitly describe every conceivable transition
— We have looked at this for ICUprocess’KML

= No signal arrives
— we guard our protocols/services with timers (ICUprocess’KML)

= Security issues

— authentication + logging + statistics

— Check for registration in ICUprocess’Hotpos
= Availability issues

— self tests (we shall improve the Archive)

Z
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Services revisited

= Hotpos
— Only registered users should be able to position others

— Positioning must be accepted by the positioned user
= for the sake of showing more advance protocol for authentication

= KML

— will not get the same full treatment
» because asking every registered user is too tedious

— This shows that a "buddy group” concept probably needs to be
introduced to continue to offer KML service

= Register
— will of course not require that users are registered!

Z
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Hotpos revisited

) anybody can
position themselves

icusysten | ICUsystem

oystein | trine : ref icus_hokpos

Sms("skudl kanka Dysteﬁnh hatpos”, 2034, STAT-I0N

I
PosHequast
|

alk

the positioned
person will be asked
to accept or reject

PogResult
|

Smsi"Hotpas: Ifiis 1147 teters away", STAT-I0,2034)

Sms{"Studl konto ovstein hotpos trine”,2034,5TAT-1D) _|

Z
=
3
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amsi Do wou accepk pusititi:ning by ovstein? (yes Dystein,l'n4 oyskein)", STAT-TR, 205340

|
| Sms("Stud] fonko oysteinh ves oystein”, 2034, STAT-TR)
|

<’fthe positioned must
i accept positioning
) by a specific user
|

PosF.equest |

PosResult

[
|
I
|
E}T\SI:"HD'IDDS: Ifiis 1147 meterL awiay From tring", STAT-ID, 203
I
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Problems when Trine should accept Oystein

* We need to know that Trine really accepts Oystein and
not somebody else

— we need to connect Trine’s response to Oystein’s session

= Trine’s response is an Sms and that will in our design
spawn another session!

— which may not be a bad idea!

= Let us make a new service — a yesno service
— The yesno service will take an Sms with the following syntax:
= "yes nickname” or "no nickname”

— The yesno service will send a signal to the session identified by
the nickname

= Accept_positioning or Reject_positioning depending on yes/no

Z
T
3
H
o
o
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Hotpos in detail (1) two sessions
sdicus_hotpos ‘ /

conkr : ICUcantraller icuproc[STAT-TR] : ICUprocess icuproc[3TAT-ID] : ICUprocess | | dataprac @ Archive

! ! !
|

Sms("Stud] konto oysteinh hotpos", 2034, 5TAT-ID)

«creates (STAT-ID) %|

Sms("Stud1 konto oysteinh hotpos, 2034,5TAT-ID)
I

[

I

|

|

| |

| |

PosResult PosR*sult GetNeefestHotspot(l 0.73,59, 95,511P.T—ID)

| |

| |

| |

PosReqyest(STAT-ID,5TAT-ID) |
T

NearlsstHotspot("IFi", 1147,3TAT-ID)

| NearestHotspot("Il*", 1147,5TAT-ID)

Smsi"Hotpos: TFiis i14? meters away", STAT-ID,2034) |

y Al

/ Sms("Studi konto oysteinh hotpaos tring”, 2034, STAT-I0) . wcreater TPL—ID)_ g e e el | \

Sms("Studl kanto oysteinh Hptpos trine”, 2034, STAT-100 FipdStaticTd(STAT-I0, STAT-IH)
t t |

Foundstapcld_oK("oystein",STnT-IDJsmT-IDD |

OGTS dNI

Foundl{llck CK("tring", STAT-TR, STAT-IDY =

|

T

|

.

| Foundstaticld_oK("oystfin”, STAT-ID,STAT-ID)

| FindMick("trine", STAT-I0)

FoundNick_OK("trine'LSTAT—TR,STAT-ID)

Smsy"Do you accept positio]‘ning by oystein? (yes,l'no)",STAT-TR,alIJS‘})

Sms("Stud] konto oysteinh yes oystein”, 2034, STAT-TR)

Sms("Stqu konto oyskeinh wes 0ystein",2DSZLTnT-TR) Findhlick("owstein”, STAT-TR)

Foyndkick_OK("oystein, STAT-ID,STAT- ||'R)
[

|
|
«creates (STAT-TR) | :
|

Foundhick_Ck{"oystein’, STAT-ID,STAT-TRY |

Accept_postioning(6TAT-TR,STAT-ID)

|

|

|

|

i

| |
| |

q.cceptjoswlonlng(STAT TR,STAT- ID} | |
| |

PosReqlJest(STnT—TR, STAT-ID) |

MearestHotspot("Ifi", 1147,5TAT-ID)

\

|

\ MearestHokspot( "I, 1147,5TAT-1D)
[

PosResult | PosRlsuIt GetMearestHotspok{10.73,59. 95,S1JP.T—ID)
|
|

Sms"Hobpos: IFiis 1147 meters away From tring", STAT-I0,2034)
I I

N Y Mh i
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HO’[pOS In detail (2) | check oystein reg’d

sdicus_hotpos J l /

contr § ICUcontroller icuproc[STAT-TR] : ICUprocess icuproc[STAT-ID] : ICUprocess | | dataproc @ Archive
| T T T ]
Bl s s s s s s o ke e s fa oo a s s b o oo a T A
Fmsi"Studl kanta oysteinh hotpos krine”, 2034, STAT-ID . erreates T.i—ID}_ e — $| |
Smsi'Skudl konko ovskeinh I‘Ftpu:us krine", 2034, STAT-ID) F?‘udStaticId(ST.ﬁ.T—ID,STP.T—IE!]I

Found3tabicId_OK{"oystein”, STAT-ID,STAT-IC)

Foundstaticld_OK{"ovstin", STAT-ID, STAT-IC) | |
|
|

I
T
I
;
|
| IndrIcEr trine, S TAT-100 —
| Faundr{nck_orc("trine",STAT-TR,STAT-ID} i P
| FaundNick_OK("trine'LSTAT-TR,STAT-ID} | { flnd trl ne J E
Sms("Do you accepk stitiu:u]l1ing by oyskein? l{ves,l'nu:u]l",ST.ﬁ.T-TR,E!DSdr} ! : )] G
[ | nsiStud! konto oysteinh yes oystein”,2034,5TAT-TRY | ecreates (STAT-TR) | | | o
ams("studl kanto aysteinh yes Dystein",ZDSZILTP.T-TR]I FindNick{"nystein"!STFI.T-TR]I !
! FDundNiI:k_OKl{"u:uvstein",STF'.T-ID,STF'.T-TR]I ! !
FDLIndNick_OKl{"u:uvstein",STP.T-ID,STP.T-%’R]I | . l .
.qll.cceptjnsitiuning(ST.ﬁ.T-TR,STF'.T-ID} \L'Lrl ne accepts OySteI n
L ! .ﬁ.cceptjuﬂtmnlng(FT.ﬁ.T-TR,ST.C'.T-ID]I .

PosReqUestiSTAT-TR, STAT-ID) | |

T
I
PosResult PDsRlsuIt GetNealLestHntspnt{ID.?S,SQ.QS,SJAT-ID}

MNearestHoktspok("If", 1147, 5TAT-IY

1 ]
MearestHotspob("If", 1147, 5TAT-ID ! i

I

|

| |

I
Sms("Hotpos: Ifiis 1147 pneters away from tring”, STAT-ID, 2034)
I I
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Hotpos state machine in ICUB T/h‘S<W"' change
27 Hotpos

@

Fopndmick _MOK,

@ output (nes Sms("Hofpos: Mick not found: "+csm.paramd, csm.staticd,"2034" ), csm.smsout,csm);

pavameter

[elze] Z
TI
@ gutput (e FiWsm.staticld),csm.to_dat roc, CSMmo; ol
@ Findhlickid =
o1
MearestHotspot o
@ SendiearestHotspot [esm.paraml == nul]
@ output{inew PosRequest{csm.staticld, csm.statifld), csm.smsout, csm,
Founciick Ok,
&3 output (hew.PosRequest (sig.nick_id, csm.staticId), csm.smsout, csmi;
) PosResuit ( s
csm.validpos &3 HotspotPosition
(E...'J WaitNearestHDtsthxl L o] G T ]
i ! @ FindMearestHotspot @@ csm.validpos = csm.parsepos(sig.getPositioningResult());

nsfailed [ekse]

@@ output (e Sms("Hotpos: positioning faled”, csm.staticId, "2024" ), csm. smsout, csm);

the rest will remain stable ]
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Hotpos in ICUC

o HutpusJ / \‘

&3 outputinew Sms("Hotpos: You cannot position others when not registered”, csm.staticld, "2034"),csm.smsout, csm);

| undStaticld WOk
® _opmampter [ehse] @ Findstaticld
e

@ output (nesw FindStaticld(csm.staticld, csm. staticld ), csm. to_dataproc, csm);

FoundStaticld OK
@2 RecordUsernamesndring TargetMick

[carn.paraml == nul]

@3 outputinew PosRequest (csm.staticld, csm. statipld ) csm.smsout, csm);

NearestHotspat Z
" & SendNearestHotspat @ T
Tirnerhsg m
@@ gutputinew Smdi"ICU Hotpos: You have not bee... H
sig jDS_id‘Equals(EsmlDDS_StatiE,Iﬂ‘dE)E]E!thJDSItIDnmg g
it bRl i el S - [UHOtSDDtpD nl = & RegPos 7l Esm.Dus‘:mv::I::aErE'erE:Br(SDDDD)J < LundNiickaK @-—J il
I @ FindearestHotspat @ csm,validpos = csm, parsepos (sig. getPositi§ningResult (1); |7l csm.pasTimer. stopTimer (); & AskPosdccept
ibfaled [eke]

@ outputinew Sms("Hotpos: improper acce. .

Reject_positioning Foundiick_MNOkK

@Quutputfnew Smsl "Hotpos: positioning failed”, csm.staticld, "2024"), cem, smsout,csm;
@@ gutputinew Smsi"Hotpos: Mick not found: "+cs...

&3 outputinew Smsi "ICU Hotpos: improper reje...
[=ig.pos_id.equals(cem, pos_staticId)]

\_ ®

@2 output(new Sms("ICUHotpos: You h...
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Hotpos — the new features

&2 outputinew Sms("Hotpos: You cannot position others when not registered”, csm.staticld, "20324"),csm.smsout, csm);

I undStaticld K
_paRameter [eke] @3 Findstaticld
N

@@ outputinew FindStaticld(csm, staticId, csrn.staticId), csm. to_dataproc, csm);

check oystein reg’d ]

trine accepts oystein ]

FoundStaticld Ok
@2 RecordUsernamesndFing T ar gethick

® — i
response is
idasbos: timer guarded

rull]

\csmn.statifId), csm.smsout, csm);

Z
=
a1
H
a1
o

@ outputinew Smy("TCU Hothos: You have not bee...

sig.pos_id.equals(csm.pos_staticid)] ; -
L. coept_positionin - )
_J%Hotspntpositian @ ReqPos < L FDunleck _OK | &9 FindMickId
H #l| csrm.posTimer . start Timer(300007; .I: n d tr n e
J(sig.getPositioningResult ()); : : ] ﬂSkF‘DSACEBD I |

[~

L || csm.posTimer.stopTimer(); P
[else] 1‘

Gaoutputinew Smsl"Hotpos: improper acce.. .

Reject_positioning Fovndiick_MNOkK
@@ output (nese Srms("Hotpos: Nick not found: “+cs...

®

&8 output(new Sms( "I Hotpos: improper reje... : ) )
[sig.pos_id.equalsicsm. pos_staticId)]

®

27-Nov-08 INF5150 — Unassailable IT-systems 38

@3 output (new Sms("TCU Hotpos: you h...




UNIVERSITY
OF OSLO

New internal signals

wsignal E wsignals
. ” o" GetNearestHotspot " InternalSignal
s omposites = : : St
(3 ICUsystem o xdec : double ﬁ o static_id : String
- o yode: : double
o jcuproc : ICUprocess
o dataproc @ Archive o FANFAN
o contr ; ICUcontroller «5ignal=
o" NearestHotspot
o hotharme ;@ String
o dist : double
«wsignals wsignalz
4 : o' Register o FindNick
«signals : _ : .
«SimpleldhouterMediators &" Reject_positioning o nickname : String o nickname ; String
{3 StaticIDRouter P g >
o statid | String T
csignals «signals wsignals wsignals (&) ]
" Accept_positioning o" Getallusers o" Registration_DOK L 5™ FoundnNick_OK (RN
(3 Hotspot o pos_id 1 String © nickname : String g
=T o nick_id : Strin
o hotname ; String «signal pere— _ =]
o decy : double o FindStaticid R | &% Registration_already
o decy : double — wsignal _ :
@ digt:n[e i) © find_id : String c:-:“"‘ AllusersGiven o former_name : String o -:cmgnab:c
-  FoundNick_NOK
i g _
wsignals 7 =T
o FoundStaticld_0OK — o nickname @ String
“ i ¢ wsignalE
% 1biname. Sty o' Registration_nicktaken
o find_id : String
wsignal
" FoundStaticld_NOK
o find_id : String
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New communication path must be added

€] IEUsystemJ

3MSin ¢ SmsInputMediator = ARG3[0], ARGS[O]

bo_icuproc | StaticIDRouker

C Frarm_conkr r |ntra ICU pl’OC
communication

H (] i L |
contr : ICUcontroler 7
From_proc to_contr
A o

from_dakaproc o
HEap icuproc ¢ ICUprocess [*]

smsouk;

k
=M ko_dataproc

SMSouk ¢ SmsCutputMediator = ARGS[O], ARGS[0]

e — il

Fram_icliproe
1 1
LT | .
to_conkr

dataproc @ Archive = ICUsysternMain, ARGS[0],ICUsystermiain, ARGS[1]
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UNIVERSITY
OF OSLO

Adding the yesno service

Lo IEUprucessJ

Sms

B e da-l ParseSms

@ CommandError

[csm.carnmand

[csm.command. equalg("KML" )]

[cern.command. equals(“hotgos"

o)

T krnl:kKML [zsm.cormmand.equals{reg"1]

1

OGTS dNI

Sms
[csrn.command. equals("yes") || csin.command. equalsi"no®)]
@3 [ERR KML Sms

— N
i hotpos:Hotpos
posfailed

%)

@S IERR Hotpos Sms

e » » )
| %@ register:Register

Sms

@& [ERR Register Sms

8 ynuyasno

Sz

@2 IERR yesno Sms
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The yesno service

decided not to check for
e registration due to possible
PS reuse of the utility service

0 outputnewy FindMick(csm,pararnd, s, staticId),csm. to_dataproc,csm;

k| Foundhick MOk
= Firdick: ‘;@

0 output{new Sms("Hotpos: MNick not found: "+csm.param1, csm.staticId, "2034 ™), csm.smsout, csm);

OGTS dNI

Foundmick_ O

[else]

®

¥
<\
2 &3 output(newy Reject_positioningicsm.staticId,sig.nick_id), csm.to_contr,csm);

[csr.command.equals("yes" 1]

@ output (new Accept_positioning (csm.staticd, sig.nick_id), csrm.to_contr,csm);

W

®
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UNIVERSITY
OF OSLO

Hotpos — more issues

&2 outputinew Sms("Hotpos: You cannot position others when not registered”, csm.staticld, "20324"),csm.smsout, csm);

I undStaticld K
_paRameter [eke] @3 Findstaticld
N

@@ outputinew FindStaticld(csm, staticId, csrn.staticId), csm. to_dataproc, csm);

guarding external
il communication
\csmn.statifId), csm.smsout, csm); Wlth tl mer

FoundStaticld Ok
@2 RecordUsernamesndFing T ar gethick

®

TirmerMsdg

Z
=
3
H
o
o

fake positive answer ]

output{new Smd("ICU Hotpos: You have not bee...

sig.pos_id.equals(csm.pos_staticid)] ; -

L. coept_positionin - )

9 HotspatPosition s AN @0 WaitAccept Foundhick 0K [ & FindiNickId
J ne: #l| csrm.posTimer . start Timer(300007; e

(sig.getPositioningResult()); L || cerm.posTimer stop Timer(); &0 AskPosAccep

[else] 1‘

Gaoutputinew Smsl"Hotpos: improper acce.. .

[~

Reject_positioning Fovndiick_MNOkK
@@ output (nese Srms("Hotpos: Nick not found: “+cs...

@3 output(new Sms("TCU Hotpos: you h... ’

i uejected positioning
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§ £9° UNIVERSITY
s OoF osLO

Points to make

* trivial additions to the Archive
— finding the registered username from static id
= N+l

— new signals introduced means new signals to cope with
everywhere

= stability for parts of the state machine
— emphasizing that a state is enough to determine the history

= services that use other services
— Hotpos uses yes-no service

— therefore we need new connection (and new ports) between
icuproc and contr

Z
=
3
H
o
o
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More points to make

» Guarding the external communication with a timer
— WaitAccept where the positioning must be confirmed

= what about yes-no service?
— out of protocol — we must check on receiving side that the yes-no
has the appropriate static id

= since otherwise anybody (or even Oystein himself) could just send a
"yes oystein” in place of the reply from Trine

— also a reject must be checked against the static id

» since otherwise anybody could just send a "no oystein” in place of the
reply from Trine!

— we will not require that yes-no needs registration
= jtis a utility, and may be used more freely at a later stage

Z
=
3
H
o
o
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The exceptional applied to new Hotpos

= Data may have strange syntax or values
— checking static ids of the accept/reject messages

= An unexpected signal arrives
— We should probably gone through the new signals everywhere
= especially the accept and reject signals
= No signal arrives
— we guard our external communication with timers (WaitAccept)

= Security issues
— authentication (+ logging + statistics)
— Check that user is registered
— Check expected static id
= prevents faked positive acceptance or negative service sabotage
— Denial of service
= keep faking will give resetting of the timer

27-Nov-08 INF5150 — Unassailable IT-systems
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= When we add functionality, we add signals
— and those added signals should be covered in all states
— In ICUC this is not the case!

* We have added external legal services yes and no

— These services may produce internal signals Accept_positioning
or Reject_positioning to other ICUprocesses
— Those services may not be ready for those inputs!

» if yes/no has been sent for no purpose or the nickname is misspelled
— and the misspelled person really has a service going (rather improbable)

0STS ANI
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2 Iz
2 ()2

Hotpos + yes (resulting in a default transition)

sd robuskZ

icusysten : ICUsyskem

oystein trine : ref icus_robust?

|
ams("3ktudl konko u:ﬂ;.-'st*inh hotpos", 2034, 3TAT-ID)

PDLRESLI":

|

|
Sm:l.{"Studl o WES Dystein",2034JSTAT-J[R}I

|

|

|

Smst"Hokpos: I is 2467 !rneters away', STAT-ID,2034) :
| -
competing initiatives
and yes is really wrong

|
|
|
i F‘u:ushequest
|
|
|

27-Nov-08 INF5150 — Unassailable IT-systems 48



UNIVERSITY
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Hotpos + yes (in detail)

contr : ICUcontroller icuprocfoyskein] : ICUprocess icuproc[tring] : ICUprocess dataproc ; Archive

Sms"skudl kaonko oysteinh hotpos”, 2034,STAT-ID | #creates (oystein)

|
|
|
|
Sms("3tudl ... ves oystein”, 2034, 5TAT-TR) | «creaﬁfi (trine) )| |
|
|
|
|
|
]

i Smsi'Studl L. wes D}*stein",EDSﬂ},ST.ﬁ.T-TR} | _
PosRequest | | FindNick{"Dystein"JST.ﬁ.T-TF{l _IZ_I
| {Hn:ntpn:nsF'n:nsitlin:nn"hn:ntpn:ns}- | o1
| | | o
I FDund[l‘dick_OK{"nystein",STP.T-IDJSTP.T-?'R} )
| Foundhlick_OKi"oystein”, STAT-ID,STAT-TR) | . . .
i .ﬂ.cceptF'Dsitiu:uning;{ST.ﬁ.T-TR,ST.C'.T-ID]I i thIS Slgnal IS
.ﬁ.ci:eptPu:-sitiu:uning{ST.ﬁ.T-TR,ST.ﬁ.T-iD} I not defined and
{Hu:utpu:usF'u:usitliDn”‘*thst} defau It IS used

hearestHntsth{"IFi", 2467,...] |

|

PosResul: | PosResult | GetNearestl—IDtspnt
|
|

MearestHotspok{"If", 2467, .. 1_|

amsi"Hotpos: IFi is 2467 meters away",STP.T-ID,EDSdr]I
I
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UNIVERSITY
OF OSLO

Misplaced Internal Signals

f ot HutpusJ

&3 outputinew Sms("Hotpos: You cannot position others when not registered”, csm.staticld, "2034"),csm.smsout, csm);

uncStaticIc WOk
pakameter [else] =
. Nl @ Findstaticld
<

@ output (nesw FindStaticld(csm.staticld, csm. staticld ), csm. to_dataproc, csm);

- FoundStaticld_OK
s e ~ dUsernamesndring TargetMick
@3 outputinew PosRequest (csm.staticld, csm.statipld), csm.smsout, csm); f

MearestHotspot @
&3 SendMearestHotspot

Tirnerhsg

@@ outputnew Smg("ICU' Hotpos: You fave not bee...

sig.pos_id.equals(csm. §os_staticId)]

crept_positioning ]
PosResult ( : @ WaitAccept
———, Lvalid &9 HotspotPosition _ i FindrickId
G2 WaithearestHotspot | IS, s », @ RegPol Foundhigk Ok indict

| #l| csm.posTimer.start Timer (300007; _
v @ FindMearestHotspot @ csm.validoos = cem,parsepos(sig. getPositioningResult (); || csm.posTimer stapTimer(); @ AsffPoshooept—

OGTS dNI

[else] [elze]

ul failod

Goutputinew §ms("Hotpos: improper acce. Reject_positioning Faundrick_NOK

@@putputinew Smsi"Hotpos: Mick not found: "+cs...

@;ﬂuutputfnew Smsl "Hotpos: positioning failed”, csm.staticld, "2024"), cem, smsout,csm;

& outpufinew Sms( "ICU Hotpos: improper reje...
[=ig.pos_id.equals(csm, pos_staticIfl )

. - J

@2 outputinew Smsi"ICU Hotoos: vou h...

In Hotpos we only expect
Accept_positioning or
Reject_positioning here
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UNIVERSITY
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No capture of InternalSignal on top level

Lo IEUprucessJ

Sms

B e da-l ParseSms

@ CommandError

[csm.carnmand

[csm.command. equalg("KML" )]

[cern.command. equals(“hotgos"

o)

T krnl:kKML [zsm.cormmand.equals{reg"1]

1

OGTS dNI

Sms
[csrn.command. equals("yes") || csin.command. equalsi"no®)]
@3 [ERR KML Sms

— N
i hotpos:Hotpos
posfailed

%)

@S IERR Hotpos Sms

e » » )
| %@ register:Register

Sms

@& [ERR Register Sms

8 ynuyasno

Sz

@2 IERR yesno Sms
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Using the yes/no service

= Normal (sd ICUC’'Hotpos):

— oystein asks "hotpos trine”

— trine accepts (or rejects) by saying "yes oystein” or "no oystein”
= Exceptional 1(sd ICUC’robust?2):

— oystein positions himself by "hotpos”
— trine for no reason concurrently says "yes oystein”

= EXxceptional 2:

— oyvind asks "hotpos trine”

— trine misreads oyvind’s nick and says "yes oystein”
» trine gets no message that her supposed acceptance fails!
= oyvind will time out waiting for trine’s approval

— Possibly we should need double acknowledgment protocol
= trine should be confirmed that her acceptance succeeded?!
= or she should get an error message back when not acknowledged

Z
=
3
H
o
o
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| UNIVERSITY
OF OSLO

Protocol changes in detail (sequence diagrams)

sd robustz

icusystem : ICUsystem Internal error on console !

ref icus_robusk?

Sms("Stud] konko u:ﬂ;.-'steinh|thst",EDSJrJST.ﬁ.T-ID} |

ovskein ¢ Lrine !

Sms{"étudl e WES D';.fstein"JEI:IS%STFl.T-TR}

F‘u:usRecLest |

|
|
|
|
| | ! System, err.printini"IERR: unexpected InternalSignal!™y
I
|
I

OGTS dNI

F‘u:usRelsuIt

ams"Hotpos: IFi is 2467 metlers away”, STaT-ID,2034)
I

amsi"Hotpos: Mo au:kjchettk that wou have accepted rightl person!”, STAT-TR,2034)
I

Missing
acknowledgement
reported
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UNIVERSITY
OF OSLO

Protocol changes (2)

sdicus_robuskz

contr : ICUcontroller icuproc[oystein] : ICUprocess icuproc[tring] : ICUprocess dataproc ; Archive

amsi"studl kanko ovsteinh hotpos”, 2034, STAT-ID)

|
I
Sms("Stun:Il konto oyskeinh hu:utpu:us"JEIZISerST.ﬁ.T-ID]I

amsistudl L., ves oystein”, 2034, STAT-TR)

PosRequest | Findf‘-.liu:kl{"-:u';.fstein",ST.ﬁ.T-TF{l

Foundipick_OK{"oystein”,STAT-ID,STAT-TR)
[ [

0STS ANI

|

|

|

|

|

amsiskudl L, ves n:n‘r-'stein",2034,ST.ﬁ.T-TR]| | |
|

|

|

|

Foundblick_OK("oyskgin", STAT-ID,STAT-TR) |

T
|

|
|
I
|
|
| {Hn:ntpn:nsPn:nsitlin:nn*"hn:ntpn:ns} |
|
|
[
I
I
|

|

!
AccepkPositioningSTAT-TR,STAT-ID) |
T 1

Ac{:eptF‘nsitiDning{ST.ﬁ.T-TR,STAT-‘D} Sw;.-'stem.err.println{"IEFllR: unexpected InternalSignIal "

| {HDtDDsPDsitiWnternal Signal?? ’
I

Sms("Hokpos: Mo ack,check that wou hav4a accepted right persu:un!",csm.s*aticld,"ZDS#"}

|
PosHesult | PosResult | GetNearestI—lM |
|

| L\IearestHDtsth{"IFi",246?, vivd |

|NearestHDtspnt{"IFi"J246?, i }_| : h
|

ams("Hotpos: I is 2467 meters away",ST!ﬂT-ID,EDS"r} | .
| Tlmeoutj
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Protocol changes (3) — the normal Hotpos

sdicus_hotpos

contr ¢ ICUcontroller

E3) i

icuproc[STAT-TR] : ICUprocess icuproc[STAT-ID] ¢ ICUprocess | | dataproc @ Archive

Smsi"Stud1 konto oysteinh hotpos”, 2034, STAT-10)

Smsi"Studl konko oysteinh hotpos”, 2034, 5TAT-ID)
1

I

1

tex (STAT-ID) |
Creates &

- |

|

|

T
PosResult

PosRsult

GetNegrestHotspot(10,73,59.95, STAT-I0)

|

1

PosReqyest(STAT-ID,STAT-ID) | |
T 1

MearbstHotspot{"Ifi", 1147,5TAT-ID) | |

NearestHotspot("IFi", 1147, 5TAT-ID)

Sms{"Hotpos: Ifiis JH? meters away", STAT-1D,2034) | | |

Sns"Stud] konko oysteinh hotpos trine", 2034, 5TAT-ID)

Sms("Stud! konto oysteinh Hotpos trine”, 2034, 5TAT-I0) FindStaticIdiSTAT-10, STAT-ICH
T

Foundstaticld_Ok("oystein",STAT-ID, STAT-IC) |

Findhicki"tring", STAT-100
FDundd]ick_OK("trine", STAT-TR,STAT-ID)

|
T
|
f
|
| Foundstaticld_OK{"oystiin", STAT-ID, STAT-IDY

FoundNick_OK("trine",STAT-TR,STF\T-ID) | |

OGTS dNI

Sms("Dio vou accept positio]‘ning by oystein? (yes,l'no)",STAT-TR,JDS‘#) | |

Smns"Stud] konto oysteinh yes oystein”, 2034, 5TAT-TR) «creates (STAT-TR) | I

Sms("3tud] konto oysteinh yes oystein”,2034,5TAT-TR) FindNick("oystein"!STP.T-TR)

Foundnigk_OK("oystein",STAT-ID,STAT-TR) |

— o

Foyndnlick_OK("oystein”,STAT-ID,STAT-TR)

I |
Accept_positioning(STAT-TR, STAT-ID}
[ Arcept_postiomngl6TAT-TR, STAT-ID)

| Accept_ackiSTAT-TR)

|
=1 {

Sms{"Hotpos: You will be positioned by oystein",STAT-TR, 2034)

27-Nov-08

PosRequest(STAT-TR,STAT-ID}

[
|
|
| Accept_ack[STnT-TR) |
|
|
|
T
|

FosHesult

]
FosHgsult

TEHER estHotspot10,73,59.95, 51AT-ID)

NearLstHotspot("Ifi", 1147,5TAT-I0)

NearestHotspot("IF{", 1147,5TAT-ID)

Sms("Hotpos: Tfiis 1147 lneters away From tring”, STAT-10,2034)
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Protocol changes (4) — the big view

sdicus_hotpos |

contr  ICUconkroller

icuproc[3TAT-TR] ¢ ICUprocess

icuproc[STAT-ID] ¢ ICUprocess

dataproc ; Archive

Sms("Stqul konto oysteinh yes Dystein",ZDSET.ﬁ.T-TR)

Fo=("3tud1 konto ovsteinh ves ovskein', 2034, 3TAT-TR) ! «rreakes (STAT-TR) !

FindNick{"uystein"!ST.C'.T-TR]I

Fn:-undNiI:k_OKl{"n:n':.fstein",ST.C'.T-ID, STAT-TR)

|
| |
FoyndMick_Ok("ovstein", STAT-ID, STAT-TR}

Accept_positionnglBTAT-TR,STAT-I0

l |
#ccept_positioning(STAT-TR, STAT-IC
[

.ﬁ.ccept_acktST.ﬁ.T-TR}

! Accepk_ack(STAT-TR) |

Sms"Hotpos: You will be positioned by DyJ[ein",ST.ﬁ.T-TRJ 2034)

|
N

OGTS dNI

inform the
positioned
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Implementing the new protocol (Hotpos)

Fail

Hotpos

pyﬁq‘meter

&2 output{new Sms{"Hotpos: You cannot position others when not registered”, csm.staticld,"2034"),csm.sm:

[else]

N

[csm.paraml == nul]

G output{new PosRequest (csm.staticld, csm.staticId), csm.smsout, csm);

sig.pos_id.equals{csm.pos, statchd)]

@ output {new FindStaticId{csm.staticId, cem. staticld ), csm. to_dataproc,csm);

FoundStaticld Ok

undStaticld koK
@ FindStaticTd

@3 RecordUsernameAndFind T argetMick

@

TirnertMsg

@ outputinew Smy("ICU Hotpos: You have not bee...

EWaitaccept

NearestHotspot
" @ SendhearestHotspat
T fsmogos) A PREUt  (Gropotrostin) it
aitMearestHotspot
" @ FindNearestHotspot
[else]

al

| com.posTimer. stopTimer();
| csrn.posTimer, startTimer (30000);

I“

T =] ReqF‘Ds T

@ csm.validoos = csmuparsepos(sig. getPDS|t|0nnge 2
[else]

outputinew Sms{"Hotpos: positioning faled", csm.staticld, "2024"),csm, smsout,csm);

output(new Sms("Hotpos: improper acce.,

else]

Feject_positioning

Foundrick Ok & FindhickId
e | TR
0 AskPosAccen

Foundrick _MOK

G output(new sms("Hotpos: Mick not found: “+cs...

Accept_ack

@@ output (new Sms("ICUHotpos: improper reje..,

27-Nov-08

[sig.pos_id.eguals(csm.pos_staticld)]

&3 RejectingPositioning

out,c

OGTS dNI

[ Reject_ac kﬁ
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Implementing the new protocol (yesno)

b ',resnuJ

o output(nessy FindMick {csm. paraml,csm, staticld ), csm. to_dataproc, csm);

Guarding with timer

h J FoundMick_MNOK
@ FindMick | \\.

@@ output{new Smsl"Hotpos: Nick not found: "+csm.paramd, csm.staticId, 2034 "), csm.smsolt,csm);

TimeriMsg Z
Foundmick Ok @ outputinesy Smei"Hotpos: Mo ack, check that you have rejected right personl”,csm.staticId, "2034 "), cem.smsout, csmj; T
- o1
5 =
(. [eke] @ WaitReject_ack ¥ @ g
< @ output{new Reject_positioninglcsm.staticld,sig.nick_jd), csm.to_contr,csm); “| [al cam.posTimer stopTimer();
#l| esm.posTimer . start Tirmer (20007; )

Reject_ack
. @ outputinew Smsi "Hotpos: You will NOT be positioned by “+csm.paraml, csm, staticId, "2024" ), csm. smsout, csm);
[csrn.command.equals] "yes 1]

@0 outputinew Accept_positioning {csm. staticld, sig.nick_id), csm.to_contr,csm); Cj& Reect ack

S wWaitAccept_ack ]
L || csm.posTimer, stop Timmer);

Tirnersq

e

J @@ outputinew Sms("Hotpos: No ack,check that you have accepted right person!”,csm.staticId, "2034 ™), csm. smsout, csm);

#l| esm.posTimer start Timer (20007;

Arcent ack
(Vj._l outputinew Sms("Haotpos: You wil be positioned by “+csm.paramd, csm.staticd, "2034 ™), csm.smsout, csm);

Accept_ack
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ementing the new protocol (ICUprocess)

o IEUprucessJ

Sms

&2 CormmandErrar

[csm.command,

[csmn.carnmand. equals("KML" 1]

o kil KML [csm.corﬂnand.equa\s("hotpos")]

‘ [carn.cormmand. equals"reg")]

OGTS dNI

Sms T T InternalSignal

GO ERR KML Sms GO IERR KML Internal

/ [csmn.cormmand. equals(“yes") || csmn.command.equals("'no”)]
-

8 hotpos:Hotpos

posfailed

RS B

I&T InternalSignal

@9 IERR Hotpos Sms @2 IERR Hotpos Internal

There is

( @ register:Register W

a problem! |

| s 1\ |Interna\8lgnal 1\
@2 IERR Register Internal

G2 IERR. Register Smis

-

27-Nov-08

| 5 ynyesno
5

. —

T - ‘ Tlnternalagnal
@3 IERR yesno Sms @9 [ERR yesno Internal
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A story about history

* Unexpected signals can be caught on outer levels

— but we want the net effect to be ignoring them after giving an error
message

= This can be done in UML with History states
= History states assures that when returning through a
history point into a submachine state, execution will return
where it left off in there
— there are shallow and deep histories (one level, or all levels)

= UML has history states, but JavaFrame has not!
— 1. implement history in JavaFrame? (not done yet)
— 2. let transition return into the state anyway? (will restart the state)

— 3. let transition end in a final state (terminating service which
means that there is a way to perform denial of service)

— 4. flatten the outer level error transitions into the inner levels
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A lesson learned

= What you have not checked, may not work
— We did not manage to check the Sms errors and therefore did not
manage to discover the history problem
= What is defined in a standard, may not be implemented
— History states are found in UML 2, but are not implemented in
JavaFrame
= The optimal solution is not always obvious
— 1. Implementing History states in JavaFrame
= good for the future, but time-consuming now
— 2. Restart the state
= will also restart the service and that is not in general attractive
— 3. Terminate
= simple solution that actually hurts an innocent user
— 4. Flatten the transitions down

= not very elegant, but requires only finite time to do
» not very future-oriented

0STS ANI
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= Availability
— That authorized users can get the services they want when they
want them

* [t may be too late to check the availability when the
service Is being asked for
— It may be necessary to check regularly regardless of demand

» External resources upon which the service depends
— should be checked regularly

* [nternal resources
— may be trusted as they may only be divisions of the program
— may be checked if they involve external resource (like network)

27-Nov-08 INF5150 — Unassailable IT-systems

62

Z
=
3
H
o
o




UNIVERSITY
OF OSLO

External resources of the ICU system

€] IEUsystemJ

3MSin ¢ SmsInputMediator = ARG3[0], ARGS[O]

()

bo_icuproc | StaticIDRouker

from_dakaproc e
™1

/ smsouk;

1 [n] [] ™=
contr : ICUController
from_proc ko_contr

Fram_conkr

]
icuproc ¢ ICUprocess [*]

k
=M ko_dataproc

e

T [ ol
) N
SMSouk ¢ SmsCutputMediator = ARGS[O], ARGS[0]
Fram_icliproe
0 0
to_conkr

dataproc @ Archive = ICUsysternMain, ARGS[0],ICUsystermiain, ARGS[1]

27-Nov-08

INF5150 — Unassailable IT-systems

IFIORA

OGTS dNI

63



S §¥% UNIVERSITY
V5 OF OSLO

PATS

* The connection to PATS is controlled by the IFI lower
level software

— This is not always enough to make sure that PATS really works
the way it is expected for our purposes

* |n a normal situation there will be frequent requests to
PATS and malfunction would be reported through the
robustness means that we have already applied
— If PATS connection is dead, nothing would reach our program

= Extra liveness checks would actually cost money (for
commercial utilization of PATS)

= For ICU we decide not to introduce extra liveness checks
against PATS
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* |[FIORA will also be invoked frequently and failure
reported through the exception handling
— which should be improved from stack dump!

= [For the sake of demonstration we also include a liveness
check for IFIORA

— We assume that the exception handling implicit in jdbc will always
capture availability exceptions

— An extra liveness check will be implemented through a regular
timer-driven transition that performs a simple SQL-command

— An availability exception will be reported back to the calling
service through a special internal error signal (DataError)

= on which the service may react by issuing a message to the user
» Many small cascading effects around in the model

Z
=
3
H
o
o
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Archive —with added liveness timer

CheckLiveness if there
IS one minute without
database action

o nrchiveJ

Timer start and

stop as usual @ Inftiaize

Timnetlsg
2 Checkliverness —
Z
TI
W % ol
2 Idle G
#|| csmuliveTimer start Timer (); il FindstaticId )
Getallsers AT ; ;
= GettingAlUsars |p| csm.liveTimer. stopTimer(); 5 Frdstaticident
. W
L L
GetMearestHotspot
2 FindingMearestHotspot
FindMick Reqgister
&2 FindMickIdent &2 CheckRegistration
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CheckLiveness cheap SQL

statement

/* Liveness check by performing the simplest kind of SOL command */

= try{

" Statement stmt = csm.con.createStatement(); ~

. String theQuery = "SELECT COUNT(*) FROM gsmuser"; must reconnect

. ResultSet r = stmt.executeQuery(theQuery); to work again

=} catch (Exception e) {

. (System.err.printin("ICU'Archive: Liveness check fails! Reconnecting!"); )

. try {

. DriverManager.registerDriver(new oracle.jdbc.driver.OracleDriver()) >

. Properties props = new Properties(); T

| U'l

" props.put("user”, csm.oracleAccount); cHn
" " _ o

" props.put("password”, csm.oraclePasswd);

. String url = "jdbc.:oracle:thin:@delphinium.ifi.uio.no:1521:IFIORA";

" csm.con = DriverManager.getConnection(url, props); )

" } catch (SQLEXxception ee) {

" System.err.printin("ICU'Archive: Error when reconnecting!");

" }

=}
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/* look in gsmusers for static id */

= try{

= Statement stmt = csm.con.createStatement();

. String theQuery = "SELECT * FROM gsmuser WHERE staticid = "'+ sig.find_id + "";
= ResultSet r = stmt.executeQuery(theQuery);

" if (r.next())
. { I* Static id found*/

. output(new FoundStaticld OK(r.getString("nickname"),sig.find_id,sig.static_id),
csm.to_contr,csm);

Z
T
- } Double error messages: to the ok
. else i i g
o console and the calling service S
. { I* Static id not found */
" output(new FoundStaticld NOK(sig.find_id ~_id),csm.to_contr,csm);
- }

= } catch (Exception e) {
System.err.printin("ICU'Archive: Error when Selecting staticid from gsmuser");

output(
new DataError("ICU'Archive: Error when Selecting staticid from gsmuser”,
sig.static_id), csm.to_contr, csm);
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Catching the DataError message in Hotpos

ur HutpusJ

D}KQI'HEtE!T’

@3 output (new Smsi "Hotpos: You cannot position others when not registered”, csm.staticId, "2034"),csm.smsout,csm);
undStaticld_KOK
@& Findstaticld

[elsa]

[esm.paraml == null]

@ output (new FindStaticTd{csm.staticld,csm.staticd ), csm. to_dataproc,csm);

NearestHotspot
@ SendrlearestHotspot

DataError
iosDataErra

[csrmn.validpos]

@ outputinew PosReguest(csm,staticld, csm.stati

Data err 3

sig.pos _id. equals

G HotspotPosition

PosResult

&5 ReqPos

EId), csm.smsout, csm);

srm.pios_staticld
2

2 WaithearestHotspot [
w0000

i
@ csmvalidpos = csm.parsepos (sig. getPositioningResult());

)

ccept_positioni

& HotposDatakrr 1

FoundStaticld Ok
@ RecordUsernameAndrind TargetMick

Data err 1

|

Data err 2

®

TimerMsd

@ outputinew Smd("ICU'Hotpos; You have not bee..,

@@ wWataccept DataError

Foundhlick_0k 9 Findiickld

|l csm.pasTimer.stopTimer {;
#l| csm.posTimer. start Timer (20000);

‘ L
@ AskPoshocep — 7 @HotposDataErr,

Reject_positioning Foundiick_NOK

@2 output (new Sms( "Hotpos: Mick not found: "+cs...

®

@3 FindMearestHotspot
Difailad [eke]
output (e Sms("Hotpos: positioning faled”, csm.staticld, "2034 "), csm.smsout,csm); S cutputines Sms(Hotpos: Improper acce...
@ output{new Sms("ICU'Hotpos: improper reje...
=] HutpusDataErrBJ
Hokpos

[sig. pos_id. equalsicsm.pos_staticld)]

@2 RejectingPositioning

L

@ output{new Sms("Hotpos (30

"sig.errortxt, csm.staticld, "2034 ™), csm.smsout, csm);

27-Nov-08

INF5150 — Unassailable IT-systems

69

OGTS dNI



§ £9% UNIVERSITY

|

« ¥l 7 OF osLO

The robustification summarized

Data may have strange syntax or values
— We have looked at data checks for ICUcontroller

* An unexpected signal arrives
— we explicitly describe every conceivable transition
— We will look at this again for "n+1” situation

= No signal arrives
— we guard our protocols/services with timers

= Security issues

— authentication + logging + statistics

— Check for registration in ICUprocess’Hotpos
= Availability issues

— liveness tests (Archive)

OGTS dNI
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What more robustification could we have done?

= KML and yesno are still without authentication
— in practice we would need a "buddy” concept

= PATS is not checked

— we could have covered sending Sms/PosRequest
— probably best on lower level, but would cause some problems

= We have not tested every peculiar (but imagined)
situation
— because it is difficult/tedious to do
— will require a very precise testing environment
= Probably should have had one more iteration of cleaning
up the diagrams
— aesthetics is important for understanding
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