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Plan for ’nettverksdelen” av IN1020

24. oktober — Lagene i Internett spiller sammen

26. oktober — Lagene i Internett spiller sammen (forts.)

— (Presentasjon av Oblig 3)

— + Tjenester i Internett

31. oktober — Pustepause: Sporsmal & repetisjon om datanettverk
2. november — Tjenester i Internett
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Hvor finner jeg informasjon / referanser?

 Autoritative kilder for (noen av) standardene i Internett:
— IETF (Internet Engineering Task Force) RFCs

« UDP: RFC 768 + oppdateringer
IPv4: RFC 791 + oppdateringer -W-
IPv6: RFC 4291 + oppdateringer

TCP: RFC 793 + oppdateringer

DNS: RFC 1034 + RFC 1035 + oppdateringer I E T F®
DHCP: RFC 2131 + oppdateringer

— |EEE (Institute of Electrical and Electronics Engineers)
« 802.3 (Ethernet)

®
=E 9IEEE
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Men ofte er Wikipedia en god begynnelse...

https://en.wikipedia.org/wiki/Ethernet_frame
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/User_Datagram_Protocol
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
e ...efc.



https://en.wikipedia.org/wiki/Ethernet_frame
https://en.wikipedia.org/wiki/IPv4
https://en.wikipedia.org/wiki/IPv6
https://en.wikipedia.org/wiki/User_Datagram_Protocol
https://en.wikipedia.org/wiki/Transmission_Control_Protocol
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Ethernet

« Den mest brukte varianten er Ethernet, type Il

00 20 20 3A
CRC Checksum

80 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 IP, ARP, etc.
Destination MAC Address Source MAC Address EtherType Payload
MAC Header Data
(14 bytes) (46 - 1500 bytes)

Ethernet Type Il Frame
(64 to 1518 bytes)

(4 bytes)

The most common Ethernet Frame format, type Il

Eksempel pa MAC-adresse: 8C:85:90:8E:AD:OE
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Internet Protocol (IPv4)

IPv4 Header Format
1 2 <)

Offsets Octet 0
Octet Bit 0 1/2 3 4 5 6|7 8 9 10 11 12|13 14|15 16|17 18|19 20 21 22 23 24 25|26 27 28 29 30 31
0 0 Version IHL DSCP ECN Total Length
4 32 Identification Flags Fragment Offset
8 64 Time To Live Protocol Header Checksum
12 96 Source IP Address
16 128 Destination IP Address
20 160
24 192
Options (if IHL > 5)
28 224
32 256

Eksempel pa IPv4-adresse: 66.111.4.136
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Internet Protocol (IPv6)

Fixed header format

Offsets Octet 0 1 2 3
Octet Bit 0 1 2/ 3 4/ 5/ 6|7 8 9|10 11 12|(13|14 15 /16 17 18 19|20 21 22 23 24|25 26 27 28 29| 30| 31
0 0 Version Traffic Class Flow Label
4 32 Payload Length Next Header Hop Limit
8 64
12 96
Source Address
16 128
20 160
24 192
28 224
Destination Address
32 256
36 288

Eksempel pa IPv6-adresse: 2001:4645:2f0a:0:f4db:fd42:4b4f:1e77
Kan noteres forkortet: 2001 :4645:2f0db:fd42:4b4f:1e77

Oktetter bestaende av bare 0, kan forkortes som i eksemplet

8
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UDP

Offsets Octet

Octet | Bit
0 0
4 32

0| 1( 2| 3

TCP

Offsets Octet

Octet | Bit 0o 1 2

0
4
8

12

16
20

0
32
64

96 Data offset

128
160

UDP Header
1 2 3
5| 6 7 8| 9/10 11|12 13 14 15 16|17 |18 19 20|21 |22 23 24|25 |26 27 28 29/|30|31
Source port Destination port
Length Checksum
TCP Header
1 2 3
4 5 6 7 8 9,10 11 |12(13 |14 (15|16 |17 |18 |19 20 21 22 23 24 25 26 27 28 29 30 31
Source port Destination port
Sequence number
Acknowledgment number (if ACK set)
Reserved | N CIEIYIA (P IR|5F . .
00 0 S W|C|R|C|S|Ss|Y]|TI Window Size
R|E| G K H|T|N|N
Checksum Urgent pointer (if URG set)

Options (if data offset > 5. Padded at the end with "0" bytes if necessary.)
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Kort gjennomgang av pakke i Wireshark

‘00O

4 =

®

RE Qe EF &S|

] dump.pcapng

. Q Q § =

(W] Apply a display filter ... <38/>

=) | '] Expression...

No. Time Source Destination Protocol  Length Info
48 4.588777 2001:4645:2f0a::f4.. 2a00:1450:4010:c01.. TCP 86 59104 - 993 [ACK] Seq=1 Ack=1 Win=132
49 4.589138 2001:4645:2f0a:: f4.. 2a00:1450:4010:c01.. TLSv1.. 274 Client Hello
50 4.605277 2a01:5b40:0:2406::1 2001:4645:2f0a::f4.. TCP 94 993 - 59108 [SYN, ACK, ECN] Seq=0 Ack:
| 51 4.605353 2001:4645:2f0a::f4.. 2a01:5b40:0:2406::1 TCP 86 59108 - 993 [ACK] Seq=1 Ack=1 Win=131
‘I 4.605689 14645:2f0a:: TLSv1.. Client Hello
53 4.609736 2a00:1450:4010:c01.. 2001:4645:2f0a::f4.. TCP 86 993 - 59104 [ACK] Seq=1 Ack=189 Win=6
54 4.611618 2a00:1450:4010:c01.. 2001:4645:2f0a::f4.. TLSvl.. 1294 Server Hello
55 4.612034 2a00:1450:4010:c01.. 2001:4645:2f0a::f4.. TCP 1294 993 - 59104 [ACK] Seq=1209 Ack=189 Wi
| 56 4.612080 2001:4645:2f0a:: f4.. 2a00:1450:4010:c01.. TCP 86 59104 - 993 [ACK] Seq=189 Ack=2417 Wi
i » Frame 52: 278 bytes on wire (2224 bits), 278 bytes captured (2224 bits) on interface 0
: » Ethernet II, Src: Apple_8e:ad:@e (8c:85:90:8e:ad:0e), Dst: ZyxelCom_1f:0f:c2 (e8:37:7a:1f:0f:c2)
| » Internet Protocol Version 6, Src: 2001:4645:2f@a::f4db:fd42:4b4f:1e77, Dst: 2a01:5b40:0:2406::1
» Transmission Control Protocol, Src Port: 59108, Dst Port: 993, Seq: 1, Ack: 1, Len: 192
» Secure Sockets Layer
e8 37 7a 1f 0f c2 8c 85 90 8e ad 0e 86 dd 60 26 .7Z.uvvs wusnns “&
66 1c 00 €0 06 40 20 01 46 45 2f 0a 00 00 f4 db f....@ . FE/.....
fd 42 4b 4f 1e 77 2a 01 5b 40 00 00 24 06 00 00  .BKO.wx. [@..$.
00 00 00 00 00 01 e6 e4 ©3 el 49 7d cc a3 a2 21  ........ F
1c ee 80 18 08 04 69 50 00 00 01 01 08 Qa 18 5d ...sus iP ivas ]
dl 36 29 7f 10 fc 16 03 01 00 bb 01 00 00 b7 03  .6).cues sevurnss
03 5b d8 d7 34 e3 f0 9a f5 dd 45 de 9d 88 fa 18 .[..4... ..E.....
3e f6 cO 7a e4 3a ee 16 88 29 7c 01 ed 3c 5e fe >..Z.:.. .)|..<™.
16 00 00 3a 00 ff cO 2c cO 2b c0 24 cO0 23 cO Qa2 ...:... , b L.
CcO 09 cO 08 c0O 30 co 2f c0 28 c0 27 c0 14 c0 13 ..... 0./ .(.'euus
cO 12 00 9f 00 9e 00 6b 00 67 00 39 00 33 00 16 ....... k .g.9.3..
00 9d 00 9c 00 3d 00 3c 00 35 00 2f 00 0a 01 00 .....=.< .5./....
00 54 00 00 00 17 00 15 00 00 12 69 6d 61 70 2¢  .T...u.. ... imap.
O 7 dump Packets: 1771 - Displayed: 1771 (100.0%) - Load time: 0:0.36  Profile: Default
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Quiz basert pa videoen fra forrige forelesning
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