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Types of test tools

✓ LO: Classify different types of test tools according to 
their purpose and to the activities in the test process 
and in the software life-cycle

✓LO: For each type of test tool, explain how it supports 
testing
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Tool support for testing – types of tools

Test tools can be used for one or more activities that support testing:

• Tools that are directly used in testing (e.g. test execution tools, test 
data generation tools, result comparison tools)

• Tools that help in managing the testing process (e.g. test results, 
requirements, incidents, defects) and for monitoring and reporting
the test execution

• Tools that are used in exploration (e.g. tools that monitor the file 
activity for an application)

• Any tool that aids in testing 
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Tool support for testing - purposes

• Tools support for testing can have one or more of the following 
purposes, depending on the context:

• improve the efficiency of the test activities (e.g.: by automating 
repetitive tasks)

• automate activities that require significant resources when done 
manually (e.g. static testing)

• automate activities that cannot be done manually (e.g. large-scale 
performance testing of client-server applications)

• increase reliability of testing (by automating large data 
comparisons or simulating complex behavior)
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Test tool classification
Tools are classified according to the testing activities that they support.

• one activity

• more than one activity, but classification falls under the main 
activity 

Notes

• Some types of test tool can be intrusive - the tool itself can affect the 
outcome of the test. (e.g. timing measurements may be different 
depending on how you measure it with different performance tools).

• The consequence of intrusive tools is called the probe effect.

• Some tools offer support more appropriate for developers. Such tools 
are marked with “(D)” in this chapter.
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Tools support for management of testing & tests

Characteristics

• Support for the management of tests and the testing activities.

• Support for traceability of tests, test results and incidents to
source documents, such as requirements specifications.

• Generation of progress reports

• Logging test results

• Monotoring

• Offer info on metrics related to the tests.
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Tools support for management of testing & tests

Types 

Test management tools and

application lifecycle management tool (ALM) 
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• Defect management tools

• Configuration management tools

• Continuous integrations tool (D)
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Tools support for management of testing & tests

Types 

• Test management tools and
application lifecycle management tool (ALM) 

Requirements management tools
• Store requirements
• Check for consistency and undefined (missing) requirements
• Allow prioritization
• Enable individual tests to be traceable to requirements

• Defect management tools

• Configuration management tools

• Continuous integrations tool (D)
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Tools support for management of testing & tests

Types 

• Test management tools and
application lifecycle management tool (ALM) 

• Requirements management tools

• Defect management tools

Configuration management tools
• Are necessary to keep track of different versions and builds of SW and tests
• Are particularly useful when developing on more than one configuration of the 

HW/SW environment

• Continuous integrations tool (D)
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The major benefit of static testing tools and modeling tools is the cost 
effectiveness of finding more defects at an earlier time in the 
development process.

As a result, the development process may accelerate and improve by 
having less rework.
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• Test design tools

• Model-based testing tools

• Test data preparation tools

• TDD - Test driven development tool (D)

• ATDD - Acceptance test-driven development and 
BDD - Behavior-driven development
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Test design tools
• generating test inputs values from: 

- requirements
- test conditions
- design models (state, data or object)
- code
- graphical user interfaces

• generating expected results, if an oracle is available to the tool. 

• Model-based testing tools

• Test data preparation tools

• TDD - Test driven development tool (D)

• ATDD - Acceptance test-driven development and 
BDD - Behavior-driven development
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• Test design tools

Model-based testing
• generating test inputs values or test cases from stored information the 

describes a model of the system, e.g. state transition model

• Test data preparation tools

• TDD - Test driven development tool (D)

• ATDD - Acceptance test-driven development and 
BDD - Behavior-driven development
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• Test design tools

• Model-based testing tools

Test data preparation tools
• Generating extensive range or volume of data, if needed
• Manipulate databases or files to set up test data to be used during the 

execution of the tests 

• TDD - Test driven development tool (D)

• ATDD - Acceptance test-driven development and 
BDD - Behavior-driven development
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Tools support for test design and specification
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• Test design tools

• Model-based testing tools

• Test data preparation tools

TDD - Test driven development tool (D)
• part of EXtreme Programming 
• used in Agile development
• Recall the first guest lecture!

• ATDD - Acceptance test-driven development and 
BDD - Behavior-driven development
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• Test design tools

• Model-based testing tools

• Test data preparation tools

• TDD - Test driven development tool (D)

ATDD - Acceptance test-driven development and 

BDD - Behavior-driven development

• Natural language syntax, Given/When/Then:

Given <some condition> , When <something is done>, Then <result should happen>

As a <role, e.g. costumer>

In order to <achieve something, e.g. product> 
I want <do something>
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Test execution tools
• Enable tests to be executed automatically using stored 

• inputs and
• expected results 

• Coverage tools 

• Test harnesses (D) and Unit test framework tools (D)

• Test comparators
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• Test execution tools

Coverage tools 

• identifying coverage items (instrumenting the code)

• calculating the percentage of coverage items that were exercised by a suite 

of tests

• reporting coverage items that have not yet been exercised 

• identifying test inputs to exercise items that have not yet been uncovered

• generating stubs and drivers (if part of a unit test framework). 

• Test harnesses and Unit test framework tools (D)

• Test comparators
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• Test execution tools

• Coverage tools 

Test harnesses and Unit test framework tools (D)

• supplying inputs to the software being tested

• receiving outputs generated by the software being tested

• executing a set of tests within the framework or using the test harness 

• recording the pass/fail results of each test (framework tools) 

• storing tests (framework tools) 

• support for debugging (framework tools)

• coverage measurement at code level (framework tools)
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• Test execution tools
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• Test harnesses (D) and Unit test framework tools (D)
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Monitoring tools

Test design tools

Monitoring tools identifying problems and sending an alert message to 

the administrator (e.g. network administrator)

• logging real-time and historical information

• finding optimal settings 

• monitoring the number of users on a network

• monitoring network traffic (either in real time or covering a given 

length of time of operation with the analysis performed afterwards). 
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Features or characteristics of dynamic analysis tools include 
support for 

• detecting memory leaks; 

• identifying pointer arithmetic errors such as null pointers; 

• identifying time dependencies
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There are tools specialized for use in 
a particular type of application

• Data quality assessment 

• Data conversion and migration

• Usability testing and Accessibility testing 

• Localization testing

• Security testing

• Portability testing
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• There are tools specialized for use in a particular type 
of application. 

• Example of targeted areas: embedded systems.

Example:

performance testing tools specifically for web-based applications 

dynamic analysis tools specifically for testing security aspects.
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• Testers may use:

• word processor

• spreadsheets

as a testing tool, but they are often used to store:

• test designs

• test scripts

• test data. 

• Testers may also use SQL to set up and query databases containing 
test data. 

• Tools used by developers when debugging, to help localize defects 
and check their fixes, are also testing tools. 

• It is a good idea to look at any type of tool available to you for ways it 
could be used to help support any of the testing activities.
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Effective use of test tools

✓LO: Summarize the potential benefits of using test 
tools in the software life-cycle

✓LO: Summarize the potential risks of using test tools 
in the software life-cycle

✓LO: Summarize the potential risks of test automation 
in the software life-cycle

✓LO: Remember the special considerations for test 
execution tools, static analysis tools and test 
management tools
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Potential benefits and risks

• Simply purchasing or leasing a tool does not 
guarantee success with that tool!

• Each type of tool may require additional effort to 
achieve real and lasting benefits. 
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Potential benefits and risks

Tools are not magic!

They can do very well what they have been designed to do, but they
cannot do everything.

The tester concentrates on
- what should be tested
- what the test cases should be
- how to prioritize the testing

The tool user concentrates on
- how best to get the tool to do its job effectively
- how to give increasing benefit from tool use
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This type of tool often requires significant effort in order to 
achieve significant benefits. 

• Capturing tests by recording the actions of a manual tester seems 
attractive, but this approach does not scale to large numbers of 
automated tests. This type of script may be unstable when 
unexpected events occur. 

• Data-driven approach: separates out the test inputs (the data) and 
uses a more generic script that can read the test data and perform 
the same test with different data. 

• In a keyword-driven approach: the spreadsheet contains keywords 
with the actions to be taken (also called action words), and test data. 
Testers can then define tests using the keywords.

Special considerations: Test execution tools
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Special considerations: Performance testing tools 

• The design of the load to be generated by the tool

• Timing aspects – probe effect

• How to interpret the information gathered. 

• These tools need tester with expertise in performance testing to 
design the tests and interpret results.
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Special considerations: Static analysis tools 

• There is a risk that the changes to make old code to conform to new 
standard will introduce an unexpected side-effect.

• These tools applied to source code can enforce coding standards, 
but if applied to existing code may generate a lot of messages.

• A gradual implementation with initial filters to exclude some 
messages would be an effective approach. 
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Special considerations: Test management tools

• They need to interface with other tools or spreadsheets in order 
to produce information in the best format for the current needs of 
the organization. 
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Introducing a test tool into an 
organization

✓LO: State the main considerations for introducing a 
new test tool to an organization

✓LO: State the goals of a proof-of-concept for a test 
tool, with the scope of evaluation and pilot

✓LO: Explain the success factors for the deployment of 
a new test tool into an organization
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Introducing a test tool into an organization

The main considerations in selecting a tool for an organization 
include:

• Assess the organizational maturity, strengths and weaknesses 

• Evaluate against clear requirements and objective criteria.

• A proof-of-concept to test the required functionality and determine whether the 
product meets its objectives.

• Evaluation of the vendor (including training, support and commercial aspects).

• Identification of internal requirements for coaching and mentoring in the use of the 
tool.
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Introducing a test tool into an organization

Introducing the selected tool into an organization starts with a pilot project, 
with the following objectives:

• Learn more detail about the tool.

• Evaluate how the tool fits with existing processes and practices, and determine what 
would need to change.

• Decide on standard ways of using and maintaining the tool and the test.

• Assess whether the benefits will be achieved at reasonable cost.
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Introducing a test tool into an organization

Success factors for the deployment of the tool within an organization 
include:

• Roll out the tool to the rest of the organization incrementally.

• Adapt and improve processes to fit with the use of the tool.

• Provide training and coaching/mentoring for new users.

• Define usage guidelines.

• Implement a way to learn lessons from tool use.

• Monitor the tool use and benefits.


