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Why do people doing research in informatics need to know things about
privacy?

Vending machine error reveals secret face
image database of college students

@rs) TECHNICA

Facial-recognition data is typically used to prompt more vending machine sales.

ASHLEY BELANGER - 2/23/2024, 11:02 PM

Source:
Ars Technica

23 February 2024
https://arstechnica.com/tech-
policy/2024/02/vending-machine-error-
reveals-secret-face-image-database-of-
college-students/




Facial recognition software was found, but the company claims it is GDPR
compliant

Adaria Vending Services told MathNEWS that IIEREA
“what’s most important to understand is that c H Er o . T Ry
the machines do not take or store any photos or ) T s
images, and an individual person cannot be THAT E\

identified using the technology in the | S I N U R DE R...

machines. The technology acts as a motion
sensor that detects faces, so the machine

knows when to activate the purchasing THlS MACHINE WH_L BE

interface—never taking or storing images of

customers.” READY SHORTLY ) -




Collecting personal data requires that people are informed, but making this

clear and understandable is not always easy

— MIT Technology Review Subscribe

ARTIFICIAL INTELLIGENCE

Roomba testers feel misled after intimate images ended up
on Facebook

An MIT Technology Review investigation recently revealed how |mages‘:ofa m|n0r and atester on

the toilet ended up on social media. iRobot said it had Consent to Collect th|s k|nd of data fr mjl
homes—but participants say otherwise.

By Eileen Guo
January 10,2023

Source:
MIT Technology Review
10 January 2023

https://www.technologyreview.com/2023/0
1/10/1066500/roomba-irobot-robot-
vacuum-beta-product-testers-consent-
agreement-misled/



Collecting personal data requires that people are informed, but making this
clear and understandable is not always easy

“When MIT Technology Review reached out to iRobot for comment on the set of 15 images
last fall, the company emphasized that each image had a corresponding consent
agreement. It would not, however, share the agreements with us, citing ‘legal reasons.’
Instead, the company said the agreement required an ‘acknowledgment that video and
images are being captured during cleaning jobs’ and that ‘the agreement encourages paid
data collectors to remove anything they deem sensitive from any space the robot operates

in, including children.’”

Source:
MIT Technology Review
10 January 2023

https://www.technologyreview.com/2023/0
1/10/1066500/roomba-irobot-robot-
vacuum-beta-product-testers-consent-
agreement-misled/



But upon MIT Technology Review reading the agreement

“The forms do contain the language iRobot previously laid out, while also spelling out the
company’s own commitments on data protection for test users. But they provide little
clarity on what exactly that means, especially how the company will handle user data after
it’s collected and whom the data will be shared with.”

Source:
MIT Technology Review
10 January 2023

https://www.technologyreview.com/2023/0
1/10/1066500/roomba-irobot-robot-
vacuum-beta-product-testers-consent-
agreement-misled/
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The first Smittestopp app centralized data and had to delete it after request
from the Norwegian Data Protection Authority

FHI stoppar all innsamling av datai
SmittEStOpp Source:

. ; . ol . https://www.nrk.no/norge/fhi-stoppar-all-
FHI slettar alle data fra appen Smittestopp og stoppar midlertidig innsamlinga innsamling-av-data-i-smittestopp-1.15053310

av data etter varsel om forbod fra Datatilsynet.

Hans Ivar Moss Kolseth
Journalist

Vilde Gjerde Lied
Journalist

Mette Kristensen
Journalist

Ugo Fermariello
Journalist

Publisert 15. juni 2020 kl. 06:52
Oppdatert 26. okt. 2020 kl. 19:32



https://www.nrk.no/norge/fhi-stoppar-all-innsamling-av-data-i-smittestopp-1.15053310
https://www.nrk.no/norge/fhi-stoppar-all-innsamling-av-data-i-smittestopp-1.15053310

We will examine the rules around collecting data for research

Lov om behandling av personopplysninger (personopplysningsloven)

Dato LOV-2018-06-13-38

Departement Justis- og beredskapsdepariementet

Sistendret LOV-2018-12-20-116
Ikrafitredelse 20.07.2018
Endrer LOV-2000-04-14-31
Kunngjort 15.06.2018
Rettet 11.02.2019 (PVF art 40)
Korttittel Personopplysningsloven

E@S/EU/Schengen E@S-avialen vedlegg X1
nr. 5e (forordning (EU) 2016/679)

JE. tidligere lov 14. april 2000 nr. 31. Jf. personvernforordningen, ogsa omtalt som GDPR og PVF.
Kapitteloversikt:

Kapittel 1. Personvernforordningen (§1)

Kapittel 2. Lovens saklige og geografiske virkeomrade (§§ 2 - 4)

Kapittel 3. Utfyllende regler om behandling av personopplysninger (§§ 5 - 15)
Kapittel 4. Unntak fra den registrertes rettigheter (§§ 16 - 17)

Kapittel 5. Personvernombud (§§ 18 - 19)

Kapittel 6. Tilsyn og klage (§§ 20 - 25)

Kapittel 7. Sanksjoner og tvangsmulkt (§§ 26 - 30)

Kapittel 8. Uekte kameraovervakingsutstyr mv. (§31)



We will examine what researchers need to do to collect personal information
while following the law

o Sikt Home About Sikt NOR ENG Search Q Menu =

Sikt

Norwegian Agency for Shared Services in
Education and Research

”

Research, innovation, and entrepreneurship is vital
for developing the Norwegian and international
society. In order to make contributions to this
development, education and research is
dependent on high quality infrastructure and tools
for data storage and knowledge sharing.



We will examine some ethics around internet research
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§ £
£
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Photo by Mati Mango from Pexels


https://www.pexels.com/@mati?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/numbers-projected-on-face-5952651/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels

| am not a lawyer (IANAL), so feel free to examine more

Photo by Tingey Injury Law Firm on Unsplash

14


https://unsplash.com/@tingeyinjurylawfirm?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/lawyer?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

| won’t discuss methods for keeping data secure and private

UNIVERSITY
OF OSLO

&— Research

Norwegian version of this page

Services for sensitive data (TSD)
Whatis TSD?

= provides a platform for researchers at UiO and other pub-

lic research institutions

» can collect, store and analyze sensitive research data in a

secure environment

15



UiIO has a data storage guide that can provide additional information about
what data can be stored where

https://www.uio.no/english/services/it/security/lsis/storage-guide.html

Norwegian version of this page

Data storage guide

Show submenu d

This guide tells you where you can store and process
information. Click on the headings below to read
more about about the different kinds of storage.



Research that involves people has several guidelines to regulate processing of

data

Norwegian personal data act (2018)—Includes GDPR
European Convention on Human Rights

UN Declaration of Human Rights

The Belmont Report

The Declaration of Helsinki
The Nuremberg Code

17



EUs General Data Protection Regulation (GDPR) forms the basis for
our current privacy laws in Europe




Norway implements GDPR through the personal data law
personopplysningsloven (LOV-2018-06-15-38)

Lov om behandling av personopplysninger (personopplysningsloven)

Dato LOW-2018-06-15-38
Departement Justis- og beredskapsdepartementet
Sist endret  LOV-2018-12-20-116
Ikrafitredelse 20.07.2018
Endrer LOWV-2000-04-14-31
Kunngjort 15.06.2018
Rettet 11.02 2019 (PVF art 40)
Korttittel Personopplysningsloven

E@S/EU/Schengen EE@S-avitalen vedlegg X
nr. e (forordning (EU) 2016/679)

Ji_ tidligere lov 14. april 2000 nr. 31. Jf. personvernforordningen, ogsa omtalt som GDPR og PVF.
Kapitteloversikt:

Kapittel 1. Personvernforordningen (§1)
Kapittel 2. Lovens saklige og geografiske virkeomrade (§§ 2 - 4)
Kapittel 3. Utfyllende regler om behandling av personopplysninger (§§ 5 - 15)

Kapittel 4. Unntak fra den registrertes rettigheter (§§ 16 - 17)

19



We experience consequences of the GDPR when we use the internet

Dine data - dine valg

| Vipps bruker vi bdde egne og tredjeparts informasjonskapsler.
Dette gjgr vi blant annet for gjgre nettsidene enklere, analysere

bruksmgnstre, og & kunne tilpasse annonser for deg i andre flater.

Godta alt Endre innstillinger

Du kan alltid endre dine innstillinger senere under "Personvern & vilkar"

Les mer om hvordan vi bruker informasjonskapsler

21



Companies also get to experience the GDPR

Source: BBC
7 January 2022

https://www.bbc.com/news/technoloqgy-
59909647

EE (o] Home News More w Q

NEWS

Tech

France fines Google and
Facebook over cookies

® 7 January

T

GETTY IMAGES

French regulators have hit Google and Facebook with
fines totalling 210m euros (£175m) over use of
cookies.

Data privacy watchdog the CNIL said both sites were
making it difficult for internet users to refuse the
online trackers.

Consent for the use of cookies is key to the EU's data-

22


https://www.bbc.com/news/technology-59909647
https://www.bbc.com/news/technology-59909647

Companies also get to experience the GDPR

Follow along at home: https://www.enforcementtracker.com/

Fines Database

Fine Models by DPAs

Fines Statistics

Submit new fine / correction

@ GDPR ET Report

[x] Remove all filters

Filter by country:

5 years GDPR: 4th edition of the CMS Enforcement Tracker Report now available

The 2023 anniversary edition of the CMS Enforcement Tracker Report is now available providing a deep dive into fines imposed under the
GDPR: link

o o o

GDPR Enforcement Tracker sy CMS

law-tax-future

The CMS.Law GDPR Enforcement Tracker is an overview of fines and penalties which data protection authorities within the EU have imposed under the
EU General Data Protection Regulation (GDPR, DSGVO). Our aim is to keep this list as up-to-date as possible. Since not all fines are made public, this list
can of course never be complete, which is why we appreciate any indication of further GDPR fines and penalties. Please note that we do not list any
fines imposed under national / non-European laws, under non-data protection laws (e.g. competition laws / electronic communication laws) and under
“old" pre-GDPR-laws. We have, however, included a limited number of essential ePrivacy fines under national member state laws.

New features: "ETid" and "Direct URL"!
We have assigned a unique and permanent ID to each fine in our database, which makes it possible to precisely address fines, e.g. in
publications. Once an "ETid" has been assigned to a fine, it remains the same, even if the fine is overturned or amended by courts at a later



There are several terms one should know when working with data about people

e Data subject
e Personal Data
e Processing

e Controller

e Processor

24



Data subject (den registrerte) is a natural person

25



Personal data (personopplysninger) is any information relating to an identified
or identifiable natural person (either directly or indirectly)

Contents:
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Personal data (personopplysninger) is any information relating to an identified
or identifiable natural person (either directly or indirectly)

Kari Nordmann
Fake street 123

— 0000 Oslo
Norway
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https://www.pexels.com/@divinetechygirl?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/woman-holding-laptop-beside-glass-wall-1181316/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels

Controller (behandlingsansvarlig) is the person who determines the purpose of

processing of the personal data and the means

e ~,m\;%% Y
N

" “cRiDSTORE

GRIDSTORE

ShGADSTORE



https://www.pexels.com/@divinetechygirl?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/woman-holding-laptop-beside-glass-wall-1181316/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels

Processor (databehandler) is the person who processes the personal data on
behalf of the controller

I

" “cRiDSTORE

GRIDSTORE

=hGRIDSTORE



https://www.pexels.com/@divinetechygirl?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/woman-holding-laptop-beside-glass-wall-1181316/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels

Discussion point

Think about your research projects. Do you think that you will be collecting personal data?

Why or why not?
Are there ways that you think can avoid collecting personal data?

31



GDPR specifies requirements for the controller doing research that involves
collecting or processing personal data

Main requirement for researchers: all research involving personal data must be reported
using a notification form to the privacy ombudsman for research. For universities in Norway

this is Sikt: Norwegian Agency for Shared Services in Education and Research

OS|kt NOR ENG —

® Home ® Personverntjenester ® Data Protection Services ® Notification Form for personal data

Notification Form for personal data

Learn about what personal data is, who should send in a notification
form, and what you need to have ready in advance.

32



Basic rules for “Should | contact Sikt?”

1.
2.

Recording or processing of information about individuals by electronic means.

A manual register containing special categories of personal data will be created

33



Filling out the notification form (meldeskjema) is straight forward; just
remember...

34



Plan your study carefully: roundtrips with Sikt will take fime

= o U L

¥ Photo by fauxels from Pexels e
= ) )


https://www.pexels.com/@fauxels?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/two-women-standing-beside-brown-board-on-wall-3184296/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
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~ Processing the form takes approximately 30 days: no data collection until the
form is processed

Photo by Anete Lusina from Pexels



https://www.pexels.com/@anete-lusina?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/crop-woman-filling-calendar-for-month-5239919/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels

When in doubt, talk with your advisor or contact Sikt

Sikt is there to help you comply with the law; there are not there to play “gotcha”.
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Vike and L’orange First pointed out several issues with the GDPR, NSD (now
Sikt), and data collection for anthropologists

Norsk Antropologisk Tidsskrift | unversitersroriacer

) Argang 31, nr. 3-2020, 5. 165-176
TEMA: FORSKNINGSETIKK ISSN online: 1504-2898

VITENSKAPELIG PUBLIKASJON DOI: https://doi.org/10.18261/issn.1504-2898-2020-03-02

Forskningsetikk og forskningens frihet:
utfordringer for antropologifaget

Research ethics and freedom of research: challenges for
anthropology

Halvard Vike Source’
Professor, Institutt for helse-, sosial- og velferdsfag ved Universitetet i Sorpst-Norge og forskingsprofessor ved c / .o
Telemarksforsking. VI ke, H o/ 8 L Orange FUI’ST, E. (2 020) .

Halvard Vike har tidligere veert professor ved Sosialantropologisk institutt, Universitetet i Oslo. Han har arbeidet mye

Ezi‘til;a;:;;Eicliﬁlpolitikk, institusjoner, offentlige tjenester, profesjoner, statsutvikling, historisk antropologi, FO rS k n i n g S e‘I‘i k k O g fo rS k n i n g e n S fri h e‘I‘:
st Utfordringerfor antropologifaget. Norsk
Elisabeth L'orange Furst . . .

Professor emerita, Sosialantropologisk institutt, Universitetet i Oslo. a n Tropo IOngk TI dSSkrI fT, 3 ] (3 ) / -I 6 5 - -I 76 .

Elisabeth L'orange Flirst er professor emerita ved Sosialantropologisk institutt, Universitetet i Oslo. Hun er dr. polit.

i sosiologi og ble tilsatt i fast stilling ved SAI tilknyttet det tverrfaglige semesteremnet Kjenn og samfunn i 1998. Tid- h . //d 5 / -l O -I 8 2 6 -I / 5 -l 5 O 4 _ 2 8 9 8 _
ligere har hun arbeidet som forsker ved Statens institutt for samfunnsforskning, NAVFs sekretariat for kvinneforsk- 1-1- p S S O I 0 O rq O I S S n ©

ning og som fersteamanuensis ved Sosiologisk institutt, Universitetet i Oslo. Hun har erfaring med bade kvantitative

og kvalitative metoder og har utfert feltarbeid i postsovjetiske Moldova. Hennes hovedfokus har veert mat, kropp og 2 O 2 O - O 3 - O 2
kjonn, med @st-Europa og Norden som regionale felt.
e.lLfurst@sai.uio.no
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https://doi.org/10.18261/issn.1504-2898-2020-03-02
https://doi.org/10.18261/issn.1504-2898-2020-03-02

New since December 2022, Sikt offers automatic evaluation of some
notification forms

The form is evaluated by a machine with no advisor looking at the form. This is done for
forms that collect personal information that has low risk of causing issues. There are multiple

criteria, but the big points are:
- The project does not collect special categories of personal data.
- The length of the project is limited
- The number of participants is low
- All participants get individual information

- All participants are over 15-years old

Informed consent forms and other attachments are not examined, you are strongly
encouraged to use templates from Sikt to be compliant.

40



If you research changes and you need to collect different data, you need to
inform about changes

" Si kt English ¥ Trenton W. Schulz ~

Notification form / Universal Design o... Ref. 972068

Edit

Make changes to the Notification Form

E'"

Messages

[ N

41



You cannoft reuse your data for another purpose; you must ask for new consent

42




Unless you are working with health data you probably do not need approval

from REK

REK (Regional Komiteer for Medisinsk og Helesfaglig Forskningsetikk) looks at all research
projects that involve medicine, health, or research biobanks.

REK’s approval only looks at the health and medical aspects of the research, you still need to
fill a form with Sikt if you are processing personal data.

43
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Internet Research Ethic Sources

e Cheltenham and Gloucester College of Higher Education: Research Ethics: A Handbook
of Principles and Procedures.

 Association of Internet Researchers (AolR), reports on Ethical and Legal Aspects of
Research on the Internet http://aoir.org/reports/ethics.pdf
http://aoir.org/reports/ethics2.pdf
https://aoir.org/reports/ethics3.pdf

50


http://aoir.org/reports/ethics.pdf
http://aoir.org/reports/ethics2.pdf
https://aoir.org/reports/ethics3.pdf

Issue 1: Is social media information private or public + Issue 2 covert research
versus informed consent: The Gaydar Study

— ®

= Source:
Jernigan, C., & Mistree, B. F. T. (2009).
Gaydar: Facebook friendships expose sexual

Gaydar: Facebook friendships expose sexual orientation. First Monday, 14(10).
orientation https://doi.org/10.5210/fm.v14i10.2611

Home /| Archives |/ Volume 14, Number 10 - 5 October 2009 / Articles

Carter Jernigan

Behram F.T. Mistree

DOI: https://doi.org/10.5210/fm.v14i10.2611

Abstract

Public information about one's coworkers, friends, family, and acquaintances, as well as one's
associations with them, implicitly reveals private information. Social-networking websites,
e-mail, instant messaging, telephone, and VolP are all technologies steeped in network data—
data relating one person to another. Network data shifts the locus of information control away
from individuals, as the individual's traditional and absolute discretion is replaced by that of his
social-network. Our research demonstrates a method for accurately predicting the sexual
orientation of Facebook users by analyzing friendship associations. After analyzing 4,080
Facebook nrofilec from the MIT netwaork we determined that the nercentade of a3 aiven ticer's


https://doi.org/10.5210/fm.v14i10.2611

Jernigan & Mistree’s look at the relations between people on Facebook to find
a person’s orientation; from the abstract

Public information about one’s coworkers, friends, family, and acquaintances, as well as
one's associations with them, implicitly reveals private information... After analyzing 4,080
Facebook profiles from the MIT network, we determined that the percentage of a given
user's friends who self-identify as gay male is strongly correlated with the sexual orientation
of that user, and we developed a logistic regression classifier with strong predictive power.

52



Jernigan & Mistree collected the information without contacting the user; later

in the article, emphasis added

“Our analysis demonstrates a method of classifying sexual orientation of
individuals on Facebook, regardless of whether they chose to disclose that
information. Facebook users who did not disclose their sexual orientation
in their profiles would presumably consider the present research an
invasion of privacy. Yet this research uses nothing more than information
already publicly provided on Facebook; no interaction with subjects was
required. Although we based our research solely on public information,
only a limited subset of our results, which contain no personally
identifiable information, is presented in this paper to maintain subject
confidentiality.”

53



Discussion point

What are your opinions about how the data was collected?
Do you think it was necessary to gather informed consent?

Does the GDPR provide any sort of guidance in this issue?

54



AOIR has suggestions about when informed consent is not necessary

« Data is collected from the public sphere with no intervention from the persons whose

activities are observed and recorded
e The collection of data does not include personal identifiers which, if released, could result
in reputational or financial harm to the person whose activities are observed

55



Issue 3: Protecting anonymity: Researchers have a duty to protect the

anonymity of the people in the data

Researchers must take care where the alteration of contexts may reveal the identity of data
sets hitherto protected. Particular care should be taken with data that arises from covert ...

research methods ...
— Research Ethics Handbook

56



The Mosaic Effect: your anonymous data may reveal more information when
combined with other information

“The Mosaic Effect occurs when the information in an individual dataset, in
isolation, may not pose a risk of identifying an individual (or threatening
some other important interest such as security), but when combined with
other available information, could pose such risk. Before disclosing potential
Pll [personally identifiable information] or other potentially sensitive
information, agencies must consider other publicly available data in any
medium and from any source to determine whether some combination of
existing data and the data intended to be publicly released could allow for
the identification of an individual or pose another security concern.”

—Open Data Policy-Managing Information as an Asset

(https://web.archive.org/web/20130626221717/https://www.whitehouse.gov/sites/default/fi
les/omb/memoranda/2013/m-13-13.pdf)



https://web.archive.org/web/20130626221717/https://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf
https://web.archive.org/web/20130626221717/https://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf

An example of the mosaic effect in
humanitarian datasets: an edge indicates
common column headers. Over 400
datasets were analyzed, over 90% (377)
of datasets shared information with at
least one other dataset.

Source: Exploring the Mosaic Effect on
HDX Datasets

(https://centre.humdata.org/exploring-

the-mosaic-effect-on-hdx-datasets/)



https://centre.humdata.org/exploring-the-mosaic-effect-on-hdx-datasets/
https://centre.humdata.org/exploring-the-mosaic-effect-on-hdx-datasets/

AOL Proudly Releases
Massive Amounts of Private
Data

Michael Arrington @arrington?lang=en/ 15 years

Yet Another Update: AOL: “This was a screw up”

Further Update: Sometime after 7 pm the download link
went down as well, but there is at least one mirror site.
AOL is in damage control mode - the fact that they took
the data down shows that someone there had the sense
to realize how destructive this was, but itis also an
admission of wrongdoing of sorts. Either way, the data is

now out there for anyone that wants to use (or abuse) it.

Update: Sometime around 7 pm PST on Sunday, the AOL

. — - - - - —

In 2006, AOL released “anonymized” search data for research purposes...

Source:
https://techcrunch.com/2006/08/06/aol-
proudly-releases-massive-amounts-of-user-
search-data/
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The User ID in the data could be linked up with other information

€he New Pork Eimes

A Face Is Exposed for AOL Searcher
No. 4417749

OO0 v = » []

By Michael Barbaro and Tom Zeller Jr.

Aug. 9, 2006

Buried in a list of 20 million Web search queries collected by AOL
and recently released on the Internet is user No. 4417749. The
number was assigned by the company to protect the searcher’s
anonymity, but it was not much of a shield.

No. 4417749 conducted hundreds of searches over a three-month
period on topics ranging from “numb fingers” to “60 single men” to
“dog that urinates on everything.”

And search by search, click by click, the identity of AOL user No.
4417749 became easier to discern. There are queries for

“landecranorec in T ilhiirn (10 ?” cnvraral nannla vwr1ith tha lact marnm o

Source:

https://www.nytimes.com/2006/08/09/techno

logy/O9aol.html

Thelma Arnold's identity was betrayed by AOL records of
her Web searches, like ones for her dog, Dudley, who clearly
has a problem. Erik S. Lesser for The New York Times
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Issue 4: Protecting raw data for good research practice

e To assist in peer-review and a possibility for helping in replication a study, raw data
should be available on request.

« Keep the data, but pseudonymize the records using different numbers of real IDs. Keep
raw data access restricted
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Weitzenboeck and colleagues discuss the difficulties of anonymizing

unstructured data

Source:

Weitzenboeck, E. M., Lison, P., Cyndecka,
M., & Langford, M. (2022). The GDPR and
unstructured data: Is anonymization
possible? International Data Privacy Law,
ipacO08.
https://doi.org/10.1093/idpl/ipacO08

International Data Privacy Law, 2022, Vol. 00, No. 0

The GDPR and unstructured data: is
anonymization possible?

Emily M. Weitzenboeck™, Pierre Lison™*,
Malgorzata Cyndecka™**, and Malcolm Langford***

Key Points

e Much of the legal and technical literature on data

anonymization has focused on structured data
such as tables. However, unstructured data such
as text documents or images are far more com-
mon, and the legal requirements that must be
fulfilled to properly anonymize such data formats
remain unclear and underaddressed by the
literature.

In the absence of a definition of the term ‘anony-
mous data’ in the General Data Protection
Regulation (GDPR), we examine its antithesis—
personal data—and the identifiability test in
Recital 26 GDPR to understand what conditions
must be in place for the anonymization of un-
structured data.

This article examines the two contrasting
approaches for determining identifiability that
are prevalent today: (i) the risk-based approach
and (ii) the strict approach in the Article 29

consistent with the purposes of the GDPR, the
strict approach of WP 216 makes anonymization
of unstructured data virtually impossible as long
as the original data continues to exist.

e The concluding section considers the policy
implications of the strict approach and techno-
logical developments that assist identification,
and proposes a way forward.

Introduction

Big data is often characterized by its four constitutive
‘Vs': digital data is produced in increasingly larger
amounts (Volume), at high speed (Velocity), with a
broad range of data types (Variety), and with differing
levels of quality (Veracity)." This article focuses on the
third dimension—Variety—and more specifically on
the prevalence of unstructured or semi-structured data
(such as text documents, images, or recordings) in most
public and private organizations. According to some in-
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https://doi.org/10.1093/idpl/ipac008

Weitzenboeck and colleagues present two ways of considering anonymization

Risk-based approach: how likely will a motivated intruder be able to reconstruct the
data? The motivated intruder is not an elite hacker (1337 haxOr).
Working Party’s Opmiom o Aoy rrzeTe oot
original source exists

e as long as the
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Why Def. 2 is difficult: Example from Weitzenboeck et al: Original Data

—

B

The applicant [Mr Colin Joseph O’Brien] was born in 1955 and lives in Bridgend.

His wife died on 29 April 1999 leaving two children, born in 1989 and 1991.

In 1999 the applicant enquired about widows’ benefits and he was informed that he was not entitled to
such benefits.

In early 2000 the applicant applied for widows’ benefits again and on 13 March 2000 the Benefits
Agency rejected his claim.

He lodged an appeal against this decision on 16 March 2000 and this appeal was struck out on 23 May
2000 on the basis that it was misconceived.

On 16 May 2000 the applicant made an oral claim for Widow's Bereavement Allowance to the Inland
Revenue. On 23 May 2000 he was informed that his claim could not be accepted because there was no
basis in domestic law allowing widowers to claim this benefit. The applicant was advised that an appeal
against this decision would be bound to fail.

The applicant received child benefit in the sum of GBP 100 per month.
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Anonymous unstructured data is difficult: Data is masked ...

—
.

The applicant [***] was born in *** and lives in ***
2. His wife died on *** leaving *** children, born in *#**

3. In *** the applicant enquired about widows’ benefits and he was informed that he was not entitled to such
benefits.

4. In *** the applicant applied for widows’ benefits again and on *** the *** rejected his claim.

5. Helodged an appeal against this decision on *** and this appeal was struck out on *** on the basis that

it was misconceived.

6. On *** the applicant made an oral claim for Widow’s Bereavement Allowance to the Inland Revenue. On
**%* he was informed that his claim could not be accepted because there was no basis in domestic law
allowing widowers to claim this benefit. The applicant was advised that an appeal against this decision
would be bound to fail.

/. The applicant received child benefit in the sum of *** per month.

... but still fraceable using the surrounding text!
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Anonymous unstructured data is difficult: Fully anonymized so that it cannot
be traced back to the original document. How useful is the data now?

The applicant [*** ] was born in *** and lives *** **%
KAk Ak )k k)hk 2%k%k k%% %%k% two hkk kkk k)(k hkk kkk k%)% k%%

[N #%% A%% XXX RAAKX XXX AAKX Ax* XXX Ah* RALX A2K% XXX A%% (Wqg #FF *dx% XA % %% *x% 4%%
In *** the applicanT KRk kkhk kkhk kkhk kkhk kkk kkk xx*x the *** *x*x*% hg #%% %%

DI oS BY N 5

Ahk kkhk gqn *x* AXk* XXX XXX AKX XXX XXX XX &% *&h& A%k 2%k 2%k k%% *%*% the *** that it was
KKk k%%

on

kkhkk kkk could FFF FEF FEE AEXE AEX& Ak Axk %% |q *%% gy FFF AExE g *xk thig *xk kkk kkk kx%
kkhk kkhk kkhk kkhk kkk kkk thig *¥*x*x *xk k% XX o *FF A% %
[. The #%% #%% *%% *%% |nthe #%% #%% &#%% *%% *%% %% %

ik kkhk kkhk kkhk kkhk kkk kkk kxk for **x*x *xx*x kX% Xx*x fhe **x* **x*x kX% XXk * *AX% &% £&% *%% 2% %
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In summary, researchers must protect the data they collect about people, but
there is no universal solution

« The greater the vulnerability of the data subject, the larger the moral obligation of the
researcher to protect the data subject from harm

Harm depends on context and researchers need to have a good judgement about what
can cause harm (assessing risk)

“When making ethical decisions, researchers must balance the privacy rights of the data
subjects with the social benefits of the research and researchers’ rights to conduct research.
In different contexts, the privacy rights of subjects may outweigh the benefits of research”

—Gisle Hannemyr
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