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Letter frequencies in

ABCDETFGHI JKLMNOPQRS STUY

* Encryption must hide statistical patterns in data
» Achieved with a series of primitive functions
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Letter Frequencies— statistical attacks

L05 Cryptography

Vigenére (1523-1596)
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U‘D M‘I ‘P‘Y‘PE‘K‘O‘X‘S‘N‘A F‘A

a|b ¢ |d|e|f|g|h|i |j |k|1 |mn|o

B R T ]z |8 Jofc o |6 W n L v | ]
8841761993739701954543616000000 ~ 2103

Plaintext: fermatssisteteorem

Ciphertext: YPTAUBZZOZBPBPATPA

What is the size of the key space?
Lessons learned

LO05 Cryptography

Substitution cipher - example

cipher, but it is by itself not suffcient
» Monoalphabetical substitution ciphers can easily

attacked by exhaustive search
» A large keyspace is necessary for a secure

» A cipher with a small keyspace can easily be
be broken

16
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Polyalphabetical, but completely insecure

LO5 Cryptography
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