
Security & Visma SMB
Practical implementation of a 
Security Program for a 
manufacturer and consumer of 
Cloud Services



Topics

Purpose of this presentation is to share our experience from Visma Software SMB in improving the security of 
our cloud services.

Topics:
● Why security is important to Visma
● Visma Security Program for Service Development and delivery

○ Overview
○ Selected parts

● Results so far
● Demo of Manual Security Testing
● OSAMM
● Agile vs Waterfall, experiences from our deployment
● Threat Modelling
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Visma Software SMB 
ERP for entry-level to mid-size companies for SE, FI, NL, DK and NO

Cloud ERP

On-prem ERP

Payroll/HRM

Addons

Strategic Goals
● Cloud benefits to all 

small businesses

● Increase productivity 
of all employees by 
access to ERP 
processes

● APP-ification of ERPs

● Data analytics
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Why-story
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Security Program 

Selected assumptions for the Security Program:
● Someone has motivation to do harm or take advantage of the systems/services provided by 

Visma
● All networks are hostile (traffic can be monitored and altered by an attacker)
● An attacker will not restrict him/herself to a standard browser
● Humans make mistakes
● Environments that the systems reside in are constantly changing with limited control
● Architects and developers do not have all information to design systems perfectly
● New attack techniques and vulnerabilities are constantly evolving
● Disclosing a user password removes the accountability of that user's actions in the system
● A Shared secret is not a secret



Security Program

● Governance model
● Competency building
● Testing
● Deployment
● Int. & external information
● Tooling
● Routines & procedures
● Design & Architecture
● Organisation
● Policies

→ Culture & Hard work



Governance model

50+ application teams in 
20+ cities

15+ sales companies in 
20+ cities

Security Champions/Engineers
Security as a service to the application teams and sales
Central services for methodology, tooling and manual testing
Security Engineers in each application team
Transparency on all levels



Competency building

5 levels of training:
1. Top Level Management : Capability to manage Security.
2. Mid Level Management : Capability to manage Security.
3. Developers / Architects / QA/Testers :  Inspire and enable to build secure solutions.
4. Security Engineers : Inspire and enable to build & deliver secure solutions.
5. Central Security Team: Be the available experts for the teams.



Security Testing

Static Application Sec Test

Dynamic Application Sec Test

Manual Security Tests

Penetration Testing

Bug Bounty



Deployment

Customers of 
Visma



Information handling

Problem to solve: 1000+ sales and support people + about 300 partners and their 
employees + about 500.000 customers + 50 teams / 700 internal people.

Our solution: Transparency and common
model for communication



Acknowledgement:

Results so far

Transparency:

Internal awareness: Increased customer value:



1
Secure systems 
is an 
opportunity for 
competitive 
advantage

2
Visma is 
focusing on 
core business 
and relying on 
partners in 
other areas

3
Key success 
factor for 
delivering 
secure systems 
is culture,  
competency & 
hard work



A short deep dive into MDST

Aurelijus, Short Demo of one of the OWASP top 10 vulns.  - XSS

https://docs.google.com/file/d/0B1zggjoD-mt9ekxuZF9GU01kdGs/preview


Agile meets Waterfall

Self organisation vs management driven?
Iterative vs Extensive Specification?
http://www.agilenutshell.com/agile_vs_waterfall
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OSAMM deeper dive

https://www.owasp.org/index.php/OWASP_SAMM_Project


Threat Modelling

Demo:



Q&A and more information
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WS`s and discussion topics



Security Program: Selected elements

Security As a Service
Competency building / Training / Culture Building
Distributed decision model (SSA, DAST, SAST)

Espen



Security Program: Selected elements

Manage risk in a Cloud Environment

Espen



Security Program: Selected elements

Security As a Service
Competency building 
Distributed decision model (SSA, DAST, SAST)

Espen



Threat Intelligence



Automated Security Reporting 

Challenge : 
Our systems are very complex organisms and have 100-1000 dependencies each.  ( 
Libraries, Components, Operating Systems, Virtualization Layers, Network, etc).  Each 
of these have a person with a responsibility.
 
Security Vulnerabilities in these are discovered and disclosed several times a day in 
multiple open and closed communities all over the world.

To maintain strong security and provide a strong message of TRUST to our clients and 
prospects we need to handle this complexity every minute of every day.  24/365.



Process

Schematic: 
1. Gather Threat Intelligence.
2. Analyse intelligence.
3. Create Actions that is possible to implement.
4. Dispatch Actionable intelligence to the right person.

a. Make note of 4 and enter into follow up system.
b. Follow up trough competency sharing and training as well as transparent metrics.
c. Repeat loop 1-4 for X days. if ROOT cause not fixed in X days, GOTO 5 

5. Update Divisional Risk management report,  consider replacing “right person” 
with “updated” person. -> HRM procedure MAY be utilized. 



Illustration of the system

Complexity = high, Solution =easy




