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1 User manual

1.1 Introduction — purpose of the game
I KILL U, the name says it all.

Your purpose is to kill your game opponents using your cell phone and SMS messages.

When the game starts you will receive an initial sum of points that you can use to pay for different
services in the quest to kill one or more of your opponents. You also will receive an initial sum of
basic shield, which is what keeps you alive.

Your missionis to wipe out anyone in the game, to do this you have to strike them. And if you are
the one who finishes them off (bringing their basic shield value below 1) you will take their points
and your shield will receive a boost based on your received points.

But beware (!) there are some catches....

1.2 Differentroles in the game

User you have registered as interested in playing the game and have to wait for an
invitation for a game.

Player you have been invited to a specific game and have accepted the invitation by
registering as a player to the game

Admin you have registered as the admin of the current game as you have “created” the
game. There can only be one admin at a time.

1.3 Services

1.3.1 Services for user

Register for the player pool: reg <user name>

You can only be registered once with the same mobile phone at the time, and you have to choose a
unique user name. When you are registered you can be invited to a game or become an
administrator by creating a game. You will receive a SMS message with the result.

Join game: join

You can only join if you received an invitation to the game on SMS. In the invitation you will find the
game name. You will receive confirmation on SMS. If the game has started or ended, itis too late to
join the game. You will receive a SMS message with the result.
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Unregister for the player pool: unreg

You can’t unregister from the game system if you still are a registered player. If you try, you will
receive an error message. You will have to use leave first, and then you can unregister. You will
receive a SMS message with the result.

Create new game and be game administrator: create <game name>

To create a new game and be a game administrator you have to first be a registered user. There can
only one game administrator at any time. Creating the game means taking the role as the game
administrator and giving the game a name. After you have created the game, you can start inviting
people to the game by announcing it. You will receive a SMS message with the result.

1.3.2 Services for player

Light up area: lightup <range>

When you light up an area you will be able to see who of the players are nearby and how far away
they are, so that you can choose a player to strike tactically. You give the range in meters. In addition
to being able to see the playersin the area, you will receive information on how far away they are
and how many points they have left. You will receive a SMS message with the result. Also read the
‘what happens if...” section

Boost your shield for protection: shield <strength> <duration>

To give yourself some extra protection you can use some of your points to buy some for a given
duration. This extra protection will wear off gradually to zero during this duration. You will receive a
SMS message with the result.

Strike a given opponent: strike <user name> <force>

Now the time has come for some action. You have decided on an opponent to strike. If you spotted
him by lighting up the area you also know how many points he has and can choose the force
tactically. If you strike the opponent’s shield so thatit reaches 0, you have succeeded to kill him. His
remaining points will be added to your points and you will receive a boost in your shield. You will
receive a SMS message with the result. Also read the ‘what happens if...” section

Leave game: leave

You can leave a game at any time, but you will then surrender from the game and have no possibility
to join in again before you are invited again. You are still a registered user. You will receive a SMS
message with the result.

Evaluate your rank in the game: eval

Knowing how you rank is an interesting thing to know during the game. Here you get a SMS in retum
with the number of players alive and how you rank between them. You will receive a SMS message
with the result.

1.3.3 Services for admin

Announce game: announce <game name>

After creating the game, you need to get the word out to the players that there is a new game ready
for registration. When you announce the game, you send a SMS message to all registered users of
the game system. You will receive a SMS message with the result.
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Start game: start <game name>

After the game is announced and if there are two players or more registered for the game you may
start the game. After this time, no more players may join the game and the registered users will
receive a message that the game is on! You will receive a SMS message with the result.

End game: end <game name>

As administrator you may end the game at any time. If the game has been announced, a message is
sent to the registered players and they are kicked out of the game. You will receive a SMS message
with the result. . If the game is running, it will be evaluated and the all players are informed about
their score.

Make a map over the all the player’s positions: km/ <game name>
You can here generate a map that will show you the player’s latest known position and their points
so farin the game. You will receive a SMS message with the result.

1.4 What happens if...

.. lam being struck

If you are struck the force of the strike will affect you shield. If you have an extra shield, it will affect
the force you have on your extra shield first, before it affects the basic shield. The strike has a
hit/miss functionality, so that even if you are struck, the strike may miss you and your shield isn’t
that much affected. Then again, it may hit bullseye and strike you with double force.

..the areal amin s being lit up

If someone lights up an area and you are in it, they have full control of the distance you are from
them at light up time and how many points you have left. But so do you, you get their information
for free. This is the time to think, strike or shield,or run for it....

...l light up the area

The price you pay for a light upis half the range. This will be deducted from your points.

The players youlight up are warned..so beware...they can strike first. They are alsoinformed of your
position and your remaining points. You can be the victim of many strikes at once.

...I strike someone

The cost of the strike is based on the distance and the force you decide to lay on them. Beware that
your strike might not be a direct hit, there is an added feature where you can hit straight on the
target and your hit will do twice the damage to the opponent’s shield as youintended, but it can also
miss the target and make no or little damage to the opponent’s shield.

...I strike a user | know is playing, but don’t know where is...
Striking without lighting up first may cost you dearly as the cost is calculated on how far the player
you wish to attack are from you.

...I strike but don’t kill
You may do damage to your opponent’s shield and make him an easier target for yourself or others
later on. No change in your points other than the deduction of the cost of the strike.

... strike and kill
You will receive all the points from the opponent you killed and you will get a shield boost based on
those points too.
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1.5 Specialties

While striking, there is a random effect simulating a hit or miss. As described in the user manual you
can hit straight on the target and your hit will do twice the damage to the opponent’s shield as you
intended, but it can also miss the target and make no or little damage to the opponent’s shield.
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2 The IKILLU system

2.1 Environment

The environmentillustrates the iKILLUcontext. To make a short description about what this system
does in general, we have included a box labeled Mobile, and another one labeled ikillusystem. Here
we want to illustrate that our systemis handling sms’s from different users through their mobiles.
When our system receives a sms, it will then be sent to and handled within the ikillusystem.

# pAC kageim port:

B 1KLL Ucontext 2 oy

<27 [KILLUcontext
smxin ;S min putMedizior= & RES[A] A RGES[0]
Mobile [*] ikillusystem : IKILLU system

smaifut S malutputMediain r=5 RESS[A] 4 RES[A]

Figur 1 - IKILLU Enviroment

2.2 Functions

In order to respect the fairness and the playability of the game, we had to define some functions.
We assumed that the game is meant to be played in the Oslo area (useful for the cost of a light up)
and we’ve been aware of the cost of a strike with respect to the amount of points you get at the
beginning of the game.

2.2.1 Cost of a light up

e Input: the range of the wanted area (meters)
e Output: the cost of this operation (points)

The function is: cost = range/2
Itis performedin the user session before sending the LightUpCheck internal signal (since the cost is a
parameter of that signal).
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2.2.2 Cost of an extra shield

¢ Input: duration of the wanted shield (seconds) and strength of the wanted shield (shield
points)
e Output: cost of this operation

The function is: cost = (duration * strength)/10
This is a method of the player object named costShield. It's called inside the game session when
receiving a ShieldUp signal.

2.2.3 Cost of a strike:

e Input: distance from the player to strike (meters) and the strength of the strike (points)
e Output: cost of this operation

The function is: cost = distance/2 + strength

There is a guard that prevent distance from being less than one (in this case, we put itequals to 1).
This is a method of the player object named costStrike. It's called in the user session just before
sending the Strikeinternal signal (the costis a parameter of the signal).

2.2.4 Effect of a strike:

The effect a strike has on a struck player cannot be deduced directly from the distance/strength of
the strike. Indeed we introduced a function getForce (in the player object) that gives a random
element to the whole process.

e Input: strength of the strike (points)

e Output: force of the strike (points)

The function is: force = (random number between 0and 2) * strength
The force is then returned and the strike is proceed by calling the beingAttacked method.
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2.3 Composite structure

The composite structure illustrates our decomposed version of the iKILLU context. We agreed on
three parts after the decomposition, these are: the ikucon, the usersess and the gamesess.

The ikucon is a statemachine that handles all the incoming interactions from the users. When the
ikucon has received a sms, it will then forward it further to the correct usersess. Here the will sms be
properly processed and then parsed and signals will be sent over to the gamesess for response. In
gamesess the user command will be evaluated and executed as intended. Both usersess and the
gamesess is able to return messages to the users.

smz0ut SmsDutputh't?diator =ARGS[0)ARGS[0]

{3 IKILLUsyste mJ

sman : Smalnputtdediatar = ARGS[0).ARGS[0] sms_Zut
to_usersess : StatiddRouter from_ikucon &
msin L

ikuzon ; IKILLUController usersess : UserSession [*]

to_gamesess

from_ E5E55

to_ikticon
e | .
| | L
from_usersess

. sms_put
gamesess : GameSession )

Figur 2 - Composite Structure
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2.4 Use Cases

w5 Lbsystem s
£ thelkILLUsystem

User

e 1

- /Lea\-EGamE

E
1
Flayerl

valateGame

Sms: reg <Usermames
Register person into the
pool of potenial phyers

Sms: unreq

Sms: create <game rames
Defines useras admin in
GAMESESs S

Sms: iin

Sms: announce <game names

Sms: start <game mames>

Sms ;. end <game mames=

Sms: kml <game name:j

Sms: leave

: lightup <mnge>

shield <strength= <duration-
L —

strike <usermames Avfcmzeéj

Figur 3 - Use case diagram
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Within the use case diagram
we illustrate the possible users
that can interact with our
system. We have divided the
actors into four groups. These
are: User, Admin, Player and
Mobile. As it is shown in the
diagram, we present different
things the actors can do. For
instance, a User can create a
game, join a game and
unregister from the system. If
a user creates a game, this
would makes him an admin of
that game. When he’s defined
as an admin, he will receive
new commands. The players of
a game can send in different
commands, these are: leave
and evaluategame and lightup,
shield and strike.
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2.5 Class Diagram (incl signals)
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2.6 High level state machines

By looking at the high level state machines one can see what the components describedin the
composite structure are able to do.

2.6.1 Controller

The Controlleris the first instance in the system and receives all incoming messages. For each sms it
creates a new UserSession and stores it locally with the staticld of the message as a key and forwards
the sms signal to the newly created Usersession where it is handled with.The session can only be
created if there exists no active UserSession for this user. The controller decides this based on the
stored staticld's. If the controller detects an active session, it will try the creating again later by
routing the signal in the back of the queue, which means the message is delayed.

The Controller also forwards any other defined signals to the desired UserSession, based on the
staticld of the signal. These signals can either come from the GameSession or they are Positioning
Results.

&2 Initialize

[ & \dle Sms

&3 GenerateSession

PosResult, InternalSignal

&2 output(sig,csm.to_usersess, csm);

13
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2.6.2 UserSession

A new UserSessionis created foreach sms and destroyed after execution of the command is finished.
Therefore it has no knowledge of the game information.
After parsing the message, it will execute the command. For every command it checks first if the user

is allowed to execute the command due to his role and the state of the game. We have distinguished
four kinds of commands, based on the role of the initiator.

The first one is a register command. This can only be executed, by a person who is not known to the
system.

The second kind are the user commands. These are commands, that registered persons can perform,
for example create a new game .

A spedial kind of user commands are play commands. For such a command the user has to be part of
an active game.

The remainding commands are part of the admin commands, which can only be executed by the
administrator of the game.

If all needed checks for a command pass in the UserSession, there still might be other checks. Based
on the command a given Signal is sent to the GameSession, to getinformation or perform the data
modification to the game information. The UserSession waits for a response signal from the
GameSession, tobe able to inform the user about the result of the command, as well as blocking the
user from performing another command, before the last one is finished.

After the command is executed (or not executed), the session finalizes.

&2 ParseSms

2 WaitForlser w FindUser NOK

Ty

[else]
&3 Error message: Wrong command ©
[csm.command.equals("reg")]

4 register:RegisterPerson
7

FindUser_OK

&2 SetUser and| CommandType

[esm.adminCommand]
[csm.playCommand]

&2 Send AdminCheck to gamese: G2 Send PlayerCheck to gamesess

S WaitForAdminCheck AdminCheck NOK @ [ @ WaitForPlayerCheck PlayerCheck NOK .
\ . ®
&3 Not Admin error message &3 Not Player error message
-/

PlayerCheck_0K

AdminCheck_OK -
[else] &3 csm.player = sig.player;

| ¥ adminCommands:AdminCommands | |m userCommands:UserCommands‘ | & playCommands:PlayCommands |

. . .

14
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2.6.3 GameSession

The GameSession takes care of all the game information and hence all data modifications are
performed here. Every command that passed the checks in the UserSession accords to one Effectin
the GameSession. As the GameSession can handle only one signal at a time, we avoid
synchronization/concurrency problems. The GameSession will always deliver the most updated

PlayerCheck

AdminCheck . WSYQFKML
&3 Check Admin &3 Deduct a cost

&2 Geneyate Kl

DeduttCost

UsernamePlayerCheck
Sinit

&2 UsernamePlayerCheck
@2 strikeReply

: @ ldie
Strike LightUpCheck
H/fﬁ @2 Checking cost and sending player Info

@ CreateGame

&3 CreateGameReply

Unreg

&3 Unregister User
AnnounceGame

\ &3 AnnounceGameReply
StartGame
&3 StartGameReply
ek JeinGame
&3 Join @ game

Reg LeaveGame

&2 EndGameReply

FetchPlaygrs

ieldUp

& Effect

it Wi FindUser &3 LeaveGame
&0 Registeruser —
&3 FindUserReply

information about a player or the game.

Due to time requirements, the GameSession has one single game, but with this architecture, it would
be possible, to split up the GameSession into a GameController and a GameSession. The
GameController would handle the different Games that are played and every GameSession would be
able to execute commandsfor the game it represents. The game controller would be aware of which
games a user is playing and forwarding the message to the certain GameSession instance.

2.6.4 Alternative Design of the three main components:

Another possible design of the Controller, that we discussed, was that the controller also parses the
incoming sms, forwards it to a GameController and from there the sms would go further to the
desired game. We discussed this, due to fairness reasons (first come, first served). The distribution of
incoming messages to UserSessions breaks the ordering of the messages, which might be very
important, e.g. consider strike messages. We wanted achieve that the messages regarding one
game, rare executed in the same order, as they are received by the system. We dissodated from this,
because the first instance of the system should be as lightweight as possible. Another reasonis that
we are dealing with asynchronous messages, and there is no proof, that the messages will reach our
system in the same order, as they have been sent. The largest reason for time lagin the game as a
whole is outside of our control. (The mobile/SMS/PATS world)
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We also discussed the Design of the UserSession. To get the full Power of state machines, we would
have made longlasting UserSession's. That means, the UserSession wouldn't be destroyed after the
execution of one message. To the advantage of keeping knowledge in terms of states and avoiding

additional traffic we would have had the disadvantage of highly storage needs.

2.7 Setup Game Services (Sequence Diagrams and StateMachines)

To avoid unnecessary complicating the document only the decomposed (level2) sequence diagrams
are induded here. The level 1 sequence diagrams foreach service isincluded in the appendix.

Before we arrive to any of the services there will be a check for whether the useris registered or not
(FindUser). And if he is, then there is a check on what kind of command the user wishes to execute to
send the command to the right substate. Ifitis a playCommand there also is PlayerCheck and if an
adminCommand there will be an AdminCheck. In most of the diagrams shown under, we assume that
the FindUser and Admin/PlayerChecks are done successfully. This to not overcomplicate the
diagrams.

2.7.1 RegisterPerson

The System stores a pool of people who are registered as potential players. To become part of a
game, a player has to be in this pool. The outcome of this is that the system knows the staticid of the
users. We discussed whether a non-registered user can become part of a game, but decided that this
might cause a problem in further communication because of the unknown staticld.

To become part of the pool, the user has to send a SMS with the command reg with a user name.
This user name must be unique in the system. It will be helpful in the further game, so that the
players can identify each other.

After receiving the message, the controller forwards this message to the userSession. In each
command the userSession will first send a Signal to the gameSession to check whether the user
object exists. For the reg command the userSession must receive a FindUser_NOK Signal, otherwise
the command will fail, since the user is already registered in the system. After receiving the signal,
the userSession sends a Reg Signal to the gameSession to register the user.

The gameSession first checks if the user name is unique. In that case, it will create a new User and
saveitin the user—pool, and send a Reg_OK message back. If the name is not unique, the command
fails and the userSession gets a Reg_NOK message back. Finally the user session informs the user
whether the registration was succesful.
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=d | hu_RegisierPersan |

thucan @ IKILLUCantraller gamesess (GameSesl...

Smsi"req suser namesx", "2034% STAT-ID)

excreaier=[STAT-10]

usersess : UserSession

T
Smsi"reg <user name>","2034°, STAT- IDL|
1

[c=m.param == null]

Reg_HOK

|
|
|
|
|
) |
I ! Feg_HNOK
T
|
|
I
|

Reg_0Ok

Smsi"“You are now regisiernsd as quser names=", STAT-1D, "20347)

Figur 5 - Decomposed sequence diagram for RegisterPerson

[else]
@
£ output(new Sms('No userame given, try again!”, “staticld, "2034"), csm.sms_out, csm};

[csm.pamm!=nulll

&2 output(new Reglcsm.paam,csm.staticld),csm.to_gamesess,csm);

k

(‘—1 wait for registmtion lesulﬂ Rea NOK
\ J Y

L outputinew Sms('reg failed: user mame is not unique, c hoose another mme”, csm.staticld, “2034"), csm.sms_out, csm);

Req_OK
L outputinew Sms("You have been registered”, csm. staticld, “2034"), csm.sms_out, csm);

Figur 6 - State machine diagram for RegisterPerson
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2.8 Admin Services (Sequence Diagrams and State Machines)

Each game needs an admin, who takes care of the game. The admin himself is not allowed to take
partin the game. The game isinitialized, with the create-game command, then announced to the
players and finally started. The create-game command itself is not an admin command, because
every player can perform the command and become adminin that way. The admin can request a
KML file during the running game, to get all information about the players. Ateach time, a game can
be ended with the end game command.

Every command has one substatemachine, that it located in the AdminCommands state machine. To
enter this state machine, the command has to pass the Admin Check.

State machine diagram of admin commands:

H/ [else] @

&2 output(new Sms("Blank gamename given. Try again.", csm.staticld, "2034"), csm.sms_out,csm);

[esm.param!=null]

[csm.cormmand.equals{"announce")]

(fﬁ AnnounceGame: .ﬂ.nnounceGameW
N A

% endGame : EndGame
.

[esm.command.equals{"end")]

| [ ¥ StartGame: StartGame

L0000 )

[esmn.command.equals("start")]

8kl : KML
W

[esm.command.equals(“kml")]

2.8.1 AnnounceGame

In this sequence diagram we try to illustrate how the administrator will announce the game to
several members. After a game is announced, every player, that received an invitation can join the
game through sending a join message. As itis for now, all the registered players will get aninvitation
for the game. The announce command checks the state of the game, that has to be “initialized”, and
sends the invitations out. The administrator will also be getting a confirmation sms back. This sms
indicates that all players have been invited and the state of the game has changed.

If the administrator types the wrong game name in the sms, he/she will receive an error message
with the failure
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Decomposed sequence diagram for announce game:

=d iku_AnnounceGame

Sms("announce”,STAT-ID, "20347)

kucon : IKILLUCG... mamesess @ Game...

¥

<<create>> [STATID] usersess ! Users...

Sms("announce”, STAT-ID, "20347) |
1

AnnounceGame(name, STAT_ID)

new Sms("This game is already started.”, STAT_ID, "20347)
T

[csm.game .statel =Game.STATE_ANNOUNCED]

AnnounceGame_NOK

| |

i |

| |

I |

| we assume, that the user and the admin check has been successful Ij

I !
|

|

I

[

|

I

|
I
i
AnnounceGame_NOI{.

Sms{"You have been invited to <:g4mename>! Send Vjoin\” to take part of the game. ',STAT—II!)_I. "20347)

- - — — — —|— ___________ ‘|_ _______ T - =

Sme("You have been invited to <g$mename>! Send \join\” to take part of the game. ',STAT—I.L_n. 20347

1 AnnounceGame_OKl

I

Sms{all Players have been invitdd to game”, STAT-ID, "20347) |
T

|

1

|
|
|
| I
| AnnounceGame_OK. | |
|
|
|
|

| %

State machine diagram for announce:

. AnnounceGame |

&3 output(rew AnnounceGame(csm.param, csm.staticId), csm.to_gamesess,csm);

0

([_J WaitForAnnounceGa mq

.

.

AnnounceGame_NOK

@2 output(new Sms("This game is already started.”, csm@cld, "2034"),csm.sms_out,csm);

AnnounceGame_0OK

®

@2 output{new Sms("all players has been invited to the game.”, csm.staticld, “2034"),csm.sms_out,csmy);
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2.8.2 StartGame

When the administrator decides, that enough players have joined the game for playing it, he can
start the game with the start command. After the game is started, no other user can join the game.
The command will be parsed and coded in a StartGame signal. The signal will be preceded by the
gamecontroller. The game can only be started, whenit isin state “announced”, the right game name
is given and the at least two players have joined the game. If all these checks pass, the GameSession
will start the game, send thisinformation to all players, and replies with a StartGame_OK singal to
the UserSession. If one of the checks fails, it will reply with an error signal. Finally the UserSession
informs the admin about the effect of the command.

Decomposed sequence diagram for start game:

sdiku_StartGame

kucon : IKILLUCo. .. lgamesess : Game...

usersess : UserS... |

Sms("start < game name >", "20347, STAT-ID) _, <<reate s> [STAT-]
|
|
|

Sme("start < game name ", "2034", STAT-ID) | |

Assumption: User and Admin check pass Iﬁ

I | StartGame(name) I
I 1
|

aIﬁJ ! [csm.game.name! =game.name]
T | StartGame_wronghame : ' '| g '

| StartGame_wrongMame

sms{"The game does not exists. Are you sure|y0u spelled the gamename correct?”, STAT-ID, "20347)

| Startfame_MOK

T

—_ L 2

[game.players.size() <2]

| StartGane_FewPlayers
|

| StartGame_FewPlayers | |
1

Sms{"The game consists of too few players. Try adain when more players has been added.”, STAT-ID, "20347) | |

| |

“Sms("The game has now been started!”, STAT-ID_n,| 20347

"sms("The game has now been started!”, STAT-ID71.| "20347)

'
Star{Game_OK !
StartGame_OK | |

1
Sms{"The game has no'.‘J been started!”, STAT-ID,"20347) | |
| ; |
| |
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State machine for start game:

[else]
. @ output(new Sms{"Blank gamename given. Try again.", csm.m@, "2034"), csm.sms_out,csmy);
[csm.param! snull] Missing out
@3 output{new StartGame(csin.param, csm.staticld ), csm.to_gamesess, csm); parameters in the

SmS.
@2 WaitForStartGame

&3 output{new

tartGame FowPlyers
‘ew players. Try again when more players has been added.”, csm.staticld, "2034"),

If the amount of
@ players is lass then
two.

wronghame
@@ putput(new SmE("The game HJoes not exists, Are yoh\sw;u spelled the gamename correct?”, csm.staticld, "2034"), csm.sms_out, csi

Game does not
@ exists. Wrong namea
typed?

StartGamesy, NOK

@3 output(new Sms("Start failed: This game is not in %he announce phase”, csm.staticld, "2034"), csm.sms_out, csm);

The game has
already been
started.

StprtGame OK
&2 putput(new Sms("The gane has now been started!”, csm.staticld,"2034"), csm.sms_out,csmy);

®

The game is
now started and
hopefully running.
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2.8.3 Generate KML

KML is an administrator function where the admin can request the system to write a KML file
containing the last user position (from functions as strike, lightup) and with the current scores.

If the file fails to write or the game is not in a running state, the function returns an error message.
The KML file is opened by navigating to the root of the system files and opening the game.kmlin
Google Earth. The admin sends the KML command every time he wishes to refresh the file.

Decomposed sequence diagram for generate KML:

sdiku_KML

ikucon @ IKILLUController gamesess : GameSession

usersess : UserSession

—
| acreate (ST ATIDT
Sms(kml <game name =", 2034, ST.-'—\T-ID)J S

| Assumption:
| Sms(kml <game name >", 2034, STAT-ID) | User chedk pass
1

|
|
|
AdminCheck |
| | |
alt | Admin%:hedt_NOK |
| AdminCheck_NOK I |
|
Sms(™pu are not an .Ldmin .y STAT-ID, 2034) | I
____________ ; IPNEPRPNIPNIPNIPNPNIPSIPNIIN CRPPNS
| | KML
alt I KL_ok
| KML_OK |

ritten. Url: game. kml®, STAT-ID, "20347) |

|
i
|
|
| T A W i A I___
|
|

Sms(KML

KML_NOK

T

| |

Smz{"Prablem writinJ] file.”™, STAT-ID, 2034) |
T

| 1

! 1

State machine for generate KML:

= KMLJ

®

KML_WrongMame

&3 output(new Sms{"Mo game with name " + csm.parpm + " exists in the system.”, csm.staticld, "2034"), csm.sms_out, csm);

&2 WaitForkMLR: KML NOK
. aitFor esponsel @

I

&3 output(new Sms("Problem writing file. ", csm.staticld, "2034"), csm.sms] put, esm);

&2 output(new KML(csm.param, csm.staticld), csm.to_gamesgss, csm);

KML_OK

&2 output{new Sms{"KML written. Url: game.kml"| csm.staticld, "2034"), csm.sms_out, csm);

®
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2.8.4 EndGame

The administrator of a game can decide to end his active game at any time. If a running game is
stopped by the administrator, the player points are evaluated and all the current players get a
message with the score within. Afterwards the game will be deleted.

If a game is stopped before the announcement, it will just be deleted. If it has already been
announced, all invited players will be informed, before the game will be deleted.

After the end game command the game will accept the create command again, so that a new game
can be started.

Decomposed Sequence diagram for end game:

=d lu_EndGame

ikucon : IKILLUCantaller gamesess :GameSessl..

Sma"endGame <game name=","2034", STAT- D}

acreates SETAT-ID

T T
| |
| |
1 |
:_ ________________ P e rmess : UserSesson :
| |
T
| ! |
Ems"zndGame <game names" ."2024".STA.T-IDJI |
: . :
A=sumplon: Userand Admin check pass Ij I
|
i | |
I L EndGame |
I I 1
: | :
opt ) | ! T St i iyt e ]
T Sm={"Game <gameName= has been deleed and won'tsarf, STATID_1,"20347) |
I ! I
=m="Game <gareHame> has been deleied and \.\.\:vn'Is.:lrf'.E.T»-’t.T_‘I I0_1,"20347) |
+ |
i ! i
| ' |
ap Smsi"Game <gamelames has beensopped by the admin™, STAT_JO_1,720347) [game stk — sared]
T

T I
; |
Sms"Game \-g.:ilnenn me> has been siopped by the admin"sSTAT_|0_n,"203247

EydGame_okK

EndGame_oOk

FeichPlayers

Flayers

Players

T
|
i
L3
|
|
i}
|
|
|
|
1
|
|
|
1
|
I

[=ignal cantins no players]

|
|
|
|
b
|
|
L
|
|
|
|
|
l
T
|
|
I
|
t
|
|
new Smsl"Game has been removed from I'{C syskem " STAT_ID, "2034%)
]

|
new S msi"The game has been ended by the admif.” + scorecard, STAT-ID-1, 20347
|

newSms"The game has bean ended by the .:dmII'l." +scarecand, STAT-ID-n, 20347
T

|
new Sm="vou have ended the game. " +=forecard, STAT-ID, "2034%)
T

State machine for end game:
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sdiku_EndGame

kucon : IKILLUCo. .. lgamesess ; Game...

Sms{"endGame <game name =", "2034", 5TAT—IDL|

sreates S5TAT-ID
'_ T T T T T usersess : Users...

! ]
Assumption: User and Admin check pass I5]

l | EndGame

|

|

| T |
ms{[endGame <game name>", "2034", STAT-ID) |
|

|

i

t L
_DD_J Sms("Game e:gameNan{e:s has been deleted and won't start”, ﬁTAT ID_1, "20347) [game. state A announced]

Sms("Game e:gameNan{e:s has been deleted and won't start”, 5T.-'-\.T ID_1, "20347
|

opt Sms{ Game ﬁgameNa[ﬂe:s has been stopped by the admin®, STAT ID_1, "20347) [game state == started]

Sms( Game <gameNah‘ue> has been stopped by the admin”® S'LS.T ID_n, “20347)

EnhGame_OK

EndGame_OK |

|Players

Flayers |

T
I
[
\
|
|
| | FetchPlayers
|
[
|
I
!

[signal contalns no players]

|

|

ta

1

|

| l
[

;

|

|

|

|

1

|

new Sms{"Game has been removed from ﬂ‘ue system. ", STAT_ID, "20347) |

I
new 5ms{"You have ended the game. " 4scorecard, STAT-ID, "20347)
T

]
I
| X
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2.9 User Services

The user service additional checks, if the user is the admin of a game. The adminis not allowed to
perform these services, for example join a game or unregister. Afterwards the command is
forwarded to the right substatemachine.

®

£ Output AdminCheck

AdminChec k_OK
0 WaitForAdminChec k I {

3 Admin not alkvwed to do Aything here at this point

AgminChec k_NOK

[csm.command.equals (‘reqi] @
L UserAlreadyExists

[else] [csm.command.equals [z reate”]] r -
l f:'%} createGame : CreateGame

2 Wirong Com mjand

()

[csm.command.equals ("unreg’)]

[c s m.command.equals Cjoin”il lr Iﬁ pinGame: loinGame
L J O
1’

xﬁ unreg : LinReg ]

2.9.1 CreateGame

Every user, who is registered in the System, can create the game and become administrator (admin).
We dedded to divide the initial phase in three steps. This allows the admin to configure the settings
of the game. Therefore we have create, configure and announce as initialization steps.

The first step is the create game command.

For every command apart from register, the first check the userSession does is to get the User Object
from the game controller. Every game should be named. So the User Session checks, if the a new
game name is given as a parameter to the command. Then the command is sent to the Game
Session. Asit only possible to have one game in the system for now, it will check, if there is an active
game. If there already is an active game, the gameSession sends a CreateGame_NOK Message.
Otherwise it create a new Game Object, theninitialize the game data and send a CreateGame_0OK
Message back. The UserSession will inform the user about the result of the command.

We haven't implemented the configure command. That means the game can only be played with the

default configuration. The next steps to get the game up and running is therefore the announce and
start commands which will be described under the section AdminCommands.
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=d lhu_creaeGame

ikucan : IKILLUCantoller gamesess i GameSess..

Sm=i"creale <game names, "2034% STAT-ID

wcreaies [STAT-I0]
F=———— = = === | usereess : Usersesson

[c=m.para = null]
Sms"creaie biled: No game namg giwen”,"20347, STAT-1D)
t
klsssssssssrsssssssssssssasassss drsrrsssssssssssssssssssssahasar oo s n L 0 ey L
1 1
! [elze] l
| i |
: L i reale Gameigame namas uss I
| 1 |
| ! |
'
t t
alt | |
__J ! Creakcame_Ndk !
| : |
: CreEaeGames_NOK 1 :
| : |
| |
Sm="There Isalready an actve game, the system oanlygupporsone game perime”, 20347, STAT-10) 1 |
T 1 |
B R T e D D T . | e R -
1
|
CreakeGame O
T
|
CreakeGame_OK I
|
|
|
|
1
|
]
1

|
|
|
T
|
|
I
|
Smsi‘iGame <game name> s created. Please announce o thk users b getpeopls b regisier. ., STAT-ID,"2034%
|
I
|
:
|
1

“lc reateGameJ

lelse] @

&2 outputinew Smsi'create failed: No game rame giver”, csm.staticld, "2034%), csm.sms_out, csm);

fcsm.pamm l=null

=] output{new CreateGamelcsm.pamm csm.usercsm.saticld),csm.to_gamesess,csm);

EJ WaitForCreateGame f CreateGame_NOK

;4) &3 outputinew Sms(There is already anactive game, the system only supports one game per time”, csm.staticld, "2034"),csm.sms_out,csm);

CreateGame OK

£ outputinew Sms('Game “+csm.pamm+" is created. Please announce to the users to get people to register. ...", csm.staticld, "2034"},csm.sms_out,csm};

®

2.9.2 JoinGame

To be able to join a game it must first be announced. The first stepis to send a message with the
JoinGame command join. There are three possible outcomes. If the game has been announced but
has not started yet, the player will then get a message that he/she has joined the game. Otherwise
the userSession will send a message to the player with the result that the game could not be joined
either because the game has already started or that it has not been announced yet.
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=d lku_JoinSame

thucon  IKILLUCanirallar gamessss :GameSession

Smaijain”, "2034%, STAT-ID)

creake[STAT-10]

AR [ L e Azsuming thatuser exsts,

excluding the ind user reference
before the altconstuct.

Sm=join”, "2034", STAT-1D0

JoinGame(STAT-1O)

JalnGame_allreadyS aried

T
|
|
|
|
|
I
|
|
|
|
[
t
|
|
|
[
|
| JoinGame_allreadyS taried
I

|
Sm=l"You couldn'tjain the g!:me. the game has allready staned” STAT-ID, 20347

JonSame_Hotinnounced

Sms{"There are curreniy no games kbryou o oin, Please iy again laer” STaAT-1D, 20347

|
|
|
JolnGame_Motdnnounced |
1
|
|
i

JoinGame_OK

Smsl"You have now |olned the game” STAT-ID, "20347)

= |: _IoirGameJ

—) output(new JoinGame(csm.staticld), csm.to_gamesess, csm);

JoinGame_Allready Started

R,

2 putput(new Sms(*You couldn't join the game,the game has alleady saned’, csm.siticld, “2034%), csm.sms_out,csm) |

2 Wait for join game result JoinGame_NotAnnounced @

|

) output(new Sms(‘There are currently no games for you to join. Please try again kter csm.staticld, "2034"), csm.sms_out, csm) ;

JoinGame_0K

& putput(new Sms(*You have jpined the game” csm.static|d,"2034"),csm.sms_out, csm) ;

®
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2.9.3 UnregisterPerson

The diagram shows what will happen if a registered user wants to unregister. A situation where the
user is not registeredis not handled in this document.

Various unassailability and game/system integrity checks are performed before the user actually is
allowed to unregister. If a useris either a Player of a game or an Admin of a game then he will not
be allowed to unregister. The user must then follow the standard procedure for either leaving a
game or ending the game depending on if he is a Player of an Admin.

=d llu_UnregisierParson

thucon @ IKILLUCaninoller gamesess :GameSession

Smsi"unreg”, 2034, STAT-I0)

creakl[STAT-I0] There Is a And Usar referance
just belaw whe re the ussrSession recleve
the Sms, thisis notconsidered In this

T
|
1
1
|
usereess : UserSession |
1
1
| | diagram, for making the diagrams ealer
|
|
t
|
|
1
1
|

Smsi"unreg”, "2034%, STAT-1IDY

T
: o read.
I
i
‘:'I_IJ 1 [esmuser.playing]
] |
Smz{"vou are currendy playing a g.:*m. Please leawve ..., STAT-1D,"20347) ]
T 1
N S R S T ———— I O O -
| [alza]
| 1 Admin heck
' I
alt [ :
| 1 AdminC helck_ok
I
L

AdminCheck_okK

Sm="vou are adminofa game. 4nd thatgame _.* STAT-ID, "2034%)

:
1
|
|

T 1

- - ___ D e e e e e s s s T P L

1
|
adminCheghk_NOK

AdminC heck_HOE

unreg

Fo4————g——t——q-—=——

Unreg_HOE
Smsl"Unregisiaion filed. Pleage iy again lake ", STAT-ID,"20347
B e R R R g R R i N e R R || PR R R i R e i R P R R | e e e | R N R R R R R R R R R R R

] 1|' ]
| |
1 Unreg 2K |
I T 1
1 [ 1
1 Unreq_okK ! 1
I |
1 [ 1

Sms"You hawve been unregisierkd fom KILLUS, STAT-ID,"20347 I :
I [ 1
1 | 1
] T ]
I | I
. N7 .
T T
' '

Figur 7 - Decomposed sequence diagram for UnregisterPerson
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=2

[csm.user. phying = true]

@
&3 output(ness Sms("You are curently plying a game. Please leave game first with : leave”, csm.smticld, "2034"), csm.sms_out, csm);

& outputinew AdminCheckicsm.staticld), csm.to_gamesess,csm);

W AdminChec k_OK
3 Wait for AdminCheck @
mi

&3 outputinew Sms(“You are admin of a game. End that gameTirst’, csm.staticld, “2034%), csm.sms_out, csm),

AdminChec k_NOK

L putput{new Unregicsm.staticld), csm.to_gamesess, csm);

[[_l Wait for Unregistmtion res.uIJ Unreq_NOK
|
L

L\
/ 2 output({new Sms('Unregistrmtion failed. Please try again kter”, csm.staticld, "2034%), csm.sms_out, csm};

Unreq_OK

£ output{new Sms("You have been unregistered from [KILLLL", csm.staticld, “2034™), csm.sms_out, csm);

®

Figur 8 - Sub state machine for UnregisterPerson
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2.10Game Services (Sequence Diagrams and StateMachines)

Here are the commands used by a player in a running game.
To enter this state machine the command must be leave, lightup, shield, strike or eval.

An admin cannot use a game command.
Here is the state machine that drives the SMS according to the command.

&2 Check that User is not Admin of Game

AdminCheck_OK

(f_lwthorAcIminEhecl::\i @

L _/' 22 Admin not allowed to play

AdminCheck_MOK

[esm.command. equalsignaoreCase leave™) I"I-.:ﬁ leaveGame: LeaveGame

. A

[csm.command.equalsignorecasedlightup™] ( 8 lightUp:LightJp
N

[esm.cammand.equalslgnoreCase"shield™] If 2 shield:Shield
| :

L

[u:sm.cnmmand.equalsIgnnreCase("strike"ﬁ 1 strike:Strike

B

|

[esm.command, equalslgnoreCase("eval )] ( 1% eval : Evaluate

.
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2.10.1 LightUp

Here we have referenced some sequence diagrams. They can be found in Appendix A: Referenced

sequence diagrams

Sequence diagram:

sdiku_LightUp

kucon ; IKILLUCo. .. pamesess ;| Game. ..

SM3("stud] konto vincentg lightup 100", "2034", STAT-I1D) |

'____________________—— usersess @ Lsers...

«creates STAT-ID

SMs"stud1 konto vincentg lightup 100", "2034", STAT-1D) |

FindUser

| I

] : :
T ( FindUser_Ok )

T T

FlayerCheck

| ' |

alt L f n
( PlayverCheck_ok )

[csm.parsedsms.lenght <4] |

I
SM5("ou didn|t give any range. Please send lightup <range = to 2034", STAT-ID, "2034") | |

[else]

SMS("Parameter Er.!

or! Range has ko be an int, Send 'lightup <range='to 2034.", STAT-ID, "2034")

| |
]
[esm.paramErrar ] i |
| |

LightUpCI‘Eck{ <caskz | STAT-ID)

LightUpCheck_MOK{int currPoints, STAT-1D) | |

LightUpiCheck_MOK(int currPoints, STAT-ID) | |

5("ou do not have enough points ta light up an area in the Lange of <range: meters, Your poinks are <curtPoints: and the cost per meter is <= paints. Try again!”, STAT-ID,”ZDSL")

B e S o N S|

LightUpCheck_OK(Plavers currPlavers, int currPoints, STAT-ID)

LightUpCheck_okiPlavers currPlavers, int currPoints, STAT-ID)

PosRequest{STAT-ID, STAT-ID)

PosRequest{STAT-PZ, STAT-ID)

|
u
|
|
PosRequest{STAT-ID, STAT-ID) |
|
|

PosRequest{STAT-PZ, STAT-ID)

SMS(" <result =", STAT-ID, "2034") |

SMS("ou have been lighted up by <username >, The player is <dist> meters away from you and has <points-cost> points left.", STAT-P2, "2034") :

Deduct(l_‘ost(cost, STAT_ID)

X
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State machine:

= LighlUpJ

[else]

@9 Mo range given

output{new Sms("You didnt give any range. Please send lightug [frange= to 2034", csm.staticld, "2034"), cem.sms_out, cem),

[csm.param!=null]

" |& checkParam

[esm.paramError

@

" Parameteris notan int

[else]

@3 Caleulate and send LightpCheck signal

@ WaitF orLightupCheck LghtUpCheck NOK
% ®

i

@ Mot enough points

LightUpCheck_OK

@0 Set players and send PosRequestto everyane

@ waitForPosResult T @ omcuntea

[#l csm posTimer.starTimer(;
2| csm posTimer.stopTimer(;

TimerMsg

PosResult

Farse position and set decpos in Player object

[el=g]

Esm.counter == 0]

5 Compare pos wrle reciept

The lightup command has one parameter whichis the range of the wanted area (circle around the
sender) to light up.

We have to assure that we’re in the case of a player playing in a running game (references to
FindUser and PlayerCheck).

Then we prevent the process forincomplete/wrong SMSs.

Then the system will check if the player has enough points to perform this light up: the user session
sends the internal signal LightUpCheck to the game session which will be in charge of according the
light up (LightUpCheck OK) or not (LightUpCheck NOK).

With the LightUpCheck OK signal, the user session gets also the current players in the game (which
will be useful to perform the light up) and the points the player has.

We’re now ready to perform the light up operation, in order to do so we have tolocate every player
in the game, do the calculation of distance between the sender and every other player (using the
distance method in the player object) and send the answer back with all the players who have been
found (means all the player who have a distance less than the range given).

We introduced a timer so that we don’t wait infinitely for a PosResult when locating.

All the lighted up player receive a SMS which tells them that they’ve been lighted up, by who, his
distance and his remaining points.

If the command sender himself cannot be positioned, the light up cannot be performed and the
sender receive a message that tells him so, the cost is of course not deduced.
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2.10.2 IncreaseShield

Here we have referenced some sequence diagrams. They can be found in Appendix A: Referenced
sequence diagrams.

Sequence diagram:

sd iku_Shield

ikucon : IKILLUContr ... lgamesess : GameSess, ..

itq tonjeek shield <strength> <duration”, ‘2034, STAT-ID) |
|
o . SoREVEALIEY .
l_ usersess ; UserSession |
| I
ref
FindUser
I | |
alt
Ed | | |
C FindUser_OK )
; | ;
ref
PlayerCheck
: |
ay i ] |
7 ( PlayerCheck_OK )
T
BEJ | [cem.parsedsms < &] |

Infed to send both duration and strength of the shield. Ex. shield <duration> <strength=", ST.B.T-IEIJ, "20347)
[

1
| [else] |
| . |
alt
——J Sms("shieldUp failed: two int parameter needed”, STAT-ID, "20347) [cem.pargmError] |
g el o - r
|esﬁ p{int duration, int strength, STAT-ID)

]
Shield_MOK{string reason, S'E‘.E\T-ID) |

[
| Shield_NOK{string reason, STAT-ID) |

|

) | |
Sms({"Shield failed: <reason:=", STAT-ID, "20347) |
1

Shield_OK({int cost, int remainingPoints)
Shield_OFQint cost, Int remainingr oinis)

1
|
Sms("Extra Shield is up. Cost: <cost> remaining points: <points>", STAT-ID, "20347)
[
i
i
T
I
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State machine:

i snieldJ

L ] =

lesm.parsedsms.length != 6]

&3 No duration given

output{new Sms{"You need to send both duration and strength of the shield. Ex. shield <strength> <duration> ", csm.staticld, "2034"), csm.sms_out, csm);
lelse]

" |& CheckParam

[csm.paramError] @

&3 output(new Sms("shieldUp failed: two int parameter needed”, csm.staticld,"2034"),csm.sms_out,csm);

lelse]

€3 output(new ShieldUp([csm.duration, csm.strength, csm.staticld),csm.to_gamesess,csm);

(&3 waitForShieldUpResult ShieldUp_MOK Q

. J
&3 output(new Sms("shieldUp failed: ™ + sig.reason,sig.staticld, "2034"),csm.sms_out, csm);
ShieldUp_OK
@ eutput(new Sms{"Extra Shield is up. Cost: ™ + sig.cost + " ining peints: * + sig, iningPeints, sig.staticld, "2034"), csm.sms_cut,csm);

v

®

The shield command has two parameters: first the strength, then the duration.
First of all we prevent the process to have wrong arguments in the SMS.
The user session sends a ShieldUp internal signal with both duration and strength for parameters to
the game session.
A ShieldUp_NOK can be sent back for two reasons:
e The playeris already dead when he wants to shield up.
e He hasn’tenough points to perform this operation

In both cases the reason is sent backin the signal (ikucon then usersess for routing matters) and then
proceeds by sending a SMS.

When the shieldis accepted, the process is done directly in the game session (by updating the
extraShield value in the player object, the extraShieldDuration and by putting the current time in
extraShieldStartTime). The costis also deducted in a breath.

If the shield upis accepted, a ShieldUp_OK signal is sent to the usersess (by the ikucon), the useris
notified by a SMS that is shield up action has been approved.
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2.10.3 Strike

Strike is the central player command. A player, that wants to attack another player send a strike
message with the name of the attacked player and the force. First there are a few checks done,
regarding the parameters of the message. If the player sends the wrong amount of parameters or
the value of the strengthis not a positive number the process will stop and deliver an error message
to the user.

In case of proceeding, the GameSession is asked for the attacked player. In case the attackedis
unknown, or it isidentical with the attacker (we also discussed the surprising outcomes of suicide
bombers, but finally disqualified them) , the process will again stop after delivering an error message
to the user.

After having the information about the players, the UserSession will try to locate both players,
through the sending of Positioning Requests. Afterwards it can calculate the needed distance
between the players. The last checkis the calculation of the cost, which is based on the distance, to
check if the player has enough points for the strike.

The GameSession then receives the command and executes the strike. The force of the attack is
multiplied with a random number between zero and two. The attacked player will loose shield points
according to this value.

If this was the final strike for the attacked player, that means his basic shield is below zero after the
strike, he will drop out the game and the attacker receices points from him. The GameSession checks
additional, if there is only one player left and ends the game then.

The last stepis to deduct the cost of the strike. A message is sent back to the UserSession and both
players are informed about the result of the strike.
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[elze]

@

&3 error message: not encugh parameter

[csm.parsedsmes.length = 5]

&2 CheckParam

[csim.paramErrar]

@

&3 ParamError

[else]
&3 5end UsernamePlayerCheck signal

&3 WaitForFindUser UsernamePlayerCheck_NOK @

O S 1 e
2 error message: User unknown

UsernamePlayerCheck_OK

[sig.playerToBeAttacked. user.staticld.equals{csm.staticld)]

)

&2 error IMESEAGE: USEr unknown
[else]

@3 SetuserToBeAttacked and PosRequestThem

@@ WaitForPosResult

PosResult

[else] &3 EvaluatePosResult

[lesmuvalidpos]

@

&3 Error message : positioning error

&2 Calculate distance and cost

[csm.costs csm.player.points] @

[else]

lr &3 output(new Strike(csm.playerToAttack. user.staticld, csm.strength, csm.distance csm.cost, csm.staticld), csm.to_gar

2 WaitFor3trike
\ ) ®

Strike_NOK

&2 strike failed message

Strike_OK

&2 strike successful message

@
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sd iku_Strike

lucon @ IKILLUController

Ss("stud1 konte tenjeek strike p2 100])

screates [STAT-ID]

ljamesess : GameSes...

usersess @ LserSession

[else]

ref
FindUser
|
ey
H ( FindUser _OK )
I
ref
PlayerCheck
| : |
_alt ) | - — ; [csrm.parsedsmrs 1= Gr] |
E[E was an error with the parameters, try again by sending 'strike <username > <force as a number>' to 20347, STAT-ID| 20347)

[csm.parémError]

34, STAT-ID, "20347)

T
alt
refe/Ja’\'aS an error with the parameters,|try again by sending 'strike <username > <force as a number=' to 20
It

3

D)

UsernamePlayerChedk_NOK(STAT-ID)

UsernamePlayerCheck_MOK{STAT-ID)

ot :
|

sms(strike failed: The |.|ser <username > is not known in this game *, csm.staticld, "20347)

UsernamePlayerCheck_Ck(Player playerToBeAttacked,

sThTD)

UsernamePlayerCheck_OK(Player playerToBeAttacked, STAT-ID) |

[STAT-ID. equals(STAT-P2)]

PosRegquest{STAT-P2, STAT-ID)

FosRequest{STAT-ID)

PosResult[STAT-ID)

PosResult{STAT-ID)

PosResult{STAT-F2, STAT-ID)

PosResult(STAT-P2, STAT-ID)

ot '

csm. validpos]

iled: there was an error positioning. Please try again. If the problem re-occurs, please contact administrator”, STAT-ID, "20347)
1

M.

T
£ > points, but the strike would cost <cost> diﬁﬁﬁeé?séﬁé%nl?.'e"'é’ﬁrsﬁ‘ﬂ'i‘%, "203-{’{)

Strike_MOK(String reason, STAT-ID)

Strike_MOK(String reason, STAT-ID)

|
|
I
!
Ss(strike failed: <reason, STAT-ID, 20347

T T 7 "thike_DR{pasicshieldAtiacked, cost, kjﬂﬁoﬂw_er)Jl_

|
Strike(STAT2, 100, csm.distance, csm.colst, STAT-ID)
|
|
1

e

Strike_OK(basicShieldAttacked, cost, kiledOther)

SmsL_"Strike successful: <result>, STAT-ID, "2034")

|
1
|
1
Sms(™ou have I:Ieen attacked by <username = <result=", STAT-P2, "20347) |
1

—_—
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2.10.4 Evaluate
sd iku_Ewvaluate

ikucon @ IKILLUController gamesess @ GameSession

Sms("eval®, "2034%, STAT-ID)_ |
| «creates [STAT-IBT
i

|f_4 e
|
|
|
|

usersess i UserSession

Sms{"eval”, "2034", STAT-ID)

[user.playing == true]

ScoreCard

|
|

ScnreCer
5ms{ScoreCard, STAT-ID, "20347) !

|
|
|
|
Ewal |
!
|
|
|

Sms(™ou are not currently playing a game”, STAT-ID, "20347) |
I 1

|

T

|
! X

&2 output{new Eval{csm.staticld, csm.staticld), csm.to_gamesess, csmj;

W
(—f_l WaitForEvalu atiu:urq
5 A

Eval_Scorecard

&3 Give rank in game

This is a Player command. The player can send a message to see his/hers current rank in the game,
current amount of points and the current total shield value. No other type of return other than
Eval_Scorecardis possible since to get this far the Player must be a valid Player with a valid Score.
The algorithm for checking rank is as follows: All players start the iteration with rank 1. If a another
player has more points than the one to be ranked the rank is incremented. Therefore multiple
players with the same score can have the same rank (ex. In a game of 4, 3 can have rank 1°* while the
1 (if his score is lower than the other 3) then will get rank 4™).

The function also returns the number of alive players. Alivenessis determined by “if points >0”. A
player with shield left but no pointsis therefore considered irrelevant to the game since he cannot
win or strike anyone.
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2.10.5 LeaveGame

By sending a message with the leavegame command it is possible to leave the game, if a player does
not want to be a part of it anymore. The player will then be removed from the players list, and be set
as not playing. If a player tries to leave a game that he/she is not playing or by accident writes the
game name wrong, the system will then notify him/her by sending back a message. Afterleaving the
game the playeris still registered, and can join a new game when he/she gets a new invite.

sd iku_LeaveGame

ikucon & IKILLUContraller lpamesess : GameSession
Sms(leave”,"20347, STAT-ID) ! usersess : UserSession |
| |
| ! !
alt | [csm.user.playing == false] | I
Sms{™ou are not playing this garlwe <game name =, STAT-ID,"20347) : |
| Leave(STAT-ID)

alt

| LeaveGame_OK |

LeavGame_MNOK |

|
!

Sms("Sompthing wrong happend that preven}: you from leaving the game ™, STAT-ID, "20347)
|

[esm.user.playing == false]

® ®

@3 output(new Sms("You are not playing a game ", csm.staticld, "2034"), csm.sms_out, csm);

[else]

]

J outputinew LeaveGame(csm.staticld), csm.to_gamesess, csm);

LeaveGame MOK

- f
( Waltforlea\lngthe gamej! .

L

&3 output{new Sms("Something went wrong,you couldn't leave the game”, csm.staticld, "2034"), csm.sms_out, csmy);

LeaveGame QK

&2 output(new Sms("You have now left the game” csm.staticld, "2034"), csm.sms_out, csmy);

®
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3 Assumptions, weaknesses and improvements

Future improvements of the game/system:
e Multiple games and multiple administrators
e Persistent storage of data
o Asof now, a system reboot will reset all data
o This would also give the system the possibility of logging more efficently the

progress of the game, and would also enable Players to more thoroughly examine
their own session and how the game transpired.

e Web-based access-system for the KML file with authentication.

e Interface for Admins to setindividual starting points for the Players, shield values etc.

e Interface for Sysops to reset points and user-informationin case of unknown bugs or hacker
creatingerrors, faults in the data. This would provide at least one failsafe to guarantee that
customer points and thereby winnings are maintained securely.

e Userauthentication

O

Password protected sessions with timeouts

e Code/structure efficdency:
o Timestamps for last positioned would enable the system to determine intelligently if

the position needs updating. The system now positions every single player when the
Player lights up an area. This is not the most efficient way to solve the Light up
command.

Timers on Positioning requests, system-wide. In case the third-party supplies of
Positions does not respond with Positioning results in due time, all parts of the
system should automatically stop waiting and move on.

Timers to kick players out of the Game if they do not perform an action in due time.
Or a method for the administrator to notify the user that they will be kicked if they
do not perform an action soon.

e Game improvements:

O

Analyze and determine the best cost-functions for shield, strike, lightup based on
evidence based research and usability analysis.

¢ Implement the configuration of a game. These are possible parameters, we thought about.

O

O O O O O O O O O O

The initial points /shield values of the users

A fix duration of the game

A fix starting time

The game starts, when a xed number of players have registered for this
game

Users that are inactive for a certain amount of time will be dropped out
the game

If all users are inactive for a certain amount of time, the game will be
evaluated

only a dened subset of the registered players will be invited to the game
set a region for the game (that means, every potential user has to be located)
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4 Appendix A

To keep the document as unduttered as possible, we chose to add all sequence diagrams in an
appendix.

4.1 Setup Game Services (Sequence Diagrams)

4.1.1 RegisterPerson

=d ReglskerPerson

THllusy=i=m : IKILLUsysiem

Mo bile
refilu_RegiskerPersan

T T
| H

| i Mahbile = not a _r\cgl:.lemd usar]
I Smsreg <user namesx","Z2034%, STAT-ID) I
I !

: {checkUszsrHame&Stick]
| |
alt : :
| |
| |
| Smsi"No username given, ry againl, STAT-1D, "20 247 |
k |
______ o R R, O, O O R S e oy e spssn oot s oornap sy |
T r
| |
| |
1 1
alt | |
! Smsi"reg biled:user name is notunique, choose anather name”, STAT-1D, "2034% !
| |
| |
_____ e e e e e e e e e e s

| |
[ , 3 ; |
| Sm=l"¥aou are now regisiered as <user names=", STAT-10, 20247 |
[ 1
| |
| |
| |
| |
| |
T

Figur 9 - Sequence diagram for RegisterPerson
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4.2 Admin Services

4.2.1 AnnounceGame

sd AnnounceGame

ikillusystem : IKILLUsystem
ref iku_AnnounceGame

: Sms{"announce” STAT-ID, "20347) i
[ |

Assumption: User and Admin Check pass ﬁ

Maobile[player] : Mabile[playern] : Mahile [admin] :

alt

| |
| |
| |
| | . :
| | | |
T I T T
| | | [game.state | = announced] |
| | |

new Sms{"This game is already started.”, STAT_ID, "20347)

|
R e B O OO e
|
|
|
|
|
|

Sms{"You have been invited to <gamename>} Send Vjoin\" to take part of the game.”, STAT-ID_1, "2034") |
I I ]

Sms{"Yol have been invited to <gamename >! Send \’join\" to take part of the game.”,STAT-ID_n, [2034")
1

Sms(all Players have been invited to game”, STAT-ID, 20347 |

4.2.2 StartGame

sd StartGame

ikillusystem : IKILLUsystem
ref iku_StartGame

| | l |

: | Sms("start < game name >, "2034, STAT-ID) i
[ [ | |

Assumption: User and Admin chedk pass Iﬁ

Mobile[admin] : Mobile[player] : Mobile[playern] :

| |
! [gameDoesMotExist]

alt

|
|
Lms{’The game does not exists. Are you sure you speled the gamename correct?”, STAT-ID, "2034

A

SR PR | N T TR " i e e W wr e
| ,_ _I [game.state | =Game.STATE_ANNOUNCED]
Sms{"Start fai|ed: This game is not in the al‘lnounce phase”, STAT-ID, "20347)

W
=]
7]
i

1=
o
|
i
(n]
=]
3
%]
.
4
o
=
g

-}
T
=

=
o
-
m
L]
il
)
S
-
o
0
o
3
=
=
m

—+=
3
=]
=
m

=
1]
-
m
L
"]
=
1]
wm
o
m
i1
=1
o
=N
=N
m
a
5
7
il
=
3

7 La
by

wd

“sms{"The game has r|0w been started!”, STAT-ID_1, "20347)

|

'Sms("'lllhe game has now been started!”, STAT-ID_n, 20347
[ |

1
|
|
Smsk"l'he game has now been stlarted! ", STAT-ID,"20347) |
|
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4.2.3 GenerateKML

sd KML

Mobile [STAT-ID] :

ikillusystem ; IKILLUsystem

Assumption:
user check pass

alt

|
Sms{kml <game name =", 2034, STAT-ID) |
|

Sms{"fou are not an admin .”, STAT-ID, 2034) |

[user not admin]

Sms{ KML written, Url: game. kml®, STAT-ID, 2034

Sms{ Problem writing file.”, STAT-ID, 2034)

|
|
|
|
I
I
(R AT fle yritten] |
|
|
|
|
I

4.2.4 EndGame

=d EndGame

Mobilefadmin] : IHllusysiem @ IKILLUsysiem

T

| 2 -

1 Smsi"endGame <game namex","2034", STAT-ID)
I

Azzumplon: Userand Admin check pass

]

Mobile[playerl] :

Mo bile[playe m] :

new Sms"Game has been removed from the sysiem.” STAT_ID, "20347)

naw Sma"Vaou have andad the game. " +=corecard, STAT-ID, 20347

[=lz=]
1

______________________________________ et ]

news hei"The game has been ended by the admin.” + scarecard STAT-I0-1

apt [game s@ie == announced]
smaliGame cgameHame> has been deleied and wan'tsarf, STAT_ID_1,2h347)
| |
: Smsi"Game <gameNamex has bean delsied and -n.on'lsn}r JSTAT_ID_1,"20347)
| |
H H
apt [game sbie == stiried | :
Sm={"Game <gamsName= has been sopped by the admin”, STAT_ID_1,"2d34"
| |
Smsi"Game <gameHame> has been sopped by the admif" STAT_ID_n,"2034%
|
|
alt [no game o svaluak]

—_——

0347

P

new Smzi"The game has beananded by the admin. "+ =0

card, STAT-ID-n,"20347)

I . | I (i) S ———| R Y —| S———

PP P - ..

]
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4.3 User Services

4.3.1 CreateGame

=d CreakeSame

IHllusy=iem : IKILLUsy=iem

Mahile[admin] : reflku_creaecame

I
|
|
Smsi“create cgame name=", "20347, STAT-100 I
|
|

[e=m.paran

Sm="create falled: Mo game name given®, STAT-10, 720 247

[c reakeGal

|
Smal"There iz already an actve game, the syseEmonly supparkane game perime”, STAT-10,720347 |

[CreamGan

4.3.2 JoinGame

=d JolnGames

Tllusysiem : IKILLUsysiem
refibu_JoinGame

Sm=aln”, "20247, STAT-100

Sm="vou couldn’t join the game, the game has all ready saried”, STAT-1D, "20 247

I
|
|
|
|
|
1
|
|
T
[JainSGame_allreadyStrked ]
|
|
|
|
|
|

[JoinGame_oK]

Sm="vou have jolned the game", STAT-1D, "20347)
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4.3.3 Unregister Person

nreglskerParson

THlu=y=i=m : K ILLUsysiem
refilu_UnregisierPe man

T
{ Useris Regsiened In sysiem]

|
|
Sms"unreg”, "2034", STAT-ID) |
1
|

1
[u=er playi :1-; aGames]

|
|
Smsi"vou are currendy playing a game. Please leave thatgame istaith: leave™, STAT-ID, 20347 |

lelse]]

alt

|

|

|

1

| 0
| [useris admin]
! Sm=i"vou are admin ofa game. End thatgame irst”, STAT-ID,"20247) !

! I

! I
|
|
I
|
|
1
|
|

[=lse] :
I
alt [Reg_HOK]
Sms"Unregisiraton filed, Please try again laker”, STAT-1D, "20347) :
|
|
el o e e JI ______
" [Reg_oK]
Sm="vou have beenunregisiered fom KILLU S, STAT-I0, 20247

Figur 10 - Sequence diagram for UnregisterPerson
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4.4 Game Services

4.4.1 LightUp

=d LightUp

ikillusystem ; IKILLUsystem

Mobile[STAT-ID] : Mobile[STAT-PZ] : vef iku_LightUp

SMS("stud] konta wincentg lightpp 100", "2034", STAT-ID) i
|

!
E3,

FindUser

! ! !
alt
C FindUser_Ok )
I I [
ref
PlayerCheck
alt | I

C Playercheck_OK >

alt

[csm.parsedsms <4]
SMS("ou didn't give any range. Please send IithuD <range= to 2034", STAT-ID, "2034") !

[Vou do npt b

©
™

alt

[csm.paramError]

ough points to light up an area in the range of <range> meters. Your points are <currPoints>> and the cost per meter is < points. Try ag

s Sttt P ——

I
|
| SMS("Parameter Error: Rangs has to be an int. Sen\i Ylightup <range>'to 2034.", STAT-IDY, "2034") |

1
‘ [LightUpCheck_MOK]

4 [LightUpCheck_0OK]
PosRequest{STAT-I0) |

PusResuIt(S4AT-ID)

=

System,aut, print

TAT-ID,"2034")

player with staticld: <STAT-ID> has been positioned")

PosReguest{STAT-PZ, STAT-ID)

=

System.out, print

q

player with staticId: <STAT-P23 has been positioned")

SMSE <results", STAT-ID,"2034")
T

Bft.", STAT-PZ, "2034")

|
|
|
|
I PosResult(STAT-P2, STAT-ID)
[
|
T
|
|
i
|
I
T

L
[
|
|
|
1
I
SM5("fou have been lighted up by <username. The player is <dist> meters away from yvou and fhas <points-cost > pii
f 1
i
|
I
T
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Obligatory Exercise 2 by group 4

4.4.2 IncreaseShield

=d Shield

Mobile :

Sms{"stud1 konto tonjeek shield <strength> <duration=", "2034", STAT-ID)

ikillusystem : IKILLUsystem
ref iku_shield

|
il

FindUser

FindUser _OK

ref

PlayerCheck

Sms("shieldUp failed: two int parameter needed”, STAT-ID, "20347)

( PlayerCheck_OK )
| |
alt ! [csm.parsedsms.length < 6] !
Sms(’\‘olJ need to send both duration and strength of the shield. Ex. shield <duration> <strength=", STAT—ID,I "20347)
!
alt [csm.paramErrar]

[el=e] |

|
alt ;
Sms{"shield failed: <reason>", STAT-ID, "20347) [Sh'E|d—PK]
|
- . . . X . [Shield_NOK]
Sms("Extra Shield is up. Cost: <cost remaining points: <points=", STAT-ID, "20347) 2
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4.4.3 Strike

sd Skrike

Mobile[STAT-ID] Maobile[STAT-PZ] ikilluswstem : IKIL...

| $ms("stud1 konto tonjeek strike p2 100"

| | |
ref

FindUser

I
1 1 1
alt ?
( FindUser ok, )

ref

PlayerCheck

| |
T T T
alt
( PlawverCheck_Ck )l
|

| !
k
=]

[csm.parsedsms 1= 6]
Sms("strike Failed: not enough parameter. Please specify striken user and strength”, STAT-ID, "2034")
| | [else] |

S ﬁh'ﬁr% was an error with the parameters, tr~lf again by sending 'strike <username> <force as a number>' ko Zﬂﬁﬁ"ﬁ?ﬂﬁ@ﬂﬁr"?bh” ]

1
al ]! I
—J | Sms("strike Failed: The usgr <username> is not known in this game ", csm.skaticld, ..2£45?rnameplayerl'check_f\

T
| | [UsernamePIayer:Check_C

T
alk J i 2
—J! Smsi"strike Failed: you cannot commit suicide ", STAT-ID, "2034") [=TAT ID.equa!s(STP.T
[ [ |
| | PosRequest{STAT-PZ, STAT-ID) else] |
| | FosRequest[STAT-10] |
[ I 1
| | PosResult{STAT-ID) |
! T PosResult[=STAT-PZ, STAT-ID) 1
alk 'l [ csm.valiu:_lljnos]
Jrrs[” Failed: there was an error positioning. Please try again. IF the problem re-occurs, please conbact administrabor”, STAT-ID, "208#")
I
| [else] |

e | P

altEJ e : >| ; ; ,  [csm.costzcsm.player, pc
strike Failed: wou only have <points = points, but the strike would cost <cost> distance: <distance=", STAT-ID, "2034

| [else] |

[strike_Mok]|

SmJI("strike failed: <reasonz, STAT-ID, "2034")

Sn'us('iStrike successful: <resulk=, STAT-ID, "2034") [Strike_OK] |

| Sms("¥ou have been attacked by <username= <result=", STAT-PZ, "2034™) |
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4.4.4 Evaluate

sd EvaluteGame

ikillusysterm @ IKILLUSyskem

Mobile ; ref iku_Evaluate

amsi eval, "2034", STAT-ID

alt [user is playing a Game and painks = 0]

_____________ i

[uset is playing a Game and points == 0]

Sms"fou are dead, Mo rankin game." , STAT-ID, "2034")

|
l
|
|
I
|
! Sms{Scorecard, STAT-ID, "2034") |
|
|
|
|

4.4.5 LeaveGame

sdLeaveGame

Mobile : ikillusystem ; IKILLUsyskerm

ams("leave”, "2034", STAT-ID)

alk
amsi"¥ou have now left the game <game name =", STAT-ID,"2034")

[ 'gamel <game name =), player3TAT-I00]

amsi"You are not plaving this game <game name=, STAT-ID,"2034™)
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4.5 Referenced sequence diagrams

4.5.1 FindUser

Decomposed

=d llu_FAndusar

tkuzan @ IKILLUCanirallzr usersess  UserSession gamasess (GameSes=ion

FndUsedSiing param, STAT-ID, )

FAndUser_OKISTAT-ID, Useruser)

Find User_OKISTAT-ID, Useruser)

o T L e
) o S By R L P S

N - L T T e I reTTTTTTTTTTT
[}
FindUszzr NOKISTAT_ICH :
1
T
ﬂ'_'J [csm command equals{“reg"] :
= 1
1 1
<
RegiskerPermon
ke e Y L |
e ! !
Smsi"This commpnd doesn'texst. To regisier Send ‘reg <usernames o 2034 io regisier”, STAT-ID, "20347 1 1
T 1 1
I I [}
[} [} [}
1 1 1
I I I
[} [} [}
[} [} [}
! ! !
I I I
[} [} I
[} [} I
[} [} [}
[} 1 1
1 1
=d Andusar
Tkllu=sy=i=m : K ILLU=y=iem
maiibile: refilu_FindUse=r
T T
| |
| |
| |
| I
| |
| |
| |
| I
| |
+ +
alt | 1
| |
| |
| |
| |
________ ettt e A oo ot el B
[ 1
| |
| |
alt ! !
ref
RegiskrPerson
T T
_____ 4
| I
: Sms"This command doesn’texst. To reglsierSend “reg <username= o 20 34 b reglsier”, STAT-1D, "20347) :
I 1
| |
| |
+ +
| I
| |
T T
| |
| |
| |
! !
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4.5.2 PlayerCheck

Decomposed

=d 1k _PlaysnCheck

Ibucon : IKILLUCantroller

usersess UserSesslon

PlayerC heckhSTAT-100

gamesess (GameSess ...

Playe = heck_ofisTaT-0)

PlayenCheck_oOK{STAT-100

Play=snC heck_HoOk( FI.:.'JIE rplaysr, STAT-100

PlayerCheck_MWOKLPlaysr playsr, STAT-100

|
|
|
I
|
|
L
|
|
Sms=i"vou have notregisiered asa player yet”, STAT-ID, "20347)
I
|
|
)
}
|
|
|

SD

=d FlayerCheck

Mobile :

IHllusysiem : IKILLUsyskem
refihu_FPlaysrc hack

Sm="vou have notregisiered asa player yet”, STAT-1D,"2034%)

———— gy
|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
1
1
1
1
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Introduction

In this document we will conduct a security risk analysis for the IKILLUsystem. Through the
course INF5150 we have been introduced to a method-based security analysis called CORAS.
The CORAS method consists of seven steps, which we have tried to follow through out this
document. The CORAS method also provides a tool do support documenting, maintaining
and reporting analysis result. In our case we have used the tool do make the design of the
stakeholder with our defined assets, draw the threat diagrams with different consequences and
likelihoods for the assets. We also used it to draw the risk overview diagram and the risk
treatments diagrams for the assets; user information, points and availability. By using the
‘export as image’ feature of the tool we have implemented the diagrams as shown below.

Security analysis
Step1 — Introduction

Goal of the analysis
Find the weaknesses ofthe target ofanalysis. Recommend treatments.

Target
Our main target will be focused towards the IKILLUsystem.

Mobile PATS Internet

Our focused target IKILLUsystem

A 4

Underlying
hardware

Figure : [llustrates where our main focus of the system will be.

Assumptions

We will in our security analysis concentrate on the IKILLUSystem.
The person who is the admin of the game is also the owner of the system and has a stake in
the company profits.
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Direct Assets descriptions

Asset #1: Availability: This asset is all about the system and external factors. It will be
important for us considering all the sms’s are being handled with the PATS system, witch is
connected to the internet and such.

Asset #2: Points: This is a very important asset within our system. For instance, if some users
could successfully manipulate other players’ points in his/her advance, then this would be a
serious issue for us, because the players are using real money.

Asset #3: User information: All the users data is important to maintain at all time. If some
other user would get hand on a another players data, then this would also be another important
issue for us.

Conventions

A Person is a person with a mobile.
A User is a registered Person.
A Player is a playing User.
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Step2 — High level analysis

Activity diagram

| User, | System Userl

4‘ Sends new sms with |

Retrieve command

Processes command

l Perform actions I

—| Answer with action I—

Receive sms with
. Receives reply from

Our diagram explained:

: Action performed by a user/the system

Process is initiated

Optional

® Process is terminated
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Assets

Within the system

e User information
e Availability

e Points
Outside of system
e Public trust in system
e Company profit
e Player winnings
e Privacy

Asset Diagram

When we brainstormed through the different possible assets we came up with, we started to
forman asset diagram. This diagram is describing the direct assets of the system, and the ones
that are indirect. Our diagram ended up looking like this:

[KILLUsyskem

%atiun Privacy

$

>.ihliclfrust in syskem

©

Aovailability Company profit

Player winnings

Admin(client)

Figure: Shows the stakeholder with our defined assets, both the direct and indirect.
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High-level risk table

This table is describing the different possible threats to our system. This was helpful for us,
since it help defining what could be the incident, what may be harmed and what makes the

incident possible.

Who/what causes it?

How? What is the incident? What

What makes it
possible?

il A

threat threat threat
laccidental) |deliberate) [non-human)

does it harm?

unwanted ﬂ-\p%
asset

threat .
. incident
scenano

vulnerabilicy

User, Hacker

Someone not playing a game
positions another registered user.
Privacy is not maintained.

Bug in system.

System failure

System goes down, all game
information is lost and user’s points
are lost.

Lack ofpersistent
storage.

System failure, Network
failure, Hacker

System stalls and does not give
feedback. Availability is damaged.

System dependent on
network availability.
Bugs in the system.

Admin

Admin manipulates game. Harms
Player winnings.

Admin has full access
and control of the
system.

External system, Network
failure, Hacker

System is fed with wrong
information by an external entity.
Harms game information,
availability.

External system lacks
security, integrity or
network errors can
occur.

External system

External system changes interface.
Changes are not compatible with
the target system. Availability and
trust decreases.

System is dependent on
external service and
changes are not
communicated or

acknowled ged.
Hacker, Player, Thief Game is manipulated to another Bugs exist in the
user’s benefit. system.

Player accidentally finds bug.
Hacker looks for bug.

Thief manipulates game by using a
player’s stolen mobile. Points do
not reflect the correct situation.

System does not
authenticate person,
only mobile (no
password etc.)

System bug, Hacker, Admin

Confidential material is leaked

because of system bugs, security
breaches, Admin leaks KML-file.
Harms privacy.

Bugs exist in system.
Authentication is
lacking.

Admin has full access
to the game
mformation.
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Step 3 - Approval

Asset table

This table is illustrating how we decided to rank the different assets. We rank themas it is
suggested in CORAS with importance from 1 to 5, and the type as direct or indirect asset.

Asset Importance Type
Player winnings 1 Indirect
Company profit 1 Indirect
Privacy 1 Indirect
User information 2 Direct
Points 1 Direct
Availability 2 Direct
Public trust in system (Scoped out) Indirect

Risk Evaluation Criteria

Here we will try to evaluate different consequences and frequencies concerning the direct
assets we’ve illustrated in the asset table.

Consequence scale: User information

Consequence Description:

value:

Catastrophic 16% - 100 % All information is lost or manipulated

Major 6% - 15% A lot of information is lost or manipulated
Moderate 2% - 5% Some information is manipulated or lost

Minor 0% - 1% A small amount of information is manipulated or lost
Insignificant No information is affected

Likelihood scale: User information

Likelihood value: Description:

Often More than 16 times per year
Sometimes From 6 — 15 times per year
Seldom From 1 - 5 times per year
Never Zero times per year

Risc evaluation matrix: User information

Insignificant | Minor Moderate Major Catastrophic

Never Acceptable Acceptable Acceptable Acceptable Acceptable

Seldom Acceptable Acceptable Evaluation Evaluation Evaluation
Required Required Required

Sometimes Acceptable Evaluation Evaluation Evaluation Evaluation
Required Required Required Required

Often Acceptable Evaluation Evaluation Evaluation Evaluation
Required Required Required Required
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Consequence scale: Points

Consequence Description:

value:

Catastrophic 51% - 100 % All of the players current points has been lost

Major 21% - 50% A lot of the players current points has been lost
Moderate 6% - 20% Some of the players current points has been lost

Minor 1% - 5% A small amount of the players current points has been lost
Insignificant None of'the players current points has been lost

Likelihood scale: Points

Likelihood value: Description:

Often More than 25 times per year
Sometimes From 11 — 24 times per year
Seldom From 5 - 10 times per year
Rarely From 1 — 4 times per year
Never Zero times per year

Risk evaluation matrix: Points

Insignificant | Minor Moderate Major Catastrophic
Never Acceptable Acceptable Acceptable Acceptable Acceptable
Rarely Acceptable Should be Should be Evaluation Evaluation
evaluated evaluated Required Required
Seldom Acceptable Should be Evaluation Evaluation Evaluation
evaluated Required Required Required
Sometimes Acceptable Evaluation Evaluation Evaluation Evaluation
Required Required Required Required
Often Acceptable Evaluation Evaluation Evaluation Evaluation
Required Required Required Required

Consequence scale: Availability

Consequence Description:

value:

Catastrophic 100+ users affected
Major 41 — 99 users affected
Moderate 21 — 40 users affected
Minor 10 — 20 user affected
Insignificant 1 — 9 users affected
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Likelihood scale: Availability

Likelihood value: Description:

Often More than 100 times per year
Sometimes From 30 — 99 times per year
Seldom From 11 - 29 times per year
Rarely From 1 — 10 times per year
Never 0 times per year

Risk evaluation matrix: Availability

Insignificant | Minor Moderate Major Catastrophic
Never Acceptable Acceptable Acceptable Acceptable Acceptable
Rare]y Acceptable Should be Should be Evaluation Evaluation
evaluated evaluated Required Required
Seldom Acceptable Should be Evaluation Evaluation Evaluation
evaluated Required Required Required
Sometimes Should be Evaluation Evaluation Evaluation Evaluation
evaluated Required Required Required Required
Often Evaluation Evaluation Evaluation Evaluation Evaluation
Required Required Required Required Required

Step 4 — Risk identification

Within this step we will have a short brainstorm on different threat scenarios that may happen.
These scenarios will help us create different diagrams that we will create with respect to the
different assets and threats we have identified earlier.

Initial threat diagram

These diagrams are modeled like this:
We start with displaying the possible threats, then the vulnerably, scenario, unwanted
incidents then the assets(direct/indirect).
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KILLUsystem
-H-H-\-H-H‘
Company profit

%G

nstable security
User

The system is beeing overloaded with too
many requests from users.

Responses is delayed,
and not executed as
intended

Availability | Public trust in system

Hacker .
g
a . N
The system is somehow attacked by a
"“‘*a-. deliberate user. Command was delayed
answered by the system.
o Bug General examination interupkad

Immature technology
N
b

2]

System breaks down during examination and gives
problems with transmitting updated data

System crashes due to a
hardware/software Failiure

System Failure

o

Unstable network
Metwork Failure

Figure: This diagram illustrates the threat diagram of the asset “Availability” with the indirect
asset Public trust in system and company profit.

The wulnerability is not inside our system and
is therefaore placed outside the ‘Region’ of the
system, the threat scenario though shows
haow the vulnarability can effect aur system.

/
! IKILLUsystem

?Player winnings

Manipulates the points

Thief
of the player(s)

The thief steals a users self phone and
anipulates the game by changing a players
paint or using other services

Insufficient attention by|the user

Company profit

w
@

Public trust in system

User information is
manipulated by unauthorized
persons

Admin leaks information of the
EML-file

UnFaithful employees
"

i T ‘
_‘_‘_‘_‘%G nauthorized persons gets access
Hacker Insufficient security ta the user information

Confidential material is leaked and
Immature technology read by unauthorized persong

System bug

2]

Unauthorized access to the
user information

Privacy

2]

Confidential material is
leaked

Figure: This diagram illustrates the threat diagram of the asset “User information” and
“Points” with the indirect asset “Player winnings”, “Company profit”, “Public trust in

system” and “Privacy”.

Step 5 — Risk estimation

When the previous parts are described in different diagrams, it’s time to estimate likelihood
values and consequences. This will help us to compute risk values, and give us an overview of
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the threats that can be considered not important, or threats that we should considered for

evaluating.

Threat diagram with likelihood and consequence

Here we will define the consequences and the likelihoods of the threats.

KILLUsystem
—

Liser
——
nstable security
Liser
Hacker
8

Immature technology

he system is beeing overloaded with too
many requests from users,
[Sometimes]

The system is somehow attacked by a
deliberate user.
[Rarely]

[Seldom]

System breaks down during examination and gives
problems with transmitting updated data

o

2]
Responses is delayed,
and nok executed as
intended
Seldom

Command was delayed
answered by the system,
General examination interuptad
[Seldom]

2.4
System crashes due to a
hardware/software failiure

[Seldom]

Company profit

Availability | Public trust in system

Metwork Failure

Unstable network

Figure: This threat diagram is now shown with the different consequences and likelihoods for
the asset “Availability” with the indirect assets “Public trust in system” and “Company profit”.

The vulnerability is not inside our system and
is therefore placed outside the 'Region’ of the
system, the threat scenario though shows
haow the vulnarability can effect aur system.

/
! IKILLUsystem

Thief

Insufficient attention by|the user

Admin
UnFaithful employees

>

Hacker Insufficient security

System bug

Immature technology

The thief steals a users self phone and
manipulates the game by changing a players
point or using other services
[Sometimes]

[
dmin lzaks information of the

KML-file
[Rarely]

nauthorized persons gets acces:
to the user information
[Sometimes]

onfidential material is leaked an
read by unauthorized persons
[Seldom]

I .
]
Manipulates the points
of the player(s)
Moderate

User information is
manipulated by unauthorized

persons
.:“g Major
]
Unauthorized access tothe [ poderate
user information

2y
Confidential material is
leaked

Major~ User information

7),Play’er winnings

K S

Po\nts\

Companﬁprofit

Public krust in system

Privacy

Figure: This threat diagram is now shown with the different consequences and likelihoods for
the assets “User information” and “Points” with the indirect assets “Player winnings”,
“Company profit”, “Public trust in system” and “Privacy”.
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Estimations

Now we will try to estimate the risk. These estimations is grouped in two different categories,

likelihood and consequence.

Threat scenario Likelihood | Unwanted incident Combine
likelihood
System breaks down during | Seldom Request is not answered Seldom

examination and gives
unwanted problems with
transmitting updated data

by the system. General

examination interrupted.
(ARI)

Table : Describes the combined likelihood estimates for whether request is not answered.

Threat scenario Likelihood Unwanted Combine
incident likelihood
The system is being overloaded with | Sometimes Responses is | Seldom
too many requests from the users delayed and
The system is somehow attacked by a | Rarely not executed
deliberate user as intended.
(AR2)

Table : Describes the combined likelihood estimates if the responses are not executed.

Threat scenario Likelihood Unwanted Combine
incident likelihood
The thief'steals a users self phone and | Sometimes Manipulates the | Seldom

manipulates the game by changing a
players point or using other services

points of the
player(s) (P1)

Table: Describes the combined likelihood estimates for: Manipulates the points ofthe

player(s)

Threat scenario Likelihood Unwanted Combine
incident likelihood

The thief'steals a users self phone and | Sometimes User Sometimes

manipulates the game by changing a information is

players point or using other services manipulated by

Unauthorized persons gets access to Sometimes unauthorized

the user information persons (UI1)

Table: Describes the combined likelihood estimates for: User information is manipulated by

unauthorized persons

13
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Threat scenario Likelihood Unwanted Combine
incident likelihood

Unauthorized persons gets access to Sometimes Unauthorized Seldom

the user information access to the

Confidential material is leaked and Seldom user information

read by unauthorized persons (UI2)

The thiefsteals a users self phone and | Sometimes

manipulates the game by changing a
players point or using other services

Table: Describes the combined likelihood estimates for: Unauthorized access to the user

mformation
Threat scenario Likelihood Unwanted Combine
incident likelihood
Confidential material is leaked and Seldom Confidential Seldom
read by unauthorized persons material is
leaked (UI3)

Table: Describes the combined likelihood estimates for: Confidential material is leaked

14
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Step 6 — Risk evaluation

Within this step we are supposed to make a risk evaluation of the risk estimation. These risks
will then be shown in several matrices tables.

Matrices tables

The risk that needs to be evaluated is presented in light blue, while the unpainted ones are

acceptable.

User information risks

Consequence
Insignificant | Minor Moderate | Major Catastrophic
= Never
S | Rarely
= | Seldom Ul1, UI3
2 | Sometimes U2
= | Often
Points risks
Consequence
Insignificant | Minor Moderate | Major Catastrophic
Never
-§ Rarely
= | Seldom Pl
&2 | Sometimes
= | Often
Availability risks
Consequence
Insignificant | Minor Moderate | Major Catastrophic
= Never
S [ Rarely
= | Seldom AR2
&< | Sometimes ARI
= | Often

Our risk overview diagram
In this diagram we are going to present all the possible threats within the system. This is for
helping the costumer to understand witch assets should be taken in consideration for

treatment.

15
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kILLUsystem

]
/\
[
System Failures AR1 - System crashes due to a
hardware/software Failure,
[Unacceptable]
—
Administrator A Availabilty
AR2 - Commands was delayed
—| not executed as intended
[Unacceptable]

ser infarmation Privacy Public trust in system
/ P1 - Manipulates the point(s) the player(s)
[Unacceptable]

Hacker‘h‘\h

//”

z —

LUI1 - User information is manipulat
Thief by unauthorized persons
[Unacceptable]
- \

>

>

Company profit

Player winnings

>

System Bug UI2 - Unauthorized access to the ugér information
[Unacceptable]
/\
L]
Admin U3 - Confidential material is leaked

[Unacceptable]

Figure : Risk overview diagram of all the possible threats towards the assets.

Step 7 — Risk treatment

In this final step we are going to suggest a couple oftreatments for the threats that is
threatening our system assets. In order to decrease these threats, some treatments are needed.

Risk treatment diagrams

At this point we have identified the possible risks, so we can now start working on possible
treatments for our system. We would like to make clear that some of the possible treatments
cannot be done by us since they are of an external factor. The external factors will then be the
ISP, general network problems and similar issues.
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dmplement new security, Improve/implemant Firewall,
ew encryptions, upgrade hardware

_____________ A o o o e e e e e e e e o

iKILLUsystem F
1
User |
1
. ,
: he system is beeing overloaded with too
\ many requests from users,
oer /,/Unstable security [Sometimes]
1

The system is somehow attacked by a
deliberate user.

1
1
I
Hacker .I
1
I
1
! [Rarely]

Responses is delayed,
and not executed as
intended
Seldom

Command was delayed
answered by the system.

General examination inkerupte:

[Seldom]

Availability

System Failure problems with transmitting updated data
i > [Seldom]

Unstable network
Mekwark Failure N

1
i

software

Figure: Our risk treatments for the “Availability” threat

The vulnerability is not inside our system and
is therefore placed outside the 'Region’ of the
system, the threat scenario though shows
haw the vulnarability can effect our system.

Add authentication

System breaks down during examination and gives

diagram.

System crashes due to a
hardware/software failiure
[Sometimes]

=

"}\\

Company profit

Public trust in system

/
S [IKILLUsystem

The thief steals a users self phone and
manipulates the game by changing a players

Thief
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Manipulates the points

F the player(s)

point or using other services

Insufficient attention by|the user N
[Sometimes]

Insufficient user authentication

Admin l=aks information of the
FML-file
[Rarely]

Admin
UnFaithful employees

¥Inauthorized persons gets acces:
to the user information
[Sometimes]

onfidential material is leaked and
read by unauthorized persons
[Seldom]

Immature technalogy N

g by K

manipulated by unauthorized

Unauthorized access to the

User information is

L

user information

Corfidential material is
leaked

Y

UL3

User information

EPlayer winnings

%ﬁn}\rY profit

Public trust in system

Privacy

’ D

evisit software, add security
0 current software

Restrictions on
personnel

Install firewall, add high encrypticin
and policy restrictions

Figure: Our risk treatments for the “User information” and “Points” threat diagram.

17



Obligatory Exercise 2 by group 4 — CORAS Report

Rayner(raynerv), Maja (majasm), Lavdim(lavdima), Vegard(vegaaa), Vincent(vincentg), Tonje(tonjeek)

Conclusion

As mentioned in the introduction we have conducted a security analysis for the
IKILLUsystem. Through the seven steps in the CORAS method we revealed several
vulnerabilities and made suggestions with treatments for the actual vulnerabilities.
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