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Ideal solution: secure channels
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Creating secure channels: encryption schemes
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Creating secure channels: encryption schemes
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Basic goals of cryptography
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authentication

Symmetric keys Symmetric encryption
Message authentication 

codes (MAC)

Asymmetric keys 

Asymmetric encryption 

(a.k.a. public-key 

encryption)

Digital signatures (Key exchange)

Encrypt-then-MAC

AES-GCM

AES-CCM

AES-OCB

Unkeyed primitives Hash functions

AES-CTR, AES-CTR$

AES-CBC$

CBC-MAC, CMAC,
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Constructions and relations
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The crypto toolbox
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Exam

• Digital home exam

• Wednesday November 25, 09:00-13:30 (4.5 hours)

• Format: single PDF file made available on Inspera and Canvas (similar to midterm)

• Answers are typed directly into Inspera (no PDF upload); will create forms that mirrors 

problems in exam PDF

• NO collaboration is allowed

• Students may be picked out for conversations to prove ownership of answer

• I will be available on Zoom for questions (you can also send emails)


