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ldeal solution: secure channels

Internet But how to build?
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Some notation

e« € —"elementin"
- 3€{1,2,34,5)
- 7¢{1,23,4,5)}

{0,1}* — set of all bitstrings of length n
- 011 €{0,1}3
- 011 ¢{0,1}°

{0,1}* — set of all bitstrings of finite length
- 1,1001,10,10001101000001 € {0,1}*

F : X - Y — function from set X to set Y
« F:{0,1}° - {0,1}
« G:{A,B,C,D}-{0,1,2,..}

v — "for all"
- "vX €{0,1}*..." ="for all bitstrings of length 4..."

3 — "there exists"
« "3X €{0,1,2,...} such thatX > 13"

X XY —setofpairs (X,Y)withXeX andY € Y

X « 5 —"assign value 5 to X"

$ .
X « X — "assign X a random value from set X"

...iIndependent, and
uniformly distributed...




Symmetric encryption — syntax

= (&,D)

EKXM ->C
E(K,M)=Ex(M) =C

D:KXC—>M
D(K,C) = Dx(C) = M

Correctness requirement:

VK € K,VM € M

D(K,E(K,M)) =M

Examples:

7 ={0,1128 M ={0,1}* c={0,1}*
7 ={0,1128 M ={A,B,..,Z} C={AB,.., 7}
7 ={0,1}128 M ={YES,NO} ¢C = {0,1}*
#={1,..,p} M={AB,...,Z} ¢c={01}

Possible privacy security goals:

- Hard to recover K from C

- Hard to recover M from C

- Hard to learn one bit of M from C
- Hard to learn parity of M from C



NNCOUOWLOT-—-¥15Z00a0cCVFD>3 X >
S>NICDUOWLUT-——¥%¥ JISZ000&nkFD>2x
Xx>NC@WUDWLOTI-——v¥JEZZO0aO0ENED>E
ZZxX>NCBUOWLUT - - 15200 0xnko>
S>EX>NCOUOWLDI - X JEZ00a0xcnk >
So>ExX>NTEDUQWLUTI-——-¥_ ZZO0agxzwk
HEFS>Ex>NAamUOWLUTI ——¥JEZ0a0Ew
VnFo>ZXx>NI@UOWLUT - —~¥1ZZ080x
ZENFD>EIX>NCOUOWLUT - - JSZ08C
OCEVNFI>EIX>NICDUOWLUTI -—=¥JEZ0a
cle0rVES>3IX>NIBUDWLUT ——~¥ JEZ0
OlceorukFro>3IxX>NCOUOWL O ——¥ 152
Z|Z0o 0 MFD>ZX>NAOUOWLOT - = IS
EZZ0R0XNFO>EX>NCOUOWLOT — =¥
A= Z0a0XrVFD>EX>NIDUOWLOT ——x
%Y 4 ZZ20a0XNFD>IX>NICOUVOWL UL ——
X 4EZ2000XUVNEFD>ZIX>NTIOUDWLUOT —
—|-—¥a=ZzoaOxwFO>EX>NE@OUOWLOT
IT-—-%1Zz0aC0xwrFro>ExX>N<onVowe B
UOI-—-%J220a02NFI>3IX>NI0UOWL
LT - —-v 1 EZ0c 0KV FD>ZX>NIOUOW
WL 0T -—-¥ 1 Zz0a0axnkFD>Zx>NadmUAO
OoWLVI-—% T z0o0ck2>2Tx>NLaU
UUoWLUT-—-xJ5202a02nFI>3IX>NIn
DmUOWLUTrI——v  EZ0AaO0EVNFrD>EX>NG
de@vpowuL 0T -—x¥aZzO0ae0xnkF2>EX>N
<OV OWLOI-—-%Jd5Z000xNkF2>2X>N

lgorithms

10N a

| encrypt

Ica

tor

His



Ceasar cipher

abcdefghijklmnopagrstuvwXxy z

abcdefghijklImnopagrstuvwXxy z

in the far distance a helicopter skimmed down between
the roofs, hovered for an instant like a bluebottle,
and darted away again with a curving flight. It was
the police patrol, snooping into people's windows

1g wkh idu glvwdqgfh d kholfrswhu vnlpphg grzq ehwzhhq
wkh urriv, kryhuhg iru dgq lqvwdqw olnh d eoxherwwoh,
dgg gduwhg dzdb djdlgq zlwk d fxuylqj ioljkw. Lw zdv
wkh srolfh sdwuro, vgrrslqj lqwr shrsoh'v zlggrzv



Ceasar cipher (ROT-13)

abcdefghijklImnopagrstuvwXxy z

abcdefghijklmnopagrstuvwXxyz

in the far distance a helicopter skimmed down between
the roofs, hovered for an instant like a bluebottle,
and darted away again with a curving flight. It was
the police patrol, snooping into people's windows

va gur sne qvfgnapr n uryvpbcgre fxvzzrq gbja orgjrra
gur ebbsf, ubirerq sbe na vafgnhag yvxr n oyhrobggyr,
naq gnegrqg njnl ntnva jvgu n pheivat syvtug. Vg jnf
gur cbyvpr cngeby, fabbcvat vagb crbcyr'f jvagbjf



Modular arithmetic
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Modular arithmetic

14 13
5 4 1+3=4
156 312 54+48=13 =4 mod9
5:-4=20=2mod9
2—5=-3=6mod9
16 7 211
210 = 1024 = 7 mod 9
3
1
10 158 =153+r =7rmod9 =5mod9
0
9 r<9

9-518-27->36 > :-—> 153 » 162



Modular arithmetic

b

\_

efinition:

x mod m

IS the unique integer 0 < r < m such that

x=q-m+r

J

1+3=4

548=13 =4mod9
5:-4=20=2mod9
2—5=-3=6mod9

210 =1024 = 7mod9

0 158 =153+7r =7rmod9 =5mod9

r<9

9-518-27->36 > :-—> 153 » 162

More details: https://en.wikibooks.org/wiki/High School Mathematics Extensions/Primes/Modular Arithmetic



https://en.wikibooks.org/wiki/High_School_Mathematics_Extensions/Primes/Modular_Arithmetic

Ceasar cipher

e« a«0
e be1
* C 2
e de3
e e4

e 7z 25

C < M+ 3 (mod 26)



ROT-13

a—0
b~ 1
C— 2
d—3
e 4
C < M+ 13 (mod 26)
M « C — 13 (mod 26)
K={}
Z— 25 E:HXM—>C

M = {0;1;2; =) 25}

D:KXC->M ¢ =1{0,1,2,..,25}



ROT-K

a—0
b~ 1
C— 2
d—3
e 4
C « M + K (mod 26)
M « C — K (mod 26)
K = {0,1,2,,25}
Z— 25 E:HXM—>C

M = {0;1;2; =) 25}

D:KXC->M ¢ =1{0,1,2,..,25}



Attacking ROT-K

K M

|| = 26 0 va gur sne qvfgnapr n uryvpbcgre...

C =va gur sne qvfgnapr n uryvpbcgre..

Conclusion: key space must be large enough!



Substitution cipher |K| = 26! = 1026 ~ 288

abcdefghijkIlImnopagrstuvwXxyz

11T i

s xdywqaqgfmjkoilgzDbentucparyvh

in the far distance a helicopter skimmed down between the roofs,
hovered for an instant like a bluebottle, and darted away again
with a curving flight. It was the police patrol, snooping into
people's windows

jg umw gsh yjtusgdw s mwijdzbuwn tojllwy yzag xwuawwg umw nzzqt,
mzpwnwy qzn sg jgtusgu ijow s xicwxzuuiw, sgy ysnuwy sasv sfsjg
ajum s dcnpjgf gijfmu. ju ast umw bzijdw bsunzi, tgzzbjgf jguz
bwzbiw't ajgyzat



Substitution cipher — formal syntax

X={ab,c,.., 2z}

EKXM->C
D:KXC->M

M =ZX*
C=%x"
K = all permutationsonX _ (r:% - X | mapermutation}
T €eKXK
o lalb|elale]
n(a)‘O‘Y‘e‘Z‘p‘
M = feed

C= &EmM)=n(f)n(e)n(e)r(d) = uppz

D(m,0) =~ (wn~H(p)n ™ (p)r ™ (2) = feed



Attacking the substitution cipher

12%
|| = 26! ~ 1026 ~ 288
10%
8%
English letter frequency
14% 6%
Q
12% 2o
10%
2%
8%
6% z 9
4%
2%
0%
e t a o ins ho rdl1l ¢ umw ¢f gy pbwveEk j x g

jg umw gsn yjtusgdw s mwijdzbuwn
tojllwy yzag xwuawwg umw nzzqt,
mzpwnwy gzn sg jgtusgu ijow s
xicwxzuuiw, sgy yshuwy sasv sfsjg
ajum s dcnpjgf gijfmu. ju ast umw
bzijdw bsunzi, tgzzbjgf jguz
bwzbiw't ajgyzat

29



Attacking the substitution cipher

12%
|| = 26! ~ 1026 ~ 288
10%
8%
English letter frequency
14% 6%
Q
12% 2o
10%
2%
8%
6% z 9
4%
2%
0%
e t a o ins ho rdl1l ¢ umw ¢f gy pbwveEk j x g

v

jg ume gsn yjtusgde s meijdzbuen
tojlley yzag xeuaeeg ume nzzqt,
mzpeney qgzn sg jgtusgu ijoe s
xicexzuuie, sgy ysnuey sasv sfsjg
ajum s dcnpjgf gijfmu. ju ast ume
bzijde bsunzi, tgzzbjgf jguz
bezbie't ajgyzat

30



Attacking the substitution cipher

12%
17| = 26! ~ 1026 ~ 288
10%

8%
English letter frequency
14% 6%
Q

12% 2o

10%
2%
8%
6%
4%

2%

0%
a o i ns hordl ¢cumw fgypbuveEKk j x g

e t
v v

jg tme gsn yjttsgde s meijdzbten
tojlley yzag xetaeeg tme nzzqt,
mzpeney qzn sg jgttsgt ijoe s
xicexzttie, sgy ysntey sasv sfsjg
ajtm s dcnpjgf gijfmt. jt ast tme
bzijde bstnzi, tgzzbjgf jgtz
bezbie't ajgyzat

31



Attacking the substitution cipher

12%
17| = 26! ~ 1026 ~ 288
10%

8%
English letter frequency
14% 6%
Q
12% 2o

10%

2%

8%

6%

4%

2%

0%
©o i ns hrdl ¢ umw f gy pbwv«Ek jx g

jg tme gan yjttagde a meijdzbten
tojlley yzag xetaeeg tme nzzqt,
mzpeney qzn ag jgttagt ijoe a
xicexzttie, agy yantey aaav afajg
ajtm a dcnpjgf gijfmt. jt aat tme
bzijde batnzi, tgzzbjgf jgtz
bezbie't ajgyzat

32



Attacking the substitution cipher

12%

| K| = 26! ~ 10%° =~ 288

14%

12%

10%

8%

6%

4%

2%

0%

10%

8%
English letter frequency

6%

4%

2%

0%

u j s
v v vV

ns hrdl ¢ umw f gy pbveKk j x g

ig tme gan yittagde a meiidzbten
toilley yzag xetaeeg tme nzzqt,
mzpeney qzn ag igttagt iioe a
xicexzttie, agy yantey aaav afaig
aitm a dcnpigf qgiifmt. it aat tme
bziide batnzi, tgzzbigf igtz
bezbie't aigyzat
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Attacking the substitution cipher

12%
17| = 26! ~ 1026 ~ 288
10%

8%
English letter frequency
14% 6%
Q
12% 2o

10%

2%

8%

6%

4%

2%

0%
ns hrdl ¢ umw f gy pbveKk j x g

ig tme gan yittagde a meiidobten
toilley yoag xetaeeg tme nooqt,
mopeney gon ag igttagt iioe a
xicexottie, agy yantey aaav afaig
aitm a dcnpigf qgiifmt. it aat tme
boiide batnoi, tgoobigf igto
beobie't aigyoat
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Attacking the substitution cipher

| K| = 26! ~ 10%° =~ 288

14%

12%

10%

8%

6%

4%

2%

0%

English letter frequency

d

c umw f

12%

10%

8%

6%

4%

2%

gy pbv Kk |jxq

in tme gan yittande a meiidobten
toilley yoan xetaeen tme nooqt,
mopeney gon an inttant iioe a
xicexottie, any yantey aaav afain
aitm a dcnpinf giifmt. it aat tme
boiide batnoi, tnoobinf into
beobie't ainyoat
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Attacking the substitution cipher

| K| = 26! ~ 10%° =~ 288

14%

12%

10%

8%

6%

4%

2%

0%

English letter frequency

et ao i n s
Vv vvv vy

d

c umw f

12%

10%

8%

6%

4%

2%

gy pbv Kk |jxq

in tme gan yistande a meiidobten
soilley yoan xetaeen tme noogs,
mopeney gon an instant iioe a
xicexottie, any yantey aaav afain
aitm a dcnpinf giifmt. it aas tme
boiide batnoi, tnoobinf into
beobie's ainyoas

36



Attacking the substitution cipher

12%
17| = 26! ~ 1026 ~ 288
10%

8%
English letter frequency
14% 6%
Q

12% 2o

10%
2%
8%
6%
4%
2%

0%

|l ¢ umw f gy pbv K j x g

in the gan distande a heiidobter
soilled down xetween the roogs,
hopered gor an instant iioe a
xicexottie, and danted awav afain
with a dcrpinf giifht. it was tme
boiide batroi, tnoobinf into
beobie's windows

37



Conclusions

« Key space must be large enough
« Ciphertext should not reveal letter frequency of the message

* Is this enough?



Historical approach to crypto development

build — break — fix — break — fix — break — fix ... secure?



Modern approach

Trying to make cryptography more a science than an art

Focus on formal definitions of security (and insecurity)

Clearly stated assumptions

Analysis supported by mathematical proofs

... but old fashioned cryptanalysis continues to be very important!



The one-time-pad (OTP)

K ={0,1}" Is OTP secure?
M = {0,1}"
¢ =1{0,1}" ETKXM->C D:KXC->M
EKM =K®M DK, C) =KD C
0101100100 M 1011101001 C
@ 1110001101 K @ 1110001101 K

= 1011101001 C = 0101100100 M



The one-time-pad (OTP)

K =1{0,1}" Is OTP secure?
M = {0,1}"
¢ =1{0,1}" EKKXM->C D:KXC->M

EK,M=K®M DK,C) =K@ C

Theorem: The OTP encryption scheme has one-time perfect privacy

/Definition (Shannon 1949): An encryption scheme has one-time perfect privacy if for any\
two M;,M, € M andany C € C

Pr[€x(M;) = C] = Pr[Ex(M;) = C]

$
probability taken over the random choice K « X and the random coins used by & (if any)




(One-time) perfect secrecy

« From adversary's POV the ciphertext is uniformily distributed over C

« ( cannot give any information about M!

C =101

Prob K M
000
001
010
011
100
101
110
111




Proof of OTP one-time perfect privacy

7

Theorem: The OTP encryption scheme has one-time perfect privacy

.

~

J

b

Pr[Ex(M;) = C] = Pr[Ex(M;) = C]

$
Qorobability taken over the random choice K < K and the random coins used by & (if any)

Proof. fix My, M,,C € {0,1}"
Need to show: Pr[K @ M; = C] = Pr[K & M, = C]

Pr[K @ M, = C]=Pr[K = M; @ C] = Pr[K = Z{] =2in

Pr[K @ M, = C] = Pr[K = M, @ C] = Pr[K = Z,] =2in

QED

\

efinition: An encryption scheme has one-time perfect privacy if forany M;,M, € M and any C € C




One-time pad — perfect?

« OTP gives perfect privacy...for one message
« What happens if you reuse the same key for two messages?

s DG =KDOM)DK DM, =M DM,

_ Theorem: No encryption scheme can have
* Key is as long as the message perfect secrecy if | K| < |M]
« What happens if it is shorter? \

« Key management becomes very difficult
« Sort of defeats the purpose

* Nothing special about XOR: ROT-K also has one-time perfect privacy
« Why doesn't this contradict what we saw earlier about ROT-K?



Wanted: security definition for symmetric encryption

« Perfect privacy: for any My, M; € M and any C € C:

Pr[€x(My) = C] = Pr[€x(M,) = (]

« Security holds for any adversary (no limit on resource usage)

* Very strict requirements:
« Keys need to be as long as message
« Key can only be used for one message



Wanted: security definition for symmetric encryption

« Perfect privacy: for any My, M; € M and any C € C:

Pr[€x(My) = C] = Pr[€x(M,) = C]

« Security holds for any adversary (no limit on resource usage)

* Very strict requirements:
« Keys need to be as long as message...want keys to be short
« Key can only be used for one message...want to encrypt many messages



Modern cryptography —idea

. v\
putat©”
Cco

« Rerteet privacy: for any My, M; € M and any C € C:

Pr[Ex(My) = C] f Pr[Ex (M) = C]

~

resource bounded

« Security holds forMersary (re-mit-enresedreedsage)

* Very strict requirements:

« Keys-needto-be-astong-as-message...want keys to be short v
« Key-eanr-only-be-usedferone-message...want to encrypt many messages v/



Outline of course
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Symmetric keys Symmetric encryption codes (MAC)

Asymmetric encryption
Asymmetric keys (a.k.a. public-key Digital signatures
encryption)
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Outline of course

Message integrity /

Message privacy authentication

Message authentication

Symmetric keys Symmetric encryption codes (MAC)

Asymmetric encryption
Asymmetric keys (a.k.a. public-key Digital signatures Part Il
encryption)




Much more to cryptography

NiGH Password?
Zero-knowledge proofs ’ g
[] H?

Fully-nomomorphic encryption

Multi-party computation

Blockchain




The security pyramid

A IN 5280 — Security by design
User

IN 5540 — Privacy by design

IN 5290 — Ethical hacking

TEK 5510 — Security in operating systems and software

TEK 5520 — Cyber security of industrial systems
protocols

A TEK 4500 - Introduction to cryptography

Cryptographic mechanisms TEK 5550 — Advanced topics in cryptograpy

53



Discrete probability

the bare minimum

More detail: https://en.wikibooks.org/wiki/High School Mathematics Extensions/Discrete Probability



https://en.wikibooks.org/wiki/High_School_Mathematics_Extensions/Discrete_Probability

Discrete probability

X — afinite set (e.g. X = {0,1}")

-

Definition: A probability distribution over X is a function Pr : X’ — [0,1] such that

z Pr(X] = 1

K XeX
X = {0,1}2 = {00,01,10,11}
1 1 1
0.8 0.8 0.8
= 06 = 06 0.6
04 £ 04 04
0.2 0.2 I 0.2
0 0 ] ] 0
00 01 10 11 00 01 10 11 00 01 10 11

Pr[00] = 1/4 Pr[00] = 1/4 Pr[00] = 0

Pr[01] = 1/4 Pr[01] = 1/8 Pr[01] = 1

Pr[10] = 1/4 Pr[10] = 1,2 Pr[10] = 0

Pr[11] = 1/4 Pr[11] = 1/8 Pr[11] = 0

Uniform distribution

Point distribution




Discrete probability

« Asubset A € X is called an event and Pr[A] = Y.y PriX]

« The complement of A is X \ 4 and denoted 4

« Fact: Pr[A] = 1 — Pr[A4]

- Example: X ={0,1}8
A={Xe X | X=1lxxxx}c X

With the uniform distribution over X, what is Pr[A]?

Answer: Pr[A] = Pr[1100 0000] + Pr[1100 0001] + ---+ Pr[1111 1111]
=26.1/28
= 1/22
=1/4




Union bound and independence

« Union bound: For events A and B in X:

Pr[A U B] < Pr[A] + Pr|[B]

« Events A and B are independent if Pr[A and B] = Pr[A] - Pr[B]




Law of total probability

« Conditional probability

Pr[A | B] > Pr[A4]

Pr[A1C]=0

« Total probability:

Pr[A] = Pr[A | E,] - Pr[E,]
+ Pr|A | E5] - Pr[E,]

| +Pr[A | E,] - Pr[E,]

~— ="




Randomized algorithms

« Deterministic algorithm:

y < A(x)

« Randomized algorithm:

y « A(x;T)
y & AQ)

$
where r « {0,1}"

Inputs Outputs
4 )
s b
A(x)
N J
4 )
*
O ([ Xk
X
o -
X




Next week

« Block ciphers

* Pseudorandom functions and pseuorandom permutations

« DES, AES



