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Basic goals of cryptography

Message integrity /

Message privacy authentication

Message authentication

Symmetric keys Symmetric encryption codes (MAC)

Asymmetric encryption
Asymmetric keys (a.k.a. public-key Digital signatures
encryption)




Encryption schemes — syntax

A symmetric encryption scheme is a triple of algorithms £ = (KeyGen, Enc, Dec)

 Key space K
 Message space M

-
« Ciphertext space C

$
[KeyGenJ
\_

$
Correctness: for all K < KeyGen and all M € M.

Dec(K,Enc(K,M)) = M

~

.

Adversary

v

ecC

KeyGen and Enc may be randomized ($), but Dec must be deterministic



Symmetric encryption — security definition

 When is an encryption scheme secure?
« Some suggestions:

« P1: Should be hard to obtain K from Ex(X) for secret K

« P2: Should be hard to obtain K from Ex(X;), Ex(X,), Ex(X3) ...

« P3: Should be hard to obtain X from Ex(X)

« P4: Should be hard to obtain any X; from Ex(X;), Ex(X,), Ex(X3) ...
« P5: Should be hard to learn any bit of X from E(X)

« P6: Should be hard to detect repetitions among X4, X5, ... from Ex(X,), Ex(X5), ...
« P7: ...



Electronic Code Book (ECB) mode

Block cipher: € : K x {0,1}" - {0,1}"

M, M, M,
£ £ £
C, c, Cs




ECB problem

Plaintext ECB encrypted Properly encrypted

« Problem:M; =M, = ;=0
« Example: M = {Yes,No} M = {Buy,Sell} M = {Launch, Don’tlaunch}



Modern cryptography —idea

. v\
putat©”
Cco

« Rerteet privacy: for any My, M; € M and any C € C:

Pr[Ex(My) = C] f Pr[Ex (M) = C]

~

resource bounded

« Security holds forMersary (re-mit-enresedreedsage)

* Very strict requirements:

« Keys-needto-be-astong-as-message...want keys to be short v
« Key-ean-only-be-usedferone-message...want to encrypt many messages v/



IND-CPA — indistinguishability against chosen-plaintext attacks

EXpian—cpa (A)

e

$
b« {0,1}

$
K < X.KeyGen
b« A0

?
return b’ = b

R {0,1}Ml

Co < Z.Enc(K,R)
C; < X.Enc(K, M)
return G,

World 1 i World 0

Input M:
return . Enc(K, M)

= “Q\f

Input M:
return . Enc(K, $)

-
<.

N\
,\'\ .
g RS

(Definition: The IND-CPA advantage of an adversary A is

Advi"PA(4) = |2 Pr [Exp”‘d PA(4) > true] - 1|

\_

J




IND-CPA — indistinguishability against chosen-plaintext attacks

EXpian—cpa (A)

World 1 ; World 0
L bifo Input M: T —
5K i % ey Ce return X. Enc(K, M) &1 return %. Enc(K, §)
3. b« A%0
4.

?
return b’ = b

Advy"""P*(4) ~ 1 = adversary is doing well

Intuition: Z is IND-CPA secure
if Advy “"P2(A) is “small” for all
“practical” A

Adv;nd_Cpa(A) ~ 0 = adversary is doing poorly

Definition: The IND-CPA advantage of an adversary A is

Advi"PA(4) = |2 . Pr [Expiznd_Cpa(A) N true] - 1|

J




Example: IND-CPA insecurity of ECB mode

ind-cpa
. - EXpgcpe) (4)
Adversary A 0 0 "
1. b «<{0,1}
1. Query &(-) on 0™||0" £ — v 2 K & ECB KeyGen
2. Receive back C = (4 ||C ' ! 50
111G gK EK 3. b« A ?
3. if C; = C, output 1 4 returnb’ = b
4, else, output 0 v v E(M)
C, C,
$
1 R <{0,1}!M
2. Co < ECB.Enc(K,R)
3. C; < ECB.Enc(K, M)
4 return C,




Example: IND-CPA insecurity of ECB mode

o

Query E(-) on 0™||0™
Receive back C = C,||C;
if C; = C, output 1

= W N

else, output 0

ind-cpa

Pr [EXPECB[S] (4) = true]

Pr[b’ = b]

On

g(.) v \ 4
gK EK

(4 (;

Pr[b'=01b=0]-1/2 +Pr[b'=11b=1]-1/2

(1-Pr[C,=C, | b=0]+

1

1

1

1 —

DN =

)-1/2
)-1/2

1
o =1

1
o 2n+1

—
[':XI’IEHCB[C(f:‘p]a (4)

$
1 b «<{0,1}

$
2. K < ECB. KeyGen
3. b« A%O
4

?
returnb’' = b

1 R {0,1}!M

2. Coy < ECB.Enc(K,R)
3. C,; < ECB.Enc(K, M)
4 return C,




Example: IND-CPA insecurity of ECB mode

ind-cpa
3 ) EXpECB[Sp] (4)
Adversary A 0 0 "
o 1. b« {0,1}
1. uery £(-) on 0"]|0 $
Query £() I g() Y X 2. K < ECB.KeyGen
2. Receive back C = C,||C; Ex Ex 3. b« A0
5
3. if C; = C, output 1 4 returnb’ = b
4, e]se, Output 0 v v S(M)
C, c,
$
1 1 R <{0,1}!M
Pr[Exp2%:P2(4) = t =1- 2. C, < ECB.Enc(K,R)
[ |EXPEce ruef = on+l ' 0 ' '
3. C,; < ECB.Enc(K, M)
4

return C,

ind- ind- 1 1
Adv;nd cpa(A) = |2 . Pr [Explznd cpa(A) = true] — 1| = ‘2 . (1 — 2n+1> _ 1‘ =1 — o ~ 1




Consequences of the definition

« An IND-CPA secure scheme cannot be deterministic

* IND-CPA security implies other properties that we want:
« P1: Should be hard to obtain K from Y « E,(X) for secret K
« P2: Should be hard to obtain K fromY,, Y,,... whereY; « Ex(X;)
« P3: Should be hard to obtain X from Y « Ex(X)
« P4: Should be hard to obtain any X; fromY;, Y,, ... where Y; « Ex(X;)
« P5: Should be hard to learn any bit of X from Y « Ex(X)
« P6: Should be hard to detect repetitions among X4, X,, ... from Y, Y5, ...

« But does it give us all the properties we want? l.e., is IND-CPA the "master property"?



Semantic security

« The conceptually "right" definition

« High level idea: an encryption scheme is semantically secure if by observing a ciphertext C
the adversary learns nothing about the plaintext (except its length)

« Harder to formalize; IND-CPA easier to work with

Gheorem: (Goldwasser & Micali '83) A

An encryption scheme X is IND-CPA secure < X is semantically secure.




Length-leaking attacks

« Google maps
« World regions have unigue "fingerprints" based on length of data (based on map tiles)

« Variable-bitrate encoding
« Can e.g., fingerprint movies streamed over Netflix

« To combat length-leaking attacks: message padding
« Can be expensive
« Supported in TLS, but seldom used
« Used by TOR



LA ] [&] LS ] [5]

| Ai+1‘ | EJ+1| | C|+1| ‘ Di+1|

Constructing symmetric
encryption schemes



How to achieve non-deterministic encryption?

« Randomized encryption
« Coins flipped internally by the algorithm

* Nonce-based encryption
Encryption scheme itself is deterministic
Non-determinism injected from the outside

Plaintext

Ciphertext
(" )




CTR$ mode

ctr+l ctr+2 ctr+3
l ! l
Ek Ek Ek
keystream
D
M
C




CTR$ mode

ctr+1 ctr+2 ctr+3
} } }
Ek €k €k
l 1 l
keystream ]_
D
M ]
C ]




CTR properties

(\‘50«\\\J
2Q @
Fully parallelizable L
Inverse direction of £, not needed i
« Can use a PRF instead of a PRP
Key stream can be generated in advance M

No padding needed for messages not a multiple of block length

What about security?

ctr+1

|

!

ctr+2

|

€k

!

keystream

D

aln |=




Modern approach to cryptography

Trying to make cryptography more a science than an art

Focus on formal definitions of security (and insecurity)

Clearly stated assumptions

Analysis supported by mathematical proofs



Security of CTR$ G Logic 101
A=>B

(Theorem (idea): is equivalent to:
If F:{0,1}* x {0,1}" - {0,1}" is a secure PRF then CTR$[F] is IND-CPA secure. A<B

S
1\ J
II equivalent!

(- )

Theorem (idea):

If CTRS$[F] is not IND-CPA secure then F is not a secure PRF.

g J




Security of CTR$

-

Theorem (idea):

If CTRS$[F] is not IND-CPA secure then F is not a secure PRF.

\_

Proof idea;

ind-cpa

« CTRS$[F] not IND-CPA secure = there exists adversary A with good advantage AdVerpgrr (A)

« Can use Ato create a new adversary B that has good advantage Adv,?rf(B) against F
— F is not a secure PRF!



Security of CTR$

and asks at most g queries (each of £ blocks), there is a PRF-adversary B such that

2

4
1nd -Ccpa prf

where B runsintime tg = t, + O(n - gf) and asks at most gz = qf PRF-queries.

\_

/Theorem (actual): For any IND-CPA adversary A against CTR$[F] that runs in time t, \

J




Security of CTR$

/Theorem (actual): For any A
there is

AdVerpgir

\_

2

4
ind- Cpa(A) <Ad prf(B)+_

271

~

B such that

F secure PRF = Adv>"(B) ~ 0

= Advgrh () < &

= Advgrnehi (4) = 0 (gt « 2m/2)

CTR$[F
= CTRS$[F] is IND-CPA secure!

Example: AES-128

n =128 ~ 70 TB

£ =2°=~1KkB

q — 24-0

Adv ind- Cpa(A) (24—0)2 . 26 B 286 B 1
CTR$[F] = 2128 - 2128 - 242




Security of CTR$ — proof idea

Theorem: For any 4 ... there is B such that EXP irs. - (A)
q*?
Adv ind-cpa A) < Adv prf B 1 * 1 b<—{0,1}
CTR$[F]( ) ( ) + AL 2. KiCTR$.KeyGen
3. b’ « A0
M 4 return b’ = b
E(M)
M[1] M[2] M|[3] M[?£] L udonm
2. Co < CTRS$.Enc(K,U)
@ 3. C; < CTRS$.Enc(K, M)
4 return C,
Fx(R+1) Fx(R + 2) Fgx(R + 3) Fx(R + ¥)
C[1] C[2] C[3] Cl?]




Security of CTR$ — proof idea

Theorem: Forany A4 ...

there is B such that

1nd cpa
Pcrrs (A)

pe {0,1}
$
K < CTRS. KeyGen

q*f
Ad g.}fimc[ll):?(/l) < Adv prf(B) + Z_n
M
M[1] M[2] M|3] M[£]
D
(R+1) (R+2) (R+3) (R+ )
C[1] C[2] C[3] C[£]
¢ $

p < Func|n, n]

1

2.

3. b« A0
?

4 return b’ = b

1 pa {0,13!M

2. Co < CTRS$.Enc(K,U)
3. C; < CTRS$.Enc(K, M)
4 return C,

~ Fy by PRF-security



Security of CTR$ — proof idea

Theorem: Forany A4 ...

there is B such that

1nd cpa
Pcrrs (A)

pe {0,1}
$
K < CTRS. KeyGen

q*f
Ad g.}fimc[ll):?(/l) < Adv prf(B) + Z_n
M
M[1] M[2] M|3] M[£]
D
(R+1) (R+2) (R+3) (R+ )
C[1] C[2] C[3] C[£]
¢ $

p < Func|n, n]

1

2.

3. b« A0
?

4 return b’ = b

1 pa {0,13!M

2. Co < CTRS$.Enc(K,U)
3. C; < CTRS$.Enc(K, M)
4 return C,

~ Fy by PRF-security



Security of CTR$ — proof idea

Theorem: For any A ... there is B such that

1nd cpa
Pcrrs (A)

b <— {0,1}

$
K < CTRS. KeyGen
b« A0

?
return b’ = b

pa {0,13!M

Co < CTRS$.Enc(K,U)
C; < CTRS$.Enc(K, M)
return C,

q*f
AAVEREI(A) < Adv"(®) + Lo
M
M[1] M|[2] M|3] M£]
D
p(R+1) p(R +2) p(R +3) p(R+7¥)
/ clel

\/// $

OTP p < Func[n, n]

~ Fy by PRF-security




Security of CTR$ — proof idea
The( Exppnns’ (4)
$
£0) 1 b <{0,1}
— . R, R{+1 -+ R+ 74
Ml RlHCl . : ' ' 2, KiCTR$.KeyGen
£0) 3. b’ «— A0
M2|_) RZHCZ : Rz R2+1 R2+2 R2+‘€ 4 returnb’;b
: E(M)
EC) s |M| --------
M. —— R.IIC, : R R.+2 - R +2¢ 1 U«<{0,1}
! q” ! ! ! ! 2 603{0,1}IM|
- 3. cli{o,l}lMl
4 return C,
p(R+1) p(R +2) p(R +3) p(R+7¥)
Event Coll:

Ri+j=Ry+j" =pR+j)=pRy+j)=P

= Gl D GlL'T=CP & MDD P S My [j'D =MjIS Mj]

+ by PRF-security




Security of CTR$ — proof idea

[R,-,R;-+1,... ] [Rl-,Ri+1,... ] [Rk,Rk+1,... ]




Security of CTR$ — proof idea

[R,-,Rj+1,... [Ri,Ri+1,]... ] [Rk,Rk+1,... ]




Security of CTR$ — proof idea

?

[RZ,R2+1,... ]

Pr[Coll] = Pr|Coll; Vv Coll, V -+ V Colly]

< Pr[Coll;] + Pr[Coll;] + -+ + Pr[Coll,]

24
< 0+2—n



Security of CTR$ — proof idea

?

[ Rl[ RyRa+1, ... ]

Pr[Coll] = Pr|Coll; Vv Coll, V -+ V Colly]

< Pr[Coll;] + Pr[Coll;] + -+ + Pr[Coll,]

< 0 27 2-2¢
= +2_n + on




Security of CTR$ — proof idea

' | = 4 —

[_R[R4,R4+1,... ] [R3,R3+1,... [R4,R4+1,...

Pr[Coll] = Pr|Coll; Vv Coll, V -+ V Colly]

< Pr[Coll;] + Pr[Coll;] + -+ + Pr[Coll,]

<o L2 220 328
= Ut T om T




Security of CTR$ — proof idea

£ | - f —— { — } ?

[Rl, R +1, .. ] [R3,R3+1, ][ Ry R +1, ... ] [RZ,R2+1,

Pr[Coll] = Pr|Coll; Vv Coll, V -+ V Colly]

< Pr[Coll;] + Pr[Coll;] + -+ + Pr[Coll,]

< g L X, 22 32 (g—1)-2¢
< tom b o o et o
24
=2—n-(1+2+3+---+(q—1))
\q(q—l)
q*t 2

S_
21’1



Security of CTR$ — proof idea

Theorem: For any A ... there is B such that

1nd cpa
Pcrrs (A)

pe {0,1}
$
K < CTRS. KeyGen

q%?
AdVERER () < Adv2(B) + T
M
M[1] M[2] M[3] M[#]
D
p(R+1) p(R +2) p(R +3) p(R+7¥)
C[1] C[2] C[3] C[£]
¢ $

p < Func|n, n]

1
2.
3. b« A0
4

?
return b’ = b

$
Co < {0,131l

1
2
$
3. C, < {0,1}Ml
4 return C,

~ Fy by PRF-security



Nonce-based encryption

Enc: K XM - C
Enc(K,M) = Encg (M)

Enc: K X N XM ->C
Enc(K,N,M) = Encg (N, M) = Enc¥ (M)

How to create the nonce?

- Randomly (also called IV-based)
- Counter
- Combination

M "3
— Enc =
K —. ¢

Randomized

Nonce-based

Deterministic



Nonce-based encryption — new syntax

Nonce-based
Enc: K XN XM - C

N .,
Enc(K,N, M) = Encg (N, M) = Ency (M) M —{ Enc C
K —
* Encis now a deterministic function
. . - $
* Non-determinism comes from varying N M — Enc C
K —

« Choose N at random = recover probabilistic notion
Randomized



CTR$ vs. (hnonce-based) CTR

CTR$[E]. Enc(K, M) CTR[E]. Enc(K, N, M)
$
1 ctr <{0,1}" 1 ctr « N
2 Co « ctr 2 Co < ctr
3. fori=1,..,¢2do VS. 3. fori=1,..,¢2do
4 C; « Ex(ctr+1i) @ M; 4 C; « Eg(ctr+1i) @ M;
5 return Cy||Cy]|| -+ || Cp 5 return Cy||Cy|| -+ ||Cp




Nonce-based CTR — IND-CPA security

Kl'heorem (CTR): For any IND-CPA adversary A against CTR[F] that runs in time ¢,
and asks at most g queries (each of ¢ blocks), there is a PRF-adversary B such that

ind-cpa prf
Adverpp (A) < Adv; (B)

\vvhere B runsintime tz = t, + O(n - g¥) and asks at most qg = qf PRF-queries.

~

J

VS.

Kl'h eorem (CTRS):

q“¢

ind-cpa prf
Adv (A) < Adv, (B) + o

CTRS$[F]




CBC$ - Cipher Block Chaining mode

N
\Ma‘,\do(“
AN
(v ) M ) ((m ] M
D N N
| D Ny, Ny,
| | !
: Ex Ek Ek
|
|
|
Lo | (a ) (e ] o




CBC$ - Cipher Block Chaining mode

e
N
(w ) () () (m ] (m ] My My u3_] M
N Wa) N N ) M ) )
| NV N v N D NV D NV
I 4
| Ex Ex Ex Ex G e €kt &kt
|
(o) (e ] (e ) (Ca] LG Gy G, Le | Lo )




CBC

Theorem: IND-CPA secure for random IV

(assuming € is a good block cipher) o
\)\0\(‘(6(\ \

([ w M, LM M [ m,
Not IND-CPA secure for nonce-based IV T 2 3 T
> >N V4A) A
« (exercise: show this) | | I | |
: Ex Ex Ex Ex

. I

Not parallelizable; cannot precompute values |
(a c, Le | Cs (e

Inverse of block cipher €& needed for decryption
Padding needed for messages not a multiple of block length

...historically one of the most used modes-of-operation




IND-CPA — Indistinguishability against chosen-plaintext attacks

World 1 World 0
Input M: Input M:
return X. Enc(K, M) return X. Enc(K, $)

I’m in World b’



IND-CCA - Indistinguishability against chosen-ciphertext attacks

World 1 World 0
Input M: Input M:
return X. Enc(K, M) return X. Enc(K, $)
=
Input C: %& Input C:
return 2. Dec(K, C) 2 return 2. Dec(K, C)

I’m in World b’

Restriction: not allowed to query Dec(K, C)
after an Enc(K, M) call returned C




IND-CCA

* None of the schemes we have looked at today are IND-CCA secure
« Attacks are easy to demonstrate (exercise)

 New technigques are needed

* Next week: message authentication codes



