Lecture 10 — Diffie-Hellman key exchange lll,
computational aspects, Noise

TEK4500
01.11.2023
Hakon Jacobsen
hakon.jacobsen@its.uio.no



mailto:hakon.jacobsen@its.uio.no

Diffie-Hellman

A% (
4‘&’} Key %%E

exchange



Diffie-Hellman — security

$
a<{1,..1Gl}
7 « B¢ = gab
Examples
© G=(Zy+)
e G = (Z*,-)

+ 6= (E(F,). )

G =(g)
A=g°
>
— b
< g
not secure
secure for |Z;| large enough

secure for |E(F,)| large enough

1

$
b<{1,..,1Gl}

Z<—Ab=gab

(conjectured)
(conjectured)



Diffie-Hellman in (Z3,-

17125458317614137930196041979257577826408832324037508573393292981642667139747621778802438775238728592968344613589379932348475613503476932163166973813218698343816463289144185362912602522540494983090531497232965829

p =  53652450726984882565831142029933592229570974326750832252596677395039491925757684203877163274204414247105350985012360588381585716266691777519349615737265619555830572700989127600651400040936587721817138831992389630
9377791762590614311849642961380224851940460421710449368927252974870395873936387909672274883295377481008150475878590270591798350563488168080923804611822387520198054002990623911454389104774092183

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

mod p

i{l ..p}

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

~ 2204-8

i{l ..p}

B 2 5501309561942770687524

mod p

A

/< 2

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059
286460994117232454266225221932305409190376805242355191
256797158701170010580558776510388618472802579760549035
697325615261670813393617995413364765591603683178967290
731783845896806396719009772021941686472258710314113364
293195361934716365332097170774482279885885653692086452
966360772502689555059283627511211740969729980684105543
595848665832916421362182310789909994486524682624169720
35911852507045361090559

X

665680077810100734070476416898417408020670352441378967
997224101900193957211854827569676933273935982997835638
067380762809024311842715496660113976613131478051784487
322446809608196031803691263486170912693625523249742383
264476433978409434004770395167011614217279552198029936
108023398643999746539201834933168220864789880837484536
563067997761270826642223539437541791058416731683176995
365899867720283590420932417377927106884773199080517477
615608675490982255098980545292032908358093913531433702
049429047413071525556307299541445514389721222256380833
743627991333762777307118317040885305789910094293548481
5501309561942770687524

mod p



Big-number arithmetic

323170060713110073003389139264238282488179412411402391128420097514007417066343542226196894173635693471179017379097041917546058732091950288537589861856221532121754125149017745202702357960782362488842461894775
Cl, 876411059286460994117232454266225221932305409190376805242355191256797158701170010580558776510388618472802579760549035697325615261670813393617995413364765591603683178967290731783845896806396719009772021941686
47225871031411336429319536193471636533209717077448227988588565369208645296636077250268955505928362751121174096972998068410554359584866583291642136218231078990999448652468262416972035911852507045361090559

665680077810100734070476416898417408020670352441378967997224101900193957211854827569676933273935982997835638067380762809024311842715496660113976613131478051784487322446809608196031803691263486170912693625523
l) —_— 249742383264476433978409434004770395167011614217279552198029936108023398643999746539201834933168220864789880837484536563067997761270826642223539437541791058416731683176995365899867720283590420932417377927106
8847731990805174776156086754909822550989805452920329083580939135314337020494290474130715255563072995414455143897212222563808337436279913337627773071183170408853057899100942935484815501309561942770687524

a+b

Il
-9

Time complexity: 0(n)

64 bit addition

carry carry




Big-number arithmetic

323170060713110073003389139264238282488179412411402391128420097514007417066343542226196894173635693471179017379097041917546058732091950288537589861856221532121754125149017745202702357960782362488842461894775
Cl, —_— 876411059286460994117232454266225221932305409190376805242355191256797158701170010580558776510388618472802579760549035697325615261670813393617995413364765591603683178967290731783845896806396719009772021941686
47225871031411336429319536193471636533209717077448227988588565369208645296636077250268955505928362751121174096972998068410554359584866583291642136218231078990999448652468262416972035911852507045361090559

665680077810100734070476416898417408020670352441378967997224101900193957211854827569676933273935982997835638067380762809024311842715496660113976613131478051784487322446809608196031803691263486170912693625523
l) —_— 249742383264476433978409434004770395167011614217279552198029936108023398643999746539201834933168220864789880837484536563067997761270826642223539437541791058416731683176995365899867720283590420932417377927106
8847731990805174776156086754909822550989805452920329083580939135314337020494290474130715255563072995414455143897212222563808337436279913337627773071183170408853057899100942935484815501309561942770687524

ab=7? carry carry
Time complexity: 0(n?) a, Qan_q e oag a, a, ag

bp| [bn-1 o bs | [ b2 | Paf [ Do

anby an_1byg azby azby a;by agby

anby an-1by azby aiby agby
anb, an_1b =+ azb, aib, apb
nY2 Un-1b2 2¥2 1%z *0ov2 64 bit multiplication
64 bit addition
+ apbp an-1by az by aiby,  agby

= Con Con-1 C3 C2 €1 Co



Big-number arithmetic

— 64 bit —
a, a, a, ao
— 64 bit —]
b, b, by 2
Algorithm Input Output Time
ADD a,b a+b O(n)
MULT a,b ab 0(n?) O(nlogn)*
MOD a,p a mod p 0(n?)
MOD-INV a a ! modp 0(n?)

* 713739807325663489766475852620783120641
n>?2



Diffie-Hellman — computations

. (Z*,-)

* Find prime p (one-time)

- Find generator (g) = (Z3,) (one-time)

« Compute g*modp = gg -+ g modp (every DH exchange)
Multiply x - y

Group exponentiation g¢

* (E(Fp)' +)

Find prime p (one-time)
- Generate curve y? = x3 + ax (one-time)
- Find curve group ordet}£(F,)| (one-time)
* Find generator (one-time)

« ComputeaQ =Q+Q+--+0Q (every DH exchange)
Point addition ;: m).ﬂ/ s

v

b5




Computing in groups — exponentiation

Goal: compute g™ € G

323170060713110073003389139264238282488179412411402391
128420097514007417066343542226196894173635693471179017
379097041917546058732091950288537589861856221532121754
125149017745202702357960782362488842461894775876411059

286460994117232454266225221932305409190376805242355191
n 256797158701170010580558776510388618472802579760549035
A 697325615261670813393617995413364765591603683178967290

. Ve ~ 731783845896806396719009772021941686472258710314113364
N alve a ro aC h . n __ fo) o O ¢¢¢ O 293195361934716365332097170774482279885885653692086452
p p . g - g g g g 966360772502689555059283627511211740969729980684105543

595848665832916421362182310789909994486524682624169720

2 35911852507045361090559 d

* Running time: n group operations n
. (Z* ) n ~ 2048
. ~ 256 890802873957740768864044652762626807642
° (E(Fp)) +)' n ~ 2 9734781889264171995947063?357066012729 * Q
« Not feasible



Computing Iin groups — exponentiation; square-and-multiply

Goal: compute g" € G g*s

n = (b5b4b3b2b1b0)2 43 = 1010112

A bs - 25 +by - 2% +by - 2% +by - 22 +by - 21 +by |

ye<e y e

y < y?oghs = g"s yey?og =g

y « y2 o ghs = g2bs+ba y «y%og° = g2

Yy « y2 o gb3 — g22b5+2b4+b3 y « yz ° g1 _ g4+1 _ gs
y « y? o gP2 _ 923b5+22b4+2b3+b2 y « y2ogo = glo

y « y? o gh _ g24b5+23b4+22b3+2b2+b1 y « y2o gl = g20+1 = 421

y < y?o gbo _ d25b5+24b4+23b3+22b2+2b1+b0 y «y%ogl = g*?tl = g3




Computing Iin groups — exponentiation; square-and-multiply

Goal: compute g" € G g*

n = (b5b4b3b2b1b0)2 43 = 1010112

A bs - 25 +by - 2% +by - 2% +by - 22 +by - 21 +by |

ye<e
y «yZo gbs — gbs Square&Multiply(g € G ,n € Z)
y - yz o gb4- _ 92b5+b4 1 n = (bk "'blbO)Z
2 ye<e
y—y2o gb3 _ gzzb5+2b4+b3 3. fori =k czlowgto 0do
4. ye<yiegt
y « y2 o gbz — g23b5+22b4+2b3+b2 Z return y
y « y2 o gb1 — gz4b5+23b4+22b3+2b2+b1

y « y? o gho _ d25b5+24b4+23b3+22b2+2b1+b0




Square-and-multiply

+ (Z)
* Naive exponentiation: On) =p ~ 2048
« Square-and-multiply: O(log, n) = log, p ~ 2048

+ (E(Fp).+)
- Naive "exponentiation” (i.e., point multiplication nQ):  0(n) = |E(F,)| ~ 2256

« "Square-and-multiply" (i.e., double-and-add): O(log, n) ~ log,|E(F,)| ~ 256



Side-channel attacks — power analysis

0] < @ @ o @ @ < %) ) <
& 5 oS s & & & &< 8 & Iy &
N S S & & 8 &8 S & & S

) Y & o 9 O o S o9 2 <

1 1 |0|0|0|0 1
1 '| W | N il el
" l f'n‘ ||! | . Square&Multiply(g € G ,n € Z) |
Lo AT ‘
ol ]w“ !"J|.‘l|l 'Jl ‘{ '“l \,m 1. n = (by ...b1by)>
| ” ' U fl | | “H ’ 2. y<e
'JI A‘J ‘ ]\‘ 3. fori = k downto 0 do \ —
I I“ 1 LK y «y2ogh
-1 i ‘ 5. "
‘ . l 6. return y
............ e RER PR S S I —
0 10 20 30 40 50 60

Cryptographic device
(e.g., smart card and reader)

Waveform
data

Oscilloscope Qo=
Computer

Square&Multiply(g € G ,n € Z)

L

n = (bk "'blbO)Z

y<e

fori = k downto 0 do
y < y?
if b; = 1 then

y<yeg
returny




Mitigations

Power (and time) difference between b; =0 and b; = 1

Solution: Square-and-Always-Multiply

Square-and-always-Multiply(g € G ,n € Z)

n = (by ... b1by),

y<e
fori = k downto 0 do
y « y?
zZ<yog
if b, = 1 then
yez
return y

PN E W=

Wastes computations: = t/2 of multiplications thrown away

Better solutions exist

o

S FEEF L L LD
F'E FEFS S S S
‘ 1 |o 0 ,o o) 1 Jo ‘ 1 |
i l\ | | (|; |
!” ;\’f.nﬂ' (WNE 0
L ,‘ilw“ \ n"f" “'\“J?‘.\' ‘M‘I"!“
[\ ul\ [ [ 'H“I} \"‘P \“’ il “‘\'\“ N (] y“‘}‘ HJ
1| ‘”\‘F‘M‘\ \.“‘l\‘" H' k ‘ I "| ,W\‘
w“\"‘ \1“ ‘7““ M | wux”‘ ‘ ‘M\ ‘H.‘
CIET 1(RIIAA
| | L ' | | ‘h ‘ ,‘ iJl HJ
| |
0 10 2‘0 3 0 0 E;O

Square&Multiply(g € G ,n € Z)

1. n = (by ...b1by),

2. y<1

3. for i = k downto 0 do
4. y < y?

5. if b, = 1 then

6. yeyeg

7. return y




Diffie-Hellman — computations

. (Z*,-)

* Find prime p (one-time)
- Find generator (g) = (Z3,) (one-time)
« Compute g¢ = gg--g modp (every DH exchange)

Multiply x - y modp

* (E(Fp)' +)

Find prime p (one-time)
« Generate curve y2 = x3 +ax + b modp (one-time)
- Find curve group order |E(F,)| (one-time)
* Find generator Q (one-time)
 ComputeaQ =Q+Q+--+0Q (every DH exchange)

Point addition

| EF),+ L
Qe |

P oe q

5 e

. Ce

v

b5




Finding large prime numbers

We need large prime numbers for both (Z;,-) and (E(F,), +)

No efficient "prime-generating" formula is known

Simple idea: pick random number and check if it's prime

Efficient? = What is the success probability?

Depends on the ratio primes / hon-primes

def n = n
m(n) = "#prime numbers < n

(n) 1

Prime Number Theorem; — ~ —
n Inn

2048 bit number: ~ 700 trials needed

n | 100 | 1000 | 106

10° |

GenPrime(k)

1. while true do

$
2. n < odd k bit integer

=

if IsPrime(n) then
4. returnn

m(n) 1 1

~

n  In22048 ~ 1400

102 | 101

(n) ‘ 25 ‘ 168 ‘ ~ 103

~ 10° ‘

~10° | ~10%




Finding large prime numbers

GenPrime efficient?

Naive IsPrime(n):

Want: a simple property which only holds for prime numbers

prime-to-non-prime ratio v

IsPrime(n)

3 divides n?
5 divides n?
7 divides n?

|vn| divides n?
n is prime!

Very inefficient:

Not prime
Not prime

Not prime

Not prime

n ~ 22048 /ﬂ(n ~

22048

In 22048

~ 21000

GenPrime(k)

1. while true do

$
2. n < odd k-bit integer

=

if IsPrime(n) then
4, returnn




Fermat’s theorem

(. . . ..
Theorem: if (G,0) is a finite group, then for all g € G:

glol = ¢

&

(z;,)={12,...p -1} Zy|=p—-1

4 .
Fermat’s theorem: if p is prime, then for all a # 0 (mod p):

aP~! =1 (modp)

&

A B
pis prime = all a #+# 0 mod p satisfy Fermat's theorem

p is not prime < some a # 0 mod p does not satisfy Fermat's theorem

A B



Fermat primality test

4 . )
Fermat’s theorem: if p is prime, then for all a # 0 (mod p):
2560 = 1 mod 561
aP~! =1 (modp) 3560 = 1 mod 561
\_ J
4560 = 1 mod 561
IsPrime(n) :
5 —
1. fora€{23,..,t}do Integers 560°%" = 1 mod 561
2 ifa® ! # 1 modn then
3. return false . Carmichael 561 =3 - 187
4. return true numbers

IsPrime(n) = true

IsPrime(n) = false

Better tests exist:
- Euler-test (Solovay-Strassen algorithm)

- Strong pseudoprime-test  (Miller-Rabin algorithm) [sPrime(n) = true



Finding primes

IsPrime(n) // Fermat IsPrime(n) // Solovay-Strassen IsPrime(n) // Miller-Rabin

1. fora€{23,..,t}do 1. fora€{2,3,..,t}do 1. fora€{2,3,..,t}do

2. if =FermatTest(a, n) then 2. if mEulerTest(a,n) then 2 if =StrongTest(a,n) then
3. return false 3. return false 3. return false

4. return true 4. return true 4. return true

Integers

FermatTest(a,n) = true
Fermat pseudoprimes

EulerTest(a,n) = true

[ J

ﬁ)seudoprimes StrongTest(a,n) = true

[ J
. Strong
pseudoprimes

FermatTest(a,n) = false +——___

EulerTest(a,n) = false /

StrongTest(a,n) = false

FermatTest(a,n) = true

EulerTest(a,n) = true

StrongTest(a,n) = true




Finding primes in practice

« Miller-Rabin most used in practice

. . 1
« Failure probability < :

« What about deterministic primality tests?
* Open problem for a long time
« Agrawal, Kayal & Saxena '02: "PRIMES is in P"
« Original running time =~ 0 (k'?)
« Quickly improved to = 0(k®)

IsPrime(n) // Miller-Rabin

fora € {2,3,...,t}do
if =StrongTest(a,n) then

1.
2.
3. return false
4. return true

Annals of Mathematics, 160 (2004), 781-793

PRIMES is in P

By MaNINDRA AGRawaL, NEERAT Kavar, and NITIN Saxena®

Abstract

We present an unconditional determinisiic polynomial-time algorithm that
determines whether an input number is prime or composite.

1. Introduction

Prime numbers are of fundamental importance in mathematics in general,
and number theory in particular. So it is of great interest to study dillerent
properties of prime numbers. Of special interest are those properties that
allow one to determine efficiently if & number is prime. Such efficient tests are
also uselul in practice: a number ol eryplographic protocols need large prime
numbers.




Finding generators

« Easy in prime-order groups 4
« All non-identity elements are generators! Lagrange's theorem:

if H < G then |H| divides |G|

- (Z)
* Not prime-order!
« Common in practice: pick element at random; check if generator



Diffie-Hellman — computations

. (Z*

)

Find prime p

- Find generator {(g) = (Z;,")

+ (E(

Compute g* = gg ---g modp

Multiply x - y modp

Fp),+)
Find prime p

Generate curve y? = x3 + ax + b modp
Find curve group order |E(F,)|

Find generator Q

Compute aQ =Q+Q+ -+ Q

| EF),+ L
Qe |

: P R

- e

. Ce

Point addition

(one-time) 2 g“ i

(one-time) A P { 4

(every DH exchange) b Y y :
gab gab

(one-time)

(one-time)  Tricky! Standardized choices (NIST P-256, Curve25519)
(one-time)  Tricky! (Schoof's algorithm)  |E(F,)| # p (typically)
(one-time) Easy! |E(Fp)| usually prime
(every DH exchange) (or close to prime)



Attacking Diffie-Hellman



Diffie-Hellman — man-in-the-middle attack

$ B $
a<{1,..,1G[} < b<{1,..,|G|}




Diffie-Hellman — man-in-the-middle attack

$
a—{1,..,1G[} <




Diffie-Hellman — man-in-the-middle attack

C Lo ¢ aes @

$ B X g" $
a<{1,..,1G[} < >< b<{1,.., G|}
Z AL — gab
Z’I (—Xb — gxb
le «— B* = gxb

27



Noise-protocol

N
,(\<\u
Q

S

i

Q

&

v

oy vy
20
Q

$ $
x<{1,..,1Gl} < y<{1,..,1G[}

K« H(X,Y,B%YX) K <« H(X,Y, AP, X7)
— H(X, Y;gab;gxy) — H(X, Y’gab’gxy)



Noise-protocol

B=g
}” x‘
%(QJ,, X%i Xvég %

$ $
x {1, ..,]G[} N y<{1,..,1G[}

S
( Q

K' « H(X,Y' B%Y'")

= H(X, Y’ g")

K' < H(X',Y, AP, X"")

= H(X Y 9°”)

Can't compute K’ or K’



Noise-protocol

A=g“ , A, B
&
‘ P X=g"
y >
5 V=g
x<{1,..,1G[} b

Many alternatives:
Y Used inside
K « H(X, y,gab,gxy ) static-static, ephemeral-ephemeral /

K « H(X, Y, g%, g*’ ) static-ephemeral, ephemeral-static

K « H(X, Y, g%, g*?, gxy) static-ephemeral, ephemeral-static, ephemeral-ephemeral

K « H(X, Y, gab,gay,gxb,gxy) static-static, static-ephemeral, ephemeral-static, ephemeral-ephemeral



Forward secrecy

A= A, B
@
\
‘ Py X\=g"
s \v Lo
x (1,161} .
K « H(X,Y, g%, &)

Can't compute!
(Need to solve DH or DLOG problem)

Forward secrecy: attacker can't obtain old traffic
keys even if it obtains the parties' long-term keys
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N-party Diffie-Hellman

« N-party Diffie-Hellman possible in N—1rounds & g

( H
&
A
Q
(w ]
A 4
L&

« 1-round N-party Diffie-Hellman: g’ g’

« N = 2: normal Diffie-Hellman
abc

« N = 3: Diffie-Hellman with bilinear pairings (Joux ’00)

g
gac ‘
* N = 4: open problem \
« Possible with multilinear maps (very advanced) %
,.\

« ...but we don’t know any secure multilinear maps ®

hbc




Summary

« Special algorithms needed to deal with the large numbers in asymmetric cryptography
« Square-and-multiply for group exponentiation
« Straightforward implementation not secure against side-channel attacks
* Prime finding
« Common in practice: pick random number; check if prime
» Primality tests: Fermat's, Miller-Rabin (small one-sided error)

« Plain Diffie-Hellman is not secure against active adversaries
« Man-in-the-middle attack
* Problem: lack of authentication
« Common solution: digital signatures (used in TLS, IPsec, SSH)

« Modern solution: long-term Diffie-Hellman keys mixed with ephemeral Diffie-Hellman keys
* Noise protocol, Signal, What'sApp, Facebook Messenger Secret Conversations



