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Elements of (Quantum) computing

 Three elements of all computations: data, operations, results

« Quantum computation -
« Data = qubit
« Operation = guantum gate .
* Results = measurements i"
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Qubits

 C(Classical hit;
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* Qubit:
Can be in a superposition of two basic states |0) and |1)

) = a|0) + 1) afEC |al*+]|BI? =1
But we can never observe a and g directly!
Must measure |y) to obtain its value = state randomly collapses to either |0) or |1)

What's the probability of observing |0) or [1)?

Pr[observe |0}] = |a|?

Pr[observe |1)] = |5]?



Multiple qubits

e 2-qubit system
a,B,v,0 € C

= a|00) + B ]01) + 7 |10) + & [11)
i P+ EI0L ! lal* + 11> + lyI* + 161> =1

e N-qubit system: 2V basis states

2
|Y) = ([0...00) + @110 ...01) + ;[0 ...10) + --- + a,n_, [1..11) laol? + lag]? + -+ |an_4| =1
0
0.8
0 Pr[observe |001)] = ]0.8]|% = 0.64
0.8/001) — 0.6i|101) = 8 ,
0.6 Pr[observe [101)] = |-0.6i|?> = /(-0.6)2 = 0.36
« Representable by a 2" element vector: 0
0
1 0 0 0 0 0 0 0
g 0 1 0 0 0 0 0 8
0 0 1 0 0 0 0
1 000y =| 2| joony=|%] jo10y=|?| jorny=|L| t100y=|%| jrony=|%| j110y=|°| j11py=|?
|1/J) = : 10 10 0 “lo 11 0 0 0
* 0 0 0 0 0 1 0 0
AN 0 0 0 0 0 0 1 0
27 -1 0 0 0 0 0 0 0 1



Quantum computation — quantum gates

Classic bits are transformed using logical gates

Qubits are transformed using
guantum gates

G
W) = [P

al0) + BI1) = a0y + B|1)

_ETD_ :)XIC)%_ XNOR
Operator Gate(s) Matrix
Pauli-X (X) X D i
Pauli-Z (Z) —Z— {é 9
Hadamard (H) —|H— % [i —}]

Controlled Not
(CNOT, CX)
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(Quantum) NOT-gate (or X gate)

10) & |1)
lp) = al0) + B[1)
X
|1) — |0) X gate: - (a>
_ lY) =
X x= l1 0] g
al|0) + B11) » B[0) + 1)

xo=x(g)=()=m  x=x(()=(;)=m ) =x(5) =
5 ol(o)- () 5 ol(0)-(5) [ al()=(7)



The Hadamard gate

H 1 1
0 — 10y +—11 |Y) = al0) + B[1)
|0) = 7 |0) 7 |1)

Pr[measure [¢) = |0)] = |«|?

1) i \/_LZ 10) — \/_% 1) Pr[measure |[y) = |1)] = |S]?
Pr[measure H|1) = |0)] = i 2 =0.5
H gate: V2
1/V2 12 2
= [1/\/7 —1/\/? Pr[measure H|1) = |1)] = _T; =0.5

The Hadamard gate allows us to create random bits!

N2 ANz |1\ (12 N2 iz |0\ [ 12
()‘ 142 =1/\2 <1)_ —1/42

1/v2 —1/v2 |\o 1/V2



Controlled-NOT gate (CNOT)

CNOT
|00) = |00)

|01) = |01)
|10) » |11)

|11) = [10)

S OO K
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CNQOT gate:
1 0 0 O
_{0 1 0 O
CNOT-() 0 0 1
0 01 0
[10)  [11)

o O O
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ly)

SPA

|x D y)



Many other gates...

Universal for classical logic!

Operator

Gate(s)

Matrix

Pauli-X (X)
Pauli-Y (Y)
Pauli-Z (Z)
Hadamard (H)
Phase (S, P)

/8 (T)

Controlled Not
(CNOT, CX)

Controlled Z (CZ)

SWAP

Toffoli
(CCNOT,
CCX, TOFF)
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Quantum gates

« Turns out that all guantum gates can be described by matrices
. In fact, very special matrices: unitary matrices 10y = 1)
« ... and only unitary matrices! (fact of nature) X 11) = [0)

Il
—
N
o R
e—

* Quantum operations are linear and can be combined

10) = [0)
0 -1 1) = —[1)

z X H z
[Wo) = |h1) = |h2) = [P3) = [hs) z

ZHXZ|Yo) = liha)
V2 1/V2
e =[s 1% il ol <10)

142 =142 (/1
/N2 1/V2 <o>

1 1
0) » —0) + —11
I 5 10+ —=11)

a2z V2 V2
12 =142 1 1
1) » —10) ——11)

1/@) 1 1 V2 V2

—<1/\/§ =—10) + |1)

V2 NG



Quantum computer

« A guantum computer consists of:
* N input qubits
« asequence of quantum gates
* N output qubits
» result = measurement of final quantum state (output qubits)

single-qubit gate measurment

\

4

— H e X H—e Hiﬁ\
L

R
]
[ARY

N
L/
™

two-qubit gate



What makes quantum computation special?

 Warning: a quantum computer does not simply "THE ALK
"try out all solutions in parallel" BY 6COTT AARONSON ¢ ZACH WEWNERSMITH

WHAT ARE You

« The magic comes from allowing complex amplitudes
(or even just negative reals)

) = «|0) + B[1) aBEC

 Quantum interference: can carefully choreograph
computations so wrong answers "cancel out" their amplitudes,
while correct answers "combine"

NANAA

AN AN ‘

\VAAVARVARVARV/ VARVARVIRVIRV, 'ABOUT WHAT PARTCLES
JANANYANYANVA ANVANVANYANVA D0 WHEN NOBODYS
VARAVAR VARV VAAVARVARVARV/ P

* increases probability of measuring correct result
» only a few special problems allow this choreography

https://www.smbc-comics.com/comic/the-talk-3



https://www.smbc-comics.com/comic/the-talk-3

Shor's algorithm

Polynomial-"Time Algorithms for Prime Factorization
and Discrete Logarithms on a Quantum Computer®

Peter W. Short 7

Abstract \Nos

A digital computer is generally believed to be an efficient universal computing
device; that is, it is believed able to simulate any physical computing device with
an increase in computation time by at most a polynomial factor. This may not be
triue when gquantum mechanics is taken into consideration. This paper considers
factoring integers and finding discrete logarithms, two problems which are generally
thought to be hard on a classical computer and which have been used as the basis
of several proposed cryptosystems, Lfficient randomized algorithms are given for
these Lwo problems on a hypothetical quantum computer. These algorithms take
a number of steps polynomial in the input size, eg., the number of digits of the
integer to be lactored.

Keywords: algorithmic number theory, prime [actorizalion, diserete logarithms,
Chureh’s thesis, quantum computers, foundations of quantum mechanics, spin svstems,
Fourier transforms
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First.: something completely different

2,4,8,16,32,64,128,256,512,1024, ...

2,4,8,1,2,4,8,1,2,4,8,1,2 ... mod 15

2,4,8,16,11,1,2,4,8\16,11,1, 2 ... mod 21

AN

sequences are periodic



Factoring to order-finding

N =pq P

at,a? a3 ...,a",a',a’.. (modN)
| |

order of a = the smallest positive r such that a” = 1 (mod N)

Euler’s theorem: for all a € Z)

Fact: »r must divide (p —1)(g — 1) = ¢p(N
P M PN a®) = g®P=DE-D = 1 (mod N)

Proof:

- -D@-1) =sr+t 0o<t<r

e @PDE-D = g7+ = g5t = (g")Sat =1 -af = at = 1mod N — t=0 (since r is the smallest)
c (p—-D@-1)=sr QED

Conclusion: learn r = we learn a factor of (p — 1)(g — 1)
repeat with a different a = learn another factor of (p — 1)(g — 1) (with high prob.)

eventually we can learn full ¢(N) = (p —1)(q —1) = can find p and g (Problem set 9)




Shor's algorithm

Where the quantum magic happens!

/

Shor's algorithm /

Input: N = pg
Output: p and g

1. repeat until ¢(N) is factored:

2. a<—Zy

3. r « Ordery(a) // but how to find r?
4 use 1 to find factor of ¢ (N)

5. compute p and g from N and ¢p(N)




Shor’s algorithm

 Tofactor N: find order r of a in Z}

* Problem: r can be very large
» Classical solutions take exponential time 0(\9

 Note: the function f(i) = a mod N is periodic:

f(+kr) =a* = a'modN = £(i)

» finding signal frequencies < finding signal period

« Key ingredient of Shor's algorithm:

quantum Fourier transform (QFT)

time



Fourier transform

Source: https://www.scottaaronson.com/gclec.pdf

More on the Fourier transform:

(3BluelBrown) https://www.3bluelbrown.com/lessons/fourier-transforms
(Veritasium)  https://youtu.be/nmgFG7PUHfo 19


https://www.scottaaronson.com/qclec.pdf
https://www.3blue1brown.com/lessons/fourier-transforms
https://youtu.be/nmgFG7PUHfo

Shor’s algorithm

‘0> —H » /74=
: FT, ! i

0) 4 H » QF Ty, /=

0) 1 H T =

1) —*= U HU? U ——

(‘U)—O—B)T'GTI Ty u))

2mi[0.x2...20)
|.:-2 mod N> d UU} . ‘1>)

|z* mod N)
v
|2* mod N)

5
.
T

@

S

(‘0>+ez~r i[0.23...x, ‘1))

S

|_.- |
®
@
®
S

TT

A\

\:1:,,,,‘1) i - e @

(‘D> 4 P2rri[().;u,,_11-,,} ‘1))

S

.
&)
Sl

5 (10) + ool |1))



Consequences of Shor’s algorithm

« Cryptosystems broken by Shors' algorithm:

Shor's algorithm

* RSA Input: N = pg

 Diffie-Hellman bo Output: p and ¢

» Schnorr t 2 4

. nq g » repeat until ¢ (N) is factored:
Yo

. ECDSA 4T

use 7 to find factor of ¢ (N)

1

2

3. r « Ordery (a)

4

5. compute p and g from N and ¢(N)

« ...public-key crypto is dead




The quantum menace

 How far away is a quantum computer?
* Nobody knows

’: ’ »,'\

o

« Building a large-scale quantum computer is a huge
engineering challenge

» very susceptible to noise (decoherence)

* requires quantum error correction (is it even possible?)

* many physical qubits needed to simulate a single logical qubit
« > 1000 logical qubits needed for Shor's algorithm
+ largest (known) quantum computers:

~ 53 physical qubits (Google; 2019) (no error correction)
~ 65 physical qubits (IBM; 2020) (no error correction)
~ 127 physical qubits (IBM; 2021) (no error correction)

~ 433 physical qubits (IBM; 2022) (no error correction)



https://blog.google/perspectives/sundar-pichai/what-our-quantum-computing-milestone-means/
https://www.sciencemag.org/news/2020/09/ibm-promises-1000-qubit-quantum-computer-milestone-2023
https://arstechnica.com/science/2022/11/ibm-pushes-qubit-count-over-400-with-new-processor/
https://arstechnica.com/science/2022/11/ibm-pushes-qubit-count-over-400-with-new-processor/

The quantum menace

How many qubits in a
gquantum computer?

1000000
100000
10000
1000
100

10

Log scale 1

In today's QC Hopes for the next 5 years  Needed to break crypto

asson.jp/data/talks/quantum-cyberpeace-2021.pdf 23



https://www.aumasson.jp/data/talks/quantum-cyberpeace-2021.pdf

The quantum menace

How many qubits in a
gquantum computer?

1000000

Linear scale 0
In today's QC Hopes for the next 5 years  Needed to break crypto

s/quantum-cyberpeace-2021.pdf 2 4



https://www.aumasson.jp/data/talks/quantum-cyberpeace-2021.pdf

The quantum menace

106

1075 f

1074

Error Rate

10-3f

1072 |

10_1 ‘ 1 1] (NNl L1l 11
10° 10 102 10° 10*

Number of Qubits
http://sam-jaques.appspot.com/quantum_landscape 2022
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http://sam-jaques.appspot.com/quantum_landscape_2022
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Computing

NSA Says It “Must Act Now”
Against the Quantum Computing
Threat

The National Security Agency is worried that quantum
computers will neutralize our best encryption —but doesn't yet
know what to do about that problem.

by Tom Simonite  February 3, 2016



Dealing with quantum computers

« Symmetric cryptography
- Grover's algorithm: solves 0(2™) problems in 0(2™/2) quantum steps

« Inherently serial + huge constants
« AES-128 is most likely safe; using AES-256 removes any doubts

 Quantum cryptography
« Use quantum mechanics to build cryptography
* Requires specialized equipment
« Only used for key distribution; does not solve authentication problem

 Quantum-resistant cryptography (a.k.a. post-quantum cryptography)
« Classical (asymmetric) algorithms believed to withstand quantum attacks



Post-quantum cryptography

Lattice-based cryptography Code-based encryption

https://eprint.iacr.org/2022/975

Broken
last year!

E/(A)
a(Pp)

a(Qg)

pktl)ts Pk?)ts Pkgts pkéts Pk(SJts pkgts pkz)ts Pkgts L\ﬁi) =
skots  skors  Skos  Skots  skors  SkGws  Skots  skos
Hash-based signatures Supersingular isogeny key exchange

28
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The NIST post-quantum competition

* Public competition to standardize
post-quantum schemes

Public-key encryption
Digital signatures

e Started in 2017

Round 1: 69 submissions
Round 2: 26 candidates selected
Round 3: 15 candidates selected

st-quantum-cryptography

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

PROJECTS

Post-Quantum Cryptography rqc

f v

Project Overview

Round 3 Seminars
Kick-Off: October 27

NIST has initiated a process to solicit, evaluate, and standardize one or more quantum-resistant public-key cryptographic
algorithms. Full details can be found in the P Cr tandardizati

The Round 3 candidates were announced July 22, 2020. NISTIR 8303, Status Report on the Second Round of the NIST Post-
Quantum Cryptography Standardization Process is now available. NIST has idelines for itting Tweaks
for Third Round Finalists and Candidates.

Background

In recent years, there has been a substantial amount of research on quantum computers - machines that exploit quantum
mechanical phenomena to solve mathematical problems that are difficult or intractable for conventional computers. If large-
scale quantum computers are ever built, they will be able to break many of the public-key cryptosystems currently in use.
This would seriously compromise the confidentiality and integrity of digital communications on the Internet and elsewhere

The goal of post-quantum cryptography (also called quantum-resistant cr )is to develop cry systems
that are secure against both quantum and classical computers, and can interoperate with existing communications protocols
and networks.

The question of when a large-scale quantum computer will be built is a complicated one. While in the past it was less clear
that large quantum computers are a physical possibility, many scientists now believe it to be merely a significant engineering
challenge. Some engineers even predict that within the next twenty or so years sufficiently large quantum computers will be
built to break essentially all public key schemes currently in use. Historically, it has taken almost two decades to deploy our
modern public key cryptography infrastructure. Therefore, regardless of whether we can estimate the exact time of the
arrival of the quantum computing era, we must begin now to prepare our information security systems te be able to resist
quantum computing

Federal Register Notices

December 20,2016 Request for Nominations for Public-Key Post-Quantum Cryptographic Algorithms

= CSRC MENU

S PROJECT LINKS

w

In

Overview

FAQs

News & Updates
Events
Publications

Presentations

ADDITIONAL PAGES

P Cr

call for Proposals
Example Files
Round 1 Submissions
Round 2 Sub ns
Round 3 Submissiens
Workshops and Timeline
Round 3 Seminars
External Workshops
Contact Info
Email List (PQC Forum)
PQC Archive
Hash-Based Signatures

& CONTACTS

PQC Crypto Technical Inquiries
pgc-comments@nist. gov

Dr. Lily Chen - NIST
301-975-6974

Dr. Dustin Moody

SPHINCS+

Hash-based




The NIST post-quantum competition

Public competition to standardize
post-quantum schemes

Public-key encryption
Digital signatures

Started in 2017

Round 1: 69 submissions

Round 2: 26 candidates selected
Round 3: 15 candidates selected

winners;:

CRYSTALS-KYBER
CRYSTALS-DILITHIUM
Falcon

SPHINCS+

(PKE)

(Signature)
(Signature)
(Signature)

Algorithm (public-key encryption)

Problem

Classic McEliece
CRYSTALS-KYBER
NTRU

SABER

BIKE

FrodoKEM

HQC

NTRU Prime

SIKE

Code-based
Lattice-based
Lattice-based
Lattice-based
Code-based
Lattice-based
Code-based
Lattice-based

Isogeny-based

Algorithm (digital signatures)

Problem

CRYSTALS-DILITHIUM
Falcon

Rainbow

GeMSS

Picnic

SPHINCS+

Lattice-based
Lattice-based
Multivariate-based
Multivariate-based
ZKP

Hash-based



The NIST post-quantum competition

Public competition to standardize
post-quantum schemes

Public-key encryption
Digital signatures

Started in 2017

Round 1: 69 submissions

Round 2: 26 candidates selected
Round 3: 15 candidates selected

Round 4: alternative candidates

winners;:

CRYSTALS-KYBER
CRYSTALS-DILITHIUM
Falcon

SPHINCS+

(PKE)

(Signature)
(Signature)
(Signature)

Algorithm (public-key encryption)

Problem

Classic McEliece
CRYSTALS-KYBER
NTRU

SABER

BIKE

FrodoKEM

HQC

NTRU Prime

SIKE

Code-based
Lattice-based
Lattice-based
Lattice-based
Code-based
Lattice-based
Code-based
Lattice-based

Isogeny-based

Algorithm (digital signatures)

Problem

CRYSTALS-DILITHIUM
Falcon

Rainbow

GeMSS

Picnic

SPHINCS+

Lattice-based
Lattice-based
Multivariate-based
Multivariate-based
ZKP

Hash-based



Lattice-based cryptography

« Very versatile computational problems

* Public-key encryption Shortest vector problem
« Digital signatures

» Hash functions

» Fully homomorphic encryption
« Key exchange

« Leads to efficient and compact schemes

« Based on hardness of problems in algebraic number theory
» Believed to be hard also for quantum computers




Lattice-based cryptography
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https://cr.yp.to/talks/2017.12.28/slides-dan+nadia+tanja-20171228-latticehacks-16x9. pdf



https://cr.yp.to/talks/2017.12.28/slides-dan+nadia+tanja-20171228-latticehacks-16x9.pdf

Next week — guest lecture!

Foto: AdobeStock

Norwegian Defence
Research Establishment

CRYSTALS-Kyber

Martin Strand




Post-quantum cryptography

« Want to learn more about post-quantum cryptography?

« Sign up for TEK5550 - Advanced Topics in Cryptology next spring!



https://www.uio.no/studier/emner/matnat/its/TEK5550/index-eng.html

