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Agenda

* Info on Heidelberg Laureate Forum by Hagen Echzell
« Recap of course
¢« Q&A

* Go through exam from 2022 (offline)
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ldeal solution: secure channels

But how to build?
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Creating secure channels: encryption schemes
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Basic goals of cryptography

AEAD IND-CPA, IND-CCA UF-CMA
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Basic goals of cryptography

ChaCha20 (stream cipher)

Encrypt-then-MAC AES-CTR, AES-CTR$ CBC-MAC, CMAC,
AES-GCM AES-CBC$ HMAC
AES-CCM v — —
AES-OCB Message privacy €ssage Integhity
authentication ChaCha20
CTR mode
Symmetric keys Symmetric encryption Message authentication PRNG

codes (MAC)

Asymmetric encryption

o K h
(public-key encryption) Digital signatures ey exchange

Diffie-Hellman

Asymmetric keys

ElGamal, Padded RSA Schnorr, ECDSA, Hashed RSA

Unkeyed primitives Hash functions TRNG
SHA2-256, SHA2-512 Ring-oscillators, lava lamps
SHA3-256, SHA3-512 guantum effects,

mouse wiggling...



Constructions and relations
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The crypto toolbox

ECMQV

El GAMAL

Crypto protocols

DH MPC
ZK FHE

Public Key Crypto

ECC
RSA DSA

RIPEMD

Hash functions
SHA-2 Keccak

MD5  sHA-1

Einride
RC4 SNOW-3G
Algorithms

AES PRESENT
DES kasumi

Mathematics Electronics = Politics
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Quantum
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Exam

 Tuesday December 19, 15:00-19:00 (4 hours)
« Digital, on-campus (Silurveien 2, Sal 3B)

e Closed-book



