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Announcement

« Recitation hours
« Today: 14:15-15:00 in Black Box (room 3271 on the 3™ floor of Ole Johan Dahls hus)
* Next week (and onwards): 11:15-12:00.



ldeal solution: secure channels

But how to build?
Alice Internet
Bob

Adversary

Security goals:

« Data privacy: adversary should not be able to read message M 4
« Data integrity: adversary should not be able to modify message M v
« Data authenticity: message M really originated from Alice 4



Basic goals of cryptography

Message integrity /

Message privacy authentication

Message authentication

Symmetric keys Symmetric encryption codes (MAC)

Asymmetric encryption
Asymmetric keys (a.k.a. public-key Digital signatures
encryption)




Encryption schemes
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Block ciphers

[ Plaintext ] {0,1}"

% 128

{O»l}k [ Key ]—> AES

%128

Examples: [ Ciphertext ] {0,1}"

AES-128: k =128, n =128
AES-192: k=192, n =128
AES-256: k =256, n =128



Block cipher applications

« Encryption of messages of 128 bits (block length)

\T‘/

> Y, Yy, .., Y,

&

Y, « Ex(X) X; < Eg' (V)

« However: actually want to encrypt messages of arbitrary length!
« Splitting the message into multiple 128 bit blocks (like above) is not secure!
« A mode-of-operation is needed (covered later in the course)

« Correct viewpoint: block ciphers are not encryption schemes!
» Block ciphers are primitives used to construct other things



Block cipher applications

« The “work horse” of crypto

« Can be used to build:
« Encryption of arbitrary length messages (including stream ciphers)
« Message authentication codes
« Authenticated encryption
« Hash functions
* (Cryptographically secure) pseudorandom generators
« Key derivation functions



Defining block ciphers



Pseudorandom functions (PRFs) and permutations (PRP)

(. ... . . .
Definition: A pseudorandom function (PRF) is a function

F : {0,1}* x {0,1}" - {0,1}°%

\_

~

« k,in,out are called the key-length, input-length, and output-length of F

« Think of a PRF as a family of functions:

« For each K € {0,1}* we get a function Fy : {0,1}'"* — {0,1}°%¢ defined by Fx(X) = F(K, X)

~

function (

Definition: A pseudorandom permutation (PRPX

E : {0,1}* x {0,1}"* - {0,1}"

PRP = block cipher A

note: all PRPs are PRFs
(but not all PRFs are PRPs!) )

such that Ex : {0,1}"* = {0,1}" is a permutation for all K € {0,1}*

J




Permutations vs. functions

Permutation Not a permutation



Permutations vs. functions

Permutation Not a permutation

Important:

E: {0,1}* x{0,1}* - {0,1}" is not a permutation (but a block cipher)
Eyp : {0,1}" -» {0,1}" IS a permutation



Block cipher security

« What should the security definition of a block cipher look like?
« Which security properties should a block cipher satisfy?

« Some suggestions:

« P1: Should be hard to obtain K from Ex(X) for secret K \

« P2: Should be hard to obtain K from Ex(X,), Ex(X,), Ex(X3) ... Not good
« P3: Should be hard to obtain X from E (X) > enough!
« P4: Should be hard to obtain any X; from Ex(X;), Ex(X,), Ex(X3) ...

« P5: Should be hard to learn any bit of X from Ex (X) j

- —P6-Shotld-be-hardto-tetectrepetittons-among X2, —fromEr X £t Impossible!
e P7:....




PRF — security; formal definition

World 0 b World 1
$

K «{0,1}* 2

Input X: 9 S

return F (X) b~ ?




Random functions

F:{0,1}" - {0,1}°%

2in<

X F(X)
000...000 | 101..111
000...001 | 001..001
000...010 111...100
111...111 001...001

Y ~ ~" —

n out




Random functions

F:{0,1}" - {0,1}°%
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PRF — security; formal definition

World 0 b World 1
$
K «{0,1}* >
Input X:
return Fy (X)
\ “L'v./

AdvE"(4) =~ 1/2 = adversary is doing well

AdvE(4) ~0 = adversary is doing poorly

~

(Definition: The PRF-advantage of an adversary A4 is

Adv2"(4) = |Pr[b’ = b] — 1/2|
1\ _J




PRF — security; formal definition

World 0 b World 1
K & 0,1} - T[]
Input X: Input X: o
return Fy (X) if T[X] ; 1:
T[X] < {0,1}%
return T[X]
”

Intuitive idea: F is a secure PRF if AdvE™(4) AdvP™(4) ~ 1 = adversary is doing well
Prfa) ~

is “small” for all “reasonable” A
Adv2(4) ~ 0 = adversary is doing poorly

~

N\

(Definition: The PRF-advantage of an adversary A4 is

AdvE™(4) = |2 - Pr[b’ = b] — 1]

\_



Understanding "advantage"

: . f . (1} 1] . . [} [}
« Fisasecure PRFif AdvEr (4) is "small" for all adversaries A using a "reasonable” amount of resources

 PRF security depends on the adversaries'
« Available resources: running time, number of oracle calls (calls to F / F), memory...
* Not on the adversary strategy! (since we consider all possible A)

« \What does small and reasonable mean?

 Example: 128-bit security:

d prf - 280
A Vi (A) _ﬁ

for all adversaries A that run in time < t = 280

« Example: a PRF is insecure if we can come up with one efficient adversary with good advantage



Example

Define F : {0,1}" x {0,1}" - {0,1}* by F(K,X) = K ® X

Claim: F is not a secure PRF

1.

Query X = 0"

World 0

$
K «{0,1}

Input X:
return K @ X

World 1

T <[]
Input X:
if T[X] = L:

T[X] i {o,13"
return T[X]

Definition: The PRF-advantage of an adversary 4 is
AdvP™(4) = |2 - Prlb’ = b] — 1]

Pr[b’

Pr[b'=01b=0]-Pr[b=0]+Pr[b'=1|b=1] -Pr[b=1]
Pr[b'=01b=0]-1/2 +Pr[b=11b=1]-1/2
Prly @Y =1"|hb=0]-1/2 +

1-1/2 +




Example

. Define F: {0,1}* x {0,1}" > {0,1}* by F(K,X) = K ® X

World 0 World 1

Ki{o,l}k ﬁ el
« Claim: F is not a secure PRF Input x: |
return K @ X 5

T[X] < {0,1}"
return T[X]
,
$ -’
1. QueryX = 0" // receive backY « K @ 0™ or Y «{0,1}"

$
2. QueryX' =1" // receive backY' « K @ 1™ or Y'«{0,1}"

0, ifygy =1

o Oniuid = {1, otherwise

AdvP™(4) = |2 - Prlb’ = b] — 1]

[ Definition: The PRF-advantage of an adversary 4 is

Pr[b’ = b]

Pr[b'=01b=0]-Pr[b=0]+Pr[b'=1|b=1] -Pr[b=1]

Pr[b'=01b=0]-1/2 +Pr[b'=11b=1]-1/2
= Prly®Y =1"|b=0]-1/2 + (1 —=Pr[b'=01b=1])-1/2
= 1-1/2 +(1-PrlY®Y =1"|b=1])-1/2



Example

Define F : {0,1}" x {0,1}" - {0,1}* by F(K,X) = K ® X

Claim: F is not a secure PRF

1. QueryX =0"
2. QueryX' =1"

0,

3. Outputb’' = {1

$
// receive backY « K @ 0™ or Y «{0,1}"

$
// receive backY' « K @ 1™ or Y'«{0,1}"

ifYe@y =1"
otherwise

Pr[b’ = b]

World 0 World 1
$ b T «
K «{0,1}* & .
= Input X:
Input.X: L if T[X] = L:
return K @ X $
T[X] «{0,1}"
return T[X]
b
4

AdvP™(4) = |2 - Prlb’ = b] — 1]

[ Definition: The PRF-advantage of an adversary 4 is

Pr[b'=01b=0]-Pr[b=0]+Pr[b'=1|b=1] -Pr[b=1]

Pr[b'=01b=0]-1/2 +Pr[b'=11b=1]-1/2

Prly ®Y =1 |b=0]-1/2 + (1 —Pr[b'=01b=1])-1/2

1-1/2 +(1-Pr[Zz=1"1b=1])-1/2

1
1/2 +<1—2—n

)12 = 1-

1

2Tl+1




Example

. Define F: {0,1}* x {0,1}" - {0,1}* by F(K,X) = K ® X

« Claim: F is not a secure PRF

0, ifygy =1

o Oniuid = {1, otherwise

$
1. QueryX = 0" // receive backY « K @ 0™ or Y «{0,1}"

$
2. QueryX' =1" // receive backY' « K @ 1™ or Y'«{0,1}"

1
o 2n+1

Pr[b' = b] = 1

Amﬁﬂﬁy:u-mwuzm—1|=|g<1_

2n+1

>—1|=1—2ﬂ

World 0 World 1
$ b T «
K «{0,1}* ) I
S Input X:
s 215 o if T[X] = L:
return K @ X $
T[X] «{0,1}"
return T[X]

|

Definition: The PRF-advantage of an adversary 4 is

AdvP™(4) = |2 - Prlb’ = b] — 1]




Why is the PRF definition good?

World 0 World 1
Ki{o,l}" f,’ el
« P1: Should be hard to obtain K from Fg (X) for secret K Input X: By '“I;;;f;] L
return Fg(X) T[X]i{O,l}"
« P2: Should be hard to obtain K from Fx(X;), Fx (X>), Fx(3 R return T[X]
_ Logic 101 ’
« P3: Should be hard to obtain X from Fx (X)
A=B

* P4: Should be hard to obtain any X; from Fx(X;), Fx(X5),

Is equivalent to:

« P5: Should be hard to learn any bit of X from Fy (X) not A < not B

AdvP™(4) = 2 - Prb’ = b] — 1]

[ Definition: The PRF-advantage of an adversary 4 is

 P6: ... > )

F is PRF secure = F has properties P1, P2, P3, ...

F is not PRF secure < F does not have one (or more) of properties P1, P2, P3, ...




Why is the PRF definition good?

« P1: Should be hard to obtain K from Fg (X) for secret K

D -

Logic 101

IS equivalent to:

not4 & notB

’/
)
I’'m in World b’ %

World 0 World 1
$ b T «
K «{0,1}* ) I
ré&& Input X:
Input.X: if T[X] = L:
return Fg(X) $
T[X] < {0,1}"
return T[X]
w ~
S ’

S
N

R Y

|

Definition: The PRF-advantage of an adversary 4 is

AdvP™(4) = 2 - Prb’ = b] — 1]

)

F is PRF secure = F has property P1

F is not PRF secure < F does not have property P1

Pr(b'=01bh=0]=1

Pr(b'=11b=1]=1-

Zout




PRE PRP — security

World 0 b World 1

K< (01)¢ o T[]

Input X: %&1 Input X: o
return Fy (X) if T[X] = L:

$
T[X] < {0,1}°%t \ T.values
return T'[X]

(Definition: The PRF PRP-advantage of an adversary A is

Adv, P(A) = |2 Pr[b’ = b] — 1]

\_




PRP security = PRF security

ﬂl’heorem: PRP security = PRF security. For all A making at most g oracle queries: A
prf prp 2q2
AdVE (A) < AdVE (A) + Z_n

N j

Proof sketch:

AdvE(4) = 2-Pr[b'=b] - 1 2 (Pr[p’ = bAcoll] + Pr[b’ = bAcoll]) — 1

< 2-(Pr[b’=b/\m:+Pr[coll]) -1

qZ

2n

-1

IA

2- Pr[b’ =bAcoll] +2-

) 2
Advy'P(4) 4+ zin



LA ] [&] LS ] [5]

Constructing block ciphers



Principles for designing block ciphers

Claude Shannon, “Communication Theory of Secrecy Systems”(1949):

« Diffusion: plaintext spread over large parts of the ciphertext

« Confusion: a complex relation between plaintext, key and ciphertext



Block ciphers

n bits

Rnd(K;, M) is called a round function

AES-128/192/256 R =10/12/14

n bits




—€ LADVA,NC,EDV =

" STANDARD

Advanced Encryption Standard



AES

« History
« Date Encryption Standard (DES) used since the 70's
- Key length too short (56 bits)
» Block length too short (64 bits) e ;:.Zi:if;":;’;;www
+ Too slow in software T e

L Name of Standard. Adv

Category of Standard.

« 1997: NIST hosts a competition to find a new block cipher
« 2001: Rijndael is announced the winner — renamed AES

Approving Authority.

4.
S.  Maintenance Agency. Deps
T
6.

* If you remember nothing else:

AES-128 : {0,1}128 x {0,1}128 — {0,1}128

AES-192 : {0,1}19% x {0,1}'28 — {0,1}128

AES-256 : {0,1}%5° x {0,1}'28 — {0,1}'28



AES-128

input

(1) SubBytes

(2) ShiftRow
(3) MixColumn

(1) SubBytes
(2) ShiftRow
(3) MixColumn

(1) SubBytes

output

(2) ShiftRow

10 rounds




AES round function

a
— o1
No '
Aol B %z s Byo| Bo1| Boa| By change| 0.0 %.1| Go.2| G0, | o1 Gp2| G 3 3, b.2| Fo,3
-SubBytcs ) -Sh iftRowd —1 a -M
Aol d1] 85 A3 bl,o b, b,|bs Shjft1 alf 91. /al a3 Q1|82 83 g agq P a5
=)
7

W
N
W
K
N
R
&
o
'J.IJ

el
=

1| 92
> S e > >
%ol %1 %o Pos bol b By P.s Shjft 2 azf aZLl 2( 2, 2| %, 0| %, d 9 2| &
S —
B0| 91| AN 3 b o | BAID, [ Dy Shift 3| 33,0| 85,1| 85,2 ?3,3 933 930/ 931| 93 , a\ B, 5[ 853
X 3,1

\ . /' —— \®c(x)/

(1) SubBytes

(2) ShiftRow
(3) MixColumn




AES round function - SubBytes

14
Byo| Bo1| Boa| By ch:r?ge %.0|%.1| %2 B3 | Q1| G| G3 4, - h.2| Fo.3
Shjft1 Aol O] S| Shs A 1] 85 83 9 E 11 By o | D)5
> Shift 2|1 80| 81| B2 B3 G| &3] Gp0| H E a1 Poz| s >
, 0| BA B 5| By Shjft 3| 35,0 as,:[ 85| %3 G33| A3 931 G35 E a31\ 33,2 8, 3 /
N~ T—{ew
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CA| 8 (C9 | 7D | FA | 59 | 47 | FO | AD | D4 | AZ | AF | 9C [ A4 | 72 | CO
B |FD | 93 | 26 | 36 | 3F | F7 |CC | 34 | A5 | ES | F1 | 71 | DB | 31 | 15
04 | C7 |23 [ C3 |18 | 96 | 05 | 9A | O7 | 12 | 80 | E2 |EB | 27 | B2 | 75
09 [ 83 (2C (1A | 1B | 6E | 56A | AD | 52 | 3B | D6 | B3 | 29 | E3 | 2F | 84

53 | D1 00 |ED| 20 | FC | B1 | 5B | 6A | CB | BE | 39 | 4A | 4C | 58 | CF
DO | EF [AA | FB | 43 | 4D | 33 | 85 | 45 | F9 | 02 | 7F | 50 | 3C | 9F | A8
51 | A3 |40 | 8F | 92 |9D | 38 | F5 [ BC | B6 [DA | 21 | 10 | FF | F3 | D2
Az2 = 8A cD|oC |13 |[EC | 6F [ 97 (44 |17 [ C4 | A7 | 7E | 3D | 64 | 6D | 19 | 73 b2,2 =T7E
60 | 81 | 4F | DC | 22 | 2A | 90 | 88 | 46 | Bjy| B8, 14 | DE | 5E | 0B | DB

EO | 32 | 3A [ 0A |49 | 06 | 24 | 5C | g D3 | AC [\g2 | 91 | 95 | E4 | 79
E7 | cs |37 | e [ aD | D5 [ 4 | pof6c | 56 | Fa | EAN 65 | 7a | AE | 08

MmO | B (Pl | w|No| o bl | =o

BA| 78 | 25 | 2E | 1C &A{ c6 | E8 [ DD | 74 | 1F | 4BN 8B | 8A
-

7 B Gmf=—"9"| 03 | F6 | OE | 61 | 35 | 57 | B9 | 86 | C1 | 1D | 9E

E1|F3 |98 |11 |69 | D9 |8E |94 [9B | 1E | 87 | E9 |CE | 55 | 28 | DF

8c | A1 |8 |oD | BF|E6 |42 | 68| 41 | 99 | 2D | OF | Bo | 54 | BB | 16
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o

!\JO'

PJO_




AES round function - ShiftRows

ShiftRows
a1,3

No
a0,0 aO,l a0,2 aO,3 b0,0 bO.l b0,2 b0,3 change Bo.0| %.1| Fo2| %3
ERE R PICE > by o bya| Byo| by s Shift1 alf 91,3 913 @
ho| %l Do Pos bolb{ By Ps Shift 2| 80| 8,1 /az,z /az,a
'L\._.a‘:__/'
80| 851] %N\ by o | B By 5[ By 5 Shift 3| 33,0| 85,1| 85,2 ?3,3

\S/' ~———

(1) SubBytes

(2) ShiftRow
(3) MixColumn

|

o)}
s,
=

pO'

o

[.# |

Q

@
=

!\JO'

B
==
B
b, 4

\

PJO_

@ c(x)




AES round function - MixColumns

C T byo| Boa| 02| By
al,o al,l a1,2 a1,3 bl.o bl,l b1,2 b1,3
a2,0 aZ,] a2,2 .3 bZ,O bZ,l b2,2 3
a3,0 a3,1 a3,2 a3,3 b3,0 2 3

\

_~

No

change| Z0.0| %0.1| Bo.2[ 3 Q.0| 1| 2| So3
Shjfe 1 @y 0| 31| 85| 31 a . a,] a8, a,
sty 2| 0| 31| 2| By > 35| 85| 30| 31
Shjft 3| 3.0 31| 32| s 353 330|331 3
02

(1) SubBytes 01
(2) ShiftRow 01
(3) MixColumn 03

1'a0’1+2'

03

02
01

01

01

03
02

01

ajp+3-az1+1-az1=">y,

Ma1 = bl

/NN

01

01
03

02

QAo,1
a1
az1
asi

a
N aorl
3, b,2| G 3
e
a1,c ' a1,2 a1,3
— -
B 1 Pz s
a, 4 \332 85
_' a3,1 g' ' /

0,2

1,2

b, Pe2

o1 D2%a,, D3%a,; Das, =by




AES-128

input

(1) SubBytes (1) SubBytes
(2) ShiftRow (2) ShiftRow
(3) MixColumn (3) MixColumn

(1) SubBytes

output

(2) ShiftRow

10 rounds




Qoo | Qo1 | Qo2 | Qo3
AES round
Q0 | A21 | G22 | 423
SubBytes bi,j:S[ai,j] azo | as1 | az2 | az3
Co,j eoj1 02 03 01 o1][ Sl%o;] ko,j
ShiftROWS C1,j bl] 1 ejl _[o1 02 03 o1]|Sla1-1l] 1 |Kv,
CZ] sz 2 eZ,j 01 01 02 03 S[azjj_z] kz}j
C3,j b3] 3 €3 j 03 01 01 02 S[a3,]_3 kg’j
ZOJ 02 03 01 01][%, 02 03
. 1j] _ |01 02 03 01]|%.j 1 2
MixColumns dz,] —lo1 01 02 03 C2,j = 81 . S[aO,j] @ 81 . S[al,j—l]
d3'] 03 01 01 02]|¢,; 03 01
p ] 01 01 ko j
€o,j 0,j 0,j 03 01 k)
AddR dK €1,j dl,j o kl,j @ 0?2 'S[az,j 2] @ 03 ‘S[a3’j_3] @ k2]
oundKey e =1, _ :
||| [l o1 02 .
3)] d3,j k3’j
02 03 01 01
_ 1101 _ 1102 ) _ 1103 ) _ 1101 )
03 01 01 02




Qoo | Qo1 | Qo2 | Qo3
AES round
Qzo | 21 | A22 | A23
SubBytes bi,j:S[ai,j] azo | as1 | az2 | az3
Co,j
c b
ShiftRows C; blf -1
2,j—2
€3, b3 j_3
ZOJ 02 03 01 01][Co,; €o,j ko,j
- 1jil_lo1 02 03 01| er klj
MixColumns d,; |~ [01 01 02 03][c2, e | = Tolao,] ® Tafay1] ® Tofaz 2] @ Ts[as, ;2] D
d3,j 03 01 01 02]|¢,; es j k3,j
€o,j do,j ko,j
ey ; dq; ki
AddRoundKey e;’j_ = le a5 kl’]
’ 2,j 2,j
il lds;] ks,
02 03 01 01
_ 01 _ 1102 ) 03 ) 01 )
Tolx] = 01 S[x] Ty [x] = 01 S[x] T,[x] 02 S[x] T5[x] 03 S[x]
03 01 01 02




AES performance

AES is reasonably efficient in software

T-table implementation very fast
(but not secure!)

Hard to implement fast and constant-time

Throughput
(my laptop)

AES-128 (in software)

0.27 GB/s

AES-128 (W/AES-NI)

3.45 GB/s

Intel introduced dedicated AES instructions into their CPUs (AES-NI):
aesenc, aesenclast: do one round of AES in one cycle

aeskeygenassist: do AES key expansion

aesdec, aesdeclast: do one round of AES decryption in one cycle

aesimc: do AES inverser MixColumns

Now standard in all modern CPUs




Attacking block ciphers



Attacks on block ciphers

« Brute force attacks: search through every possible key in key space
« Generic: works for all block ciphers
* Not practical for large key spaces

« Advanced attacks: try to exploit the concrete details of the block cipher
 Differential cryptanalysis ('90, but known by the designers of DES + NSA since mid '70 )
« Linear cryptanalysis ('92)
« AES designed to resist both

* Implementation attacks: vulnerabilities due to implementation characteristics
« Power draw
« Timing
« Cache misses



PRF security — an equivalent view

|Func[in, out]| =

X F(X)

( 000..000 | 101..111

GX)=X

000..001 | 001..001

000..010 | 111..100

in
2 < 000..011 | 101..000

VX)) =X 17

Func[in, OUt] 111..111 | 001..001

~——
out

H(X) =00...0



PRF security — an equivalent view

|Func|in, out]| = # bitstrings of length 2" - out

= Z(Zin'out) F'(X)

( 101 ...111

GX) =X 001...001

Example: 111..100

in
2 < 101...000

|Func[3,2]] = 22°?2

VX)) =X 17

— 216
— 65536 Func[in, out] | | 0o1...001
—
out

H(X) =00...0

- Bits needed to specify one
function: 2'"* - out

- Each distinct bitstring of length 2" - out
represents a unique function



PRF security — an equivalent view

|Func|in, out]| = # bitstrings of length 2" - out

= 2(2™-out) FOO

( 101 ...111

G(X) =X 001 ...001

Example: 111..100

in
2 < 101...000

|Func[3,2]] = 22°?2 FIX) =X

VX)) =X 17

_ 716
— 65536 Func[128, 128] | 00t..001
t

H(X) =00...0
AES

|Func[128,128]| = 22"*°128 AESy, (X)

AES;01..(X) - Bits needed to specify one
function: 2" - out
AES;; . (X)

_ 128 .
|AES| = 2 - Each distinct bitstring of length 2" - out

represents a unique function



PRF security — an equivalent view

|Func|in, out]| = # bitstrings of length 2" - out

= Z(Zin'out) F'(X)

( 101 ...111

GX) =X 001...001

Example: 111..100

in
2 < 101...000

|Func[3,2]] = 22°?2 e =

VX)) =X 17

_ 716
— 65536 Func[128, 128] | 00t..001
t

H(X) =00...0

|Func[128,128]| = 22'*°128

- Bits needed to specify one
function: 2'"* - out

_ 128 .
|AES| = 2 - Each distinct bitstring of length 2" - out

represents a unique function



Block ciphers — security

|Func[128,128]| = 22128128

G(X)=X

FX)=X
VX)) =X 17

Func[128, 128]

H(X)=00..0

|AES| = 2128



Block ciphers — security

|Func[128,128]| = 22128128

|Perm[128]| = 21281

VX)) =X@ 17

Perm|[128]

H(X)=00..0

|AES| = 2128



PRF — security
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PRF — security; equivalent view
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PRE PRP — security; equivalent view
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Summary

« Block ciphers are very important primitives (building blocks) — not encryption schemes!

« Correct abstraction: block ciphers = PRPs

« Right security notion for PRFs/PRPs:
Indistinguishability from random function/permutation

« Concrete block cipher design: DES, AES, ...



